Forum:Hack Forums

Thread: HF News // Edition 234

Hydra - April 6, 2015, 8:26 pm

The edition you are currently reading is the 234th edition of the HF News. To read any older
editions of the HF News, please go /IFnhESq]here.

April Fools!

On April 1st - Omniscient's annual day of mischievous antics - the forum was fooled into believing
2-factor authentication had finally been implemented after years of anticipation. Members were
presented with a global message that took them to a page with a QR code which when scanned,
directed to a page which delivered the disappointing news: "April Fools! Yes, | know you want 2FA
and seriously it's coming but for now | got a joke out of it." Those who could not pass the QR code
flooded the support sections with their troubles using the new feature. Others reinforced the joke,
such as xadamxk, who wrote up a tutorial on activating 2 factor authentication - which scored him
the Jokester award.

Sales Tags out of Beta

After further consideration of members' input, Omniscient has made available sales tags once more
following a recode and they are now in version 2.0. Now purchasable at $6 OMC/week, sellers can
decorate their marketplace threads with tags boasting sales, excellent returns, value for money, or
popularity of the product. If you are interested in a sales tag for your thread(s), visit the purchase
page here. Keep in mind this is an on-going project, more changes will follow to help further
integrate the tags with the forum. >>Source

User NewsBull™ reached 1,000 reputation, congrats!

Bans*Douchebag # 145 was banned for making a comment regarding the new sales tags.
Baghead was banned for account sharing.

VacationsD3xus took a vacation.
Retribute took a vacation.
Ne?l took a vacation.
CatSoup took a vacation.
Server97 took a vacation.
Autononymous took a vacation.
Baghead took a vacation.

ClosuresHandsome Banana was closed.
Duhoh was closed.
Prefix ? was closed.
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RepfucksHandsome Banana was repfucked.
Duhoh was repfucked.
Prefix ? was repfucked.

Awardsb?xxy received The Alien for their feedback located here.
n0$f3ratu$ is a Businessman.
xadamxk is a Jokester. Arrow is a Drunk.

* - As of the Friday prior to release.

Announcement Threads

---Sales Tags v2 - Omniscient
---After hearing a lot of feedback from the community, Omniscient has recoded the entire Sales Tag

plugin.

Entertaining Threads

---How many HF usergroups have you been in? - Gary.
---Talk about the usergroups you have been in from your first usergroup to your last!

---[Released] 2-Factor Authentication - xadamxk
---As part of the April Fools joke, xadamxk posted a release thread for the feature used to trick
everybody.

Member Feedback Threads

---Four Year Feedback and Final Thread (Back from 6 months inactivity to post this) - Sparta.
---Sparta.'s feedback thread.

---Autononymous | 1 year on HF | Farewell thread | - Autononymous
---Autononymous' feedback thread.

---Meow's feedback thread (2012-2015) - Meow.
---Meow.'s feedback thread.

---6 vears of Hack Forums (2009-2015) - CodeSpecter
---CodeSpecter's feedback thread.

---7 Years - ily HF - Mac Miller
---Mac Miller's feedback thread.

---[My Abridged Story] From Humble Beginnings To The Top - Perfect Cell
---Perfect Cell's feedback thread.

Contests & Giveaways

---1000% Giveaway! NO SIG // JUST POST (Updated 4-2-15) - Shirnox™
---There have been a lot of big contests and giveaways the past few weeks, and Shirnox™ is
hosting one of them! Check out the thread to possibly win $1000!
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---[Fortune] Giveaway All Members - Multiple Prizes - Upgrades - Software - Awards - Etc - ?Nex
---?Nex is hosting a large contest for multiple prizes sponsored by the usergroup Fortune! Check it
out to see what the prizes are and how to win!

---[Fortune] Weekly Upgrade Giveaways [L33t, Ub3r, 3plic] - Butt Cheeks
---The usergroup Fortune is upgrading one member every week to any of the three upgrades! If you
want a free upgrade, then check it out for a chance to win!

Miscellaneous

---Who Has The Highest Prestige? - Thornzzz
---Are you interested in seeing who has the highest prestige? Well check out the thread to join the
hunt!

Interview - Th3PonyWizard (Click to View)

.Sinister: Welcome Th3PonyWizard, to the 234th edition of the HF News. Have any shout outs you
want to make before we begin?

Th3PonyWizard: Sure. Cybele, Ergo, The Protagonist, zixem, -zERAIT, team Elusive and Null

.Sinister: You seem to have been here for a while. How'd you get started with HF?

Th3PonyWizard: Oh you know, the usual. Years ago | had great interest in everything hacking
related once my own server was hacked by a random kid. | was drawn into the same things most of
us are still doing: Ratting, malware, general things. Took me a year, but | realized this isn't the way. |
abandoned the Hosting scene, and | slowly picked up the way | considered more appropriate and
learnt whatever | wanted to from the ground up.

.Sinister: | definitely have to agree with you on that. Did HF ever teach you how to "hack"?
Th3PonyWizard: This is a really good question. It did a couple of things. The biggest of them was
giving me the realization that | don't know fuck all (Sorry for the language) and that | need to learn
as much as | can on my own, grinding the basics until | no longer need to ask anybody. You see,
like anybody else I turned to the tutorials that are laying around everywhere. They told me do this
and do that, but never once completely detailed about every single aspect of every single thing they
tell you to copy and do. Why? Maybe it's too obvious, maybe they don't know, but this isn't the point.
The point was, tutorials never gave me a clear grasp of a lot of things, | always felt disappointed with
them. But the more disappointed | got, the more | searched and hunted knowledge from other
sources: Google, stackoverflow, stackexchange, and more. | feel as if HackForums did teach me
how to hack, by letting me know that it doesn't. | learnt how to hack as a side-affect of my own
self-research on my own projects, books, VMs, and targets.

.Sinister: | see. Since we're on the topic of tutorials, you seem to have a "Teaching HF" project.
Care to tell us more about that?

Th3PonyWizard: Sure. After my own research slowed up as | felt the ends of my interests becoming
near, | felt like breaking this wicked cycle of not-knowing-what-to-do-when-you-start. | started off
with the wrong foot. You can see it yourself, if you go to my threads at 2010/2011. | was wrong. |
was a skid. | did not want to have anybody else experiencing it, so | did a bizarre thing. First, | saw a
thread made by somebody about how to hack - A service. He wanted cash for it. | really hated it, so

| copied the title exactly and just made it free. Later on, somebody donated me a sticky. It was
hilarious. | added everybody that wanted to begin, on Skype, and | slowly explained him where to
learn what he wants to learn. No, | did not threw them everything on a silver spoon, as I've learnt on
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my own - You only get it once you hunt enough for it. | gave them basic language resources and
watch them grew. Not a lot of grew. This was quite a sad moment of truth. | added... 700? 8007
People, and | dedicated my attention for their own success. The absolute most of them gave up next
week. But the ones that did made it? | couldn't feel more proud. It felt so good knowing that you
caused somebody to become better, and he'll continue to become as now he knows how to. Some
of them are now on my team. Some of them are not self-employed. One of them makes CSGO
hacks. Another hacked the biggest email provider in his country. While I'm not exactly supporting
these causes, | can't be bothered to feel bad by that. It's their choices.

.Sinister: That must be a pretty good feeling! Since 2010 all the way to now, how much have you
learned? What exactly have you learned?

Th3PonyWizard: Website Development - HTML, CSS, JS(Not so good), PHP, SQL; Website
Exploitation - All common and not common injection patterns, mapping out website applications and
services, doing recon, fingerprinting, bruteforcing (Wildcards etc), and analyzing; Programming - C,
C++, Python(Learning), ASM(x16 on 8086); Etc - CCNA level @ Networking, CPU Arch. A decent
portion was learnt in an institute | was enrolled in last year.

.Sinister: It's amazing to see you have learnt a lot. Looking back, | see you were apart of Team
Digi7al. What was that group about?

Th3PonyWizard: The group was about a small team up of several rather knowledgeable members.
We were up to no good, to say at least. Things started out rather fine, | was invited along with
zixem, and some more. We started out basic: Making tools, toolsets, a web-shell to aid hackers in
their tasks, but slowly the team delved deeper and deeper into targets that are high-profile. First it
was an online bark. It was rather stunning, how it all happened. A Phishing page rose up. Things
heated up. I've noticed it early and stated | won't aid in any active part the procedures. Did | end up
being involved? That I'll leave to the imagination.

.Sinister: It seems to me there's a line you will never pass when hacking. Is that true?
Th3PonyWizard: Yeah. | stand strict by my morals. I'll never use my findings and my capabilities to
damage personal site users by any means - If | hacked a website, how can they be put to blame?
They can't. The website owner, however, can be. Even though, on most of my time | showed disgust
at defacing and generic code removal of the original site. | find it insulting. Anyway, I'd rather stay
true to what | feel when I'm active at these fields, and it can be shown at my teaching project as well.
| never charged a cent from anyone. Ever. And I'll never will.

.Sinister: What do you think about the members who are asking how to set up a RAT, how to
DDOS, etc.?

Th3PonyWizard: First | was one of them. Then | felt above them and hated them with all my might.
Now | just ignore them. They're on a phrase, and they choose whether to stick in that phrase of
simply having fun. Having fun on somebody's lack of knowledge that you're in his system, having fun
possessing the control of being able to raise a switch and bring down a huge network skilled people
made, skilled people wrote and operate. If they choose to remain in that position, the best | can do is
point them in the right direction and move along. If they want out, though? I'll gladly help them by
any means possible. They are, after all, wasting their time as well as breaking quite a lot of law, both
human-wise and country-wise. One thing I still despise though, is the money making scheme behind
all of this. There's the people at the top producing these products and | believe they are well aware
of their capabilities... And they choose to further poison the community with these products, and the
rest of the world, with the included suffering that home users have because of them. These people
know how to do things and they choose money as their first priority. Truly shameful.

.Sinister: To me, people who use a RAT, DDOS, etc. are just doing it because it's the easy way out.
Is there ever an "easy way out" with real hacking?
Th3PonyWizard: Never. There's no magical button for this, no easy way out. If you truly want to get
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"real", you'll have to get to the bottom of things and just grind. Otherwise you'll remain in the position
of clicking buttons like a sheep and not understanding what you're doing and that's not hacking,
that's boring :)

.Sinister: When you first started, were you ever confused? A lot of people give up on real hacking
because it's too "complex”, too hard to understand.

Th3PonyWizard: | sure was. | first got to the hacking tools section expecting this to be all easy, yet |
got constantly confused because | wanted to learn more, yet | learnt backwards. It took me a lot of
time to realize that I'm approaching all of this in the wrong way instead of throwing all of this aside
and re-learning from the ground. And to be blunt, it's not complex. It takes a fair amount of logic to
understand, | bet, but it's completely possible with the right amount of dedication. Is it hard
understanding that <this> opens a block that is doing stuff and </this> closes it? Is it hard to grasp
the idea that you write words in-between quote signs to represent a string, so when you put a ' sign
at a URL parameter you're basically opening a new string that isn't closed and if the server doesn't
authenticate it's input, this will actually work and might put up an error revealing a possibility to inject
SQL Code? This isn't complex. You just need time, and will-power to sit through it. And I'm not even
there, like, I still learn everyday and I'm far off where | want to be, because there's new worlds and
subjects | want to learn, say, low-level exploitation, | find it so hard and complex. But when
somebody explains it to me, it's all easy for him. So maybe am | over-simplifying this? Maybe. But |
think all of us who feel this is interesting, should try.

.Sinister: We've been talking about your online life for quite some time now. What do you do outside
of the internet?

Th3PonyWizard: Not a lot quite frankly. I'm 17, recently broke up with a cutie pie, studies quite well
in highschool and an institute that teaches me certain things, I love reading and wasting countless
hours brain-dead facing a Netflix screen. Just your average guy, really. Next year I'm enrolling the
military in my country, | believe it'll spice up my life a bit.

.Sinister: I'm sorry to hear about that breakup. You are quite an intelligent guy. I'm going to say you
started learning how to hack at the age of 12-13?
Th3PonyWizard: Yeah, around that.

.Sinister: Wow, that's pretty young, but it's a good thing. Thanks a lot for your time Th3PonyWizard!
Would you like to say anything else before we wrap this up?

Th3PonyWizard: Yeah. It might seem jackass out of me to talk about what | did and know like some
sort of an elitist, but | don't know that much and it's not the reasoning of why I'm talking here. |
wanted to give you guys the image of what's it like from my vision, the other side of the coin and
how better everything can be if people will leave out their comfort zone and try harder, for once.
Thanks for the interview, | always wanted an opportunity to share my thoughts.

Interview - Cryptic™ (Click to View) Roger Waters: Welcome to the 234th Edition of the HF News.
Today we have Cryptic™ with us. Do you have any shout outs before we begin?

Cryptic™: No.

Roger Waters: Interesting! | see you've recently made a return to Hack Forums after a nearly 6
month absence. How was your break from the site? What did you miss about it?

Cryptic™: Prior to leaving HF, | was operating one of the largest VPN's in the market place, whilst
also providing the backend infrastructure to many of the other VPN's in the market place (which |
continue to do today). The 2 years | was running the VPN business was very stressful and time
consuming. My objective before | started the project was to make enough money to pay off my
tuition and also last me about 3-4 years after | graduate. Once | achieved that goal, | had no need to
continue, so | packed up and decided it was time to step away from HF, and use my newly found
free time to do something else. The 6 months | was away was very stress free and productive. | had
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a lot of time to spend on other things, and got a lot of things done, that I've been wanting to do for a
very long time. I'd recommend everyone to try taking at least 3 months away from HF, and do
something productive. Weather it be working towards better grades, or getting a full time job, or just
spending more time with your friends and family. To answer your question about what | missed
about the site, | didn't miss much about it. | only talk to a very small circle of people on the site, and
we keep in touch via other contact methods.

Roger Waters: Nice. What do you think is missing from HF? What improvements would you like to
see?

Cryptic™: 2FA is really needed on the site. Users accounts get jacked all the time, and high profile
users are usually the main targets. 90% of the time people fake it and use it as an excuse when they
scam people. I'd also like to see better Group Management features. | have a lot of ideas for group
features, and I'll post a thread about it in the future when | have time to write it up.

Roger Waters: Well we'll be looking forward to it. How about The Brotherhood? Do you have any
plans now that you've returned?

Cryptic™: I'm not planning on selling the group for at least another 3-4 years. | don't like it when
people buy groups and just use it to make money by doing things like selling spots or memberships
into their various programs/sectors, and then just sell the group a few months down the road. | call
that, milking/churning groups (Buy a group --> Sell spots --> Sell Group). There's nothing wrong with
it, but I'm not a fan of it, and | find it pathetic when that's the only thing they do. Most people don't
think long term, and just have the short term mentality. I've never done that, and don't plan on
partaking in any of those activities. So it's safe to say BH will be around for a very long time. | had
an idea a few weeks ago that | plan on putting into action. It will be something no other group has
done before, and it will benefit anyone planning on having a career related to IT.

Roger Waters: Glad to hear that The Brotherhood is here to stay. | couldn't agree with you more
about the group churning. So about the idea about benefiting anyone planning on having a career
related to IT, will that be a Student program built from the group up or will it be something along the
lines of a study group? Would there be any prior IT knowledge required for it?

Cryptic™: It will be a hybrid of both a student group and a study group. Yes there will be some prior
IT knowledge required. They will have to have at least an A+ certification, or be in the process of
obtaining one.

Roger Waters: Awesome. Do you have any certifications earned and which ones are you working
on?

Cryptic™: | don't have any at the moment but I'm currently working towards my Network+. | have all
the knowledge required for A+ but | find that it's not worth paying for. It's better to just have that
knowledge and obtain something higher. My road map for the next few years is as follows: Network+
-> Security+ -> MCSA (Microsoft Certified Solutions Associate) -> Cisco Certified Network Associate
(CCNA) > Project Management Professional (PMP) by 2018.

Roger Waters: Looks like you'll have yourself pretty busy for the next few years, best of luck with
that. | see you've recently made a thread updating us about the Omc-rates.com page, what's new
with that?

Cryptic™: OMC-Rates.com is the original OMC ticker/exchange rates calculator. | spent an hour
yesterday and completely rewrote everything to be much more efficient. | also added in features that
users have been requesting for a long time, such as an API and other coins. Today | released the
API, and added in DASH, DOGE, and LiteCoin as per users requests.

Roger Waters: Wow. That's a really nice update. | can see that becoming extremely useful for
members looking to exchange currencies to buy awards on HF including the new DarkDash award.
Do you have any big plans or implementations for the site? What are your thoughts on the future of
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the Omnicoin?

Cryptic™: At this time | do not have any other ideas for the site. | don't see what else | can
implement in it, I'll be looking forward to more suggestions. | think that all new CryptoCurrencies
have potential. They can either go big, stay small, or just die out. OmniCoin is still pretty new and
has a long way to go, and considering it's a coin that is backed by the one of the largest forums
online, it does indeed have a lot of potential. | definitely don't see it going viral anytime soon, it will
take time and a lot of hardwork. I'd recommend users to invest in a good amount of it, at least $20
and see what happens down the road.

Roger Waters: What do you think about the idea about Omniscient selling a group to the highest
bidder with Omnicoin? Do you think these new implementations are effective in getting more people
to invest in Omnicoin?

Cryptic™: | think that it's a good way to give OMC the jumpstart it needs. It'll definitely draw more
attention to the coin, but it has to happen farther down the road when OMC is a much more stable
coin, and when theres more volume in trades happening to keep the value rock solid. As of right
now the coin can still be manipulated when people manipulate the exchanges to drive the rate
down.

Roger Waters: Some interesting insight there. It looks that's about all we have this week. Do you
have any closing statements?

Cryptic™: | found that quote very inspirational and empowering. (Picture Link) One thing | learned
over the past 2 years is that creating a vision for your self and then developing a timeline/roadmap
for what you need to do in order to achieve them it is the best way to ensure that you actually
achieve your goals and ultimately find success. Anyways, thank you for taking the time for
interviewing me.

Hydra - April 6, 2015, 8:26 pm

Do you enjoy reading the HF News? Do you think others might enjoy reading the HF News? Do you
want to show your support for what we do?

Wear our Support Signature and show us you care! Numerous members don't even know we exist,
make a change!

Support Signatures (Click to View)

Samples (Click to View)

1st

2nd

3rd

4th

Code (Click to View)
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1st {Large}

Code [align=center][url=http://goo.gl/hqWDEo][img]https://i.imgur.com/rIEO5r0.gif[/img][/url][/align]

1st {Small}

Code
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2nd
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3rd
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4th
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Leadership ChangesJokeh has been added as leader of Fortune.
+0One has been added as leader of Fortune.

Butt Cheeks has been added as leader of Fortune.

Nobility has been added as owner of Null.

T3h Hack3r has stepped down as owner of Null.

Vinnie has been removed as leader of Specialist.

Current Open Group RecruitmentsAnimeFAN! | Official Anime Group | Recruitment Phase
Fortune // Gaming Sector Recruitment [XB1 / PS4 / PC]

Fortune // Designers Sector // Recruitment

L'appel du vide recruitment

| Null Consolidated | White Hat Program | Paid |

Null Consolidated //Recruitment for Programmers

The Brotherhood | Gaming Sector Recruitment

Important Group Related Threads| Nightfall Information Thread & Buyins |
nightfall leadership spot with selling spots
Official Group Nightfall || League of Legends 1vsl Tournament
Polymath | End of an Era | Sale | BTC/WU | BIN: $7,000
The Brotherhood | Informational Thread
Titans Talk MiniCast #2
[Zero] Leadership - $1K
space

Bittrex Exchange Volume Booming

When Omnicoin was initially listed on Bittrex one of the requirements was that the coin have 0.2
Bitcoin worth of exchanges every 24 hours. At first this was a concern to Omnicoin users, who
feared that the requirement couldn't be kept, and Omnicoin would be delisted. They were proved
wrong. Over the past week Omnicoin has shown its strength, topping the charts with over 2.7 Bitcoin
worth of exchanges.

Weekly HighlightsThe exchange: Bittrex by Fudster™
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Physical Omnicoin V2 by Sniper

New OMC Exclusives
None this week.
Click here to start your shop for a chance to be featured in the next edition.
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Site Statistics

Total (Click to View)Posts: 45,551,765 ( +0.25% )

Threads: 3,262,723 (+0.37% )

Members: 2,675,375 (+2.47% ) Average (Click to View)Daily Posts: 13,992 ( +0.02% )

Daily Threads: 1,002 ( +0.02% )

Daily New Members: 821 ( +2.24% )

Posts Per Member: 17 (~)

Replies Per Thread: 13 ( ~)

Ban Statistics

Last Week's Bans (Click to View)Staff Bans: 98... Change from Last Edition: +39 Vacation Bans:
22... Change from Last Edition: -4 Combined Bans: 120... Change from Last Edition: +35  Total
Bans (Click to View)Staff Bans: 770... Change from Last Edition: +41 Vacation Bans: 115...
Change from Last Edition: +9 Combined Bans: 885... Change from Last Edition: +50

Forum Counts

Tab Counts (Click to View)Notable SectionsLounge Threads: 420,236 ( +0.20% )

Lounge Posts: 5,939,515 ( +0.18% )

RANFE Threads: 44,940 ( +0.34% )

RANF Posts: 586,353 (+0.29% ) GeneralThreads: 665,349 ( +13.80% )

Posts: 9,824,239 ( +0.23% ) HackingThreads: 624,234 ( +0.25% )

Posts: 5,474,755 (+0.28% ) ComputingThreads: 187,712 ( +0.22% )

Posts: 1,600,646 ( +0.21% ) CodingThreads: 151,584 ( +0.17% )

Posts: 1,314,591 ( +0.17% ) GamingThreads: 388,954 ( +0.37% )

Posts: 4,030,002 (+0.22% ) VIP AreaThreads: 112,339 ( +0.13% )

Posts: 1,052,547 ( +0.08% ) GroupsThreads: 6,028 ( +0.23% )

Posts: 261,320 ( +0.21% ) WebmasterThreads: 72,272 ( +0.20% )

Posts: 529,096 ( +0.07% ) GraphicsThreads: 122,268 ( +0.20% )

Posts: 925,826 ( +0.19% ) MarketplaceThreads: 785,091 ( +0.33% )

Posts: 7,361,275 (+0.27% ) MoneyThreads: 122,849 ( +0.18% )

Posts: 1,660,257 (+3.95% )

Membership Counts

Groups (Click to View)Null28 Members (-2 ) Specialists43 Members (-13) Red Lions21
Members (~) Zero77 Members (+7) Polymath34 Members (~) L'appel du Vide97 Members (
+1) The Brotherhood81 Members (+1) Echo62 Members (~) AnimeFAN!72 Members (-1)
Fortune71 Members ( +15) Debugl4 Members (-1) Titans33 Members ( +8)

* - As of the Friday prior to release.

space

This edition's poll was: "What section of HF News do you read the least?" and received a total of 45
votes.
View Results (Click to View)
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Check out the Voting Thread! Edition 235 - April 6th, 2015 [CLICK HERE]
space

New HF News Team Recruitment

Keep a lookout later this week for the HF News Team's new recruitment if you are interested in
applying to join the team. Keep it mind this will not follow the old WATCHL1ST format, it will be more
in-depth and time consuming than before and it will truly test your skills to make sure you will be an
ideal team member.

Hydra - April 6, 2015, 8:27 pm

The Dyre Wolf Malware Stole Millions

The Dyre Wolf malware targets businesses and organizations that use wire transfers to transfer
large sums of money. If the transaction was covered by 2-factor authentication the malware will still
get by it. Dyre Wolf uses a combination of social engineering, spear phishing emails and malware. In
addition to all these attacks the Dyre Wolf criminals also use a distributed denial-of-service (DDoS)
attack. The criminals first use a spear phishing email to reach into the organization or corporation.
They act as if it's an important document and once it's opened 'Updatre downloader" uploads and
executes the trojan onto the system. Once the victim tries to log into their bank account the malware
displays a message saying the site has issues and that they need to call a certain number in order
to do what they needed to do. This is where social engineering comes in because once they call that
number they will be assisted by a real person. The real person is someone working with Dyre. They
take all of the victims information then go ahead and make the wire transfer. Once that is done the
Dyre gang sends a DDoS attack to the victim so they are unable to do access the bank account.
The Dyre Wolf malware has successfully stolen over $1 million dollars from targeted enterprises.

Final Member of the "Xbox Underground” Group Has Plead Guilty

The final member of the (XU) Xbox Underground group has plead guilty to stealing over $100
million dollars from Microsoft, Epic Games, and Valve corporation in intellectual property and data.
In addition to all of this the group has stole an Apache helicopter simulator developed by Zombie
Studios for the U.S Army which had then gave them access to access the U.S Army's computer
network. "Austin Alcala, a 19-year-old of McCordsville, Indiana, along with two other Americans and
a Canadian, has found guilty to charges of computer hacking conspiracies and criminal copyright
infringement involving theft of information related to then-unreleased Xbox One gaming console and
Xbox Live games." Now the FBI has officially announced that all four members of this hacking group
have pleaded guilty.

Truecrypt Security Audited

For several years, Truecrypt served as the Open-Source, free alternative for creating encrypted file
containers, peripheral drives and devices, and whole-disk encryption. It was the top leader of
encryption until May of 2014, soon after Microsoft stopper offering support for Windows XP,
development on TrueCrypt had completely stopped. After the developers of the team left the project,
they had put out a seemingly critical warning saying that TrueCrypt may contain unwanted security
issues and that it would be safest to move to another encryption software. However, this was not
taken lightly in the encryption community and suspicions of the program being 'backdoored' by
federal agencies began to take root. A 21-page security audit performed as part of the Open Crypto
Audit Prroject disclosed a total of 4 vulnerabilities, none of which indicated a backdoor of sorts or a
critical blow to encryption. The first of two critical vulnerabilities shows an API subject to silent failure
which can allow it to insecurely generate random numbers. The second indicates that it may be
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possible to extract AES encryption keys from cache.

New Tool D efends Against Evil AP's

A common attack on wireless networks is the process of 'Cloning' which entails copying the
connecting information of a WAP (Wireless Access Point) and waiting for people to connect to your
fake WAP instead of the real one. This allows you to capture packets and information from the
clients. The new application entitled EvilAP_Defender is now able to detect many different AP's
including ones that have a different BSSID, different attribute such as encryption
protocol/channel/cipher, or different OUI (Organizationally Unique Identifier). Once the tool detects
that an Evil AP has been deployed, it can be set to automatically send de-authentication DOS
(Denial of Service) attacks and it will also send you an e-Mail alert. Though this is aimed towards
this being deployed in Business environments, it has a long way to go before it can be safely
considered as a proper defense mechanisms. As of now, there may be several ways to deploy a
WAP without being detected by this application, but it highlights the fact that we are taking strides
towards better security for wireless networks.

Obama Authorizes Sanctions to Combat Cyberattacks

President Obama signed an executive order on Wednesday, April 1st (and no, this is not an April
Fools' Joke), authorizing the United States to block financial assets of hackers involved in any cyber
attacks against the United States. In a statement released by the White House, the Secretary of the
Treasury is now allowed to “sanction malicious cyber actors whose actions threaten the national
security, foreign policy, or economic health or financial stability of the United States.” after the
signing of this order. In the statement it continues to state that the executive order is designed to go
after the “most significant malicious cyber actors” and something that would not be used use every
day. >>Source

Pirate Bay Clone Serving Malware

Researchers at Malwarebytes discovered a vulnerability in a WordPress plugin this week, allowing
a WordPress site to be injected with an iframe redirecting visitors to an infected version of the
popular torrenting site, The Pirate Bay. Once on the site, vistors are served the "Nuclear exploit kit"
through a drive-by attack. According to Malwarebytes Jérédme Segura, "This exploit kit targets most
browser plugins but it focuses in particular on the Flash Player which was affected by no less than
three zero days in the span of a month." At the time of this report, there were no exact numbers on
which sites or how many sites were effected by this attack. It is recommended that anyone using
WordPress make sure they're using fully patched plugins. >>Source

UBER Gets First CISO from Facebook

UBER, the new and booming taxi/private car service, is getting there very own CISO, Chief
Information Security Officer, from Facebook. Joe Sullivan, the one picked for UBER’s new position,
was CSO of Facebook for multiple years and also worked in executive positions at PayPal and
eBay. Sullivan’s main job is to overlook the cybersecurity aspect of the company. After the more
recent data breaches that UBER has been accumulating lately, Sullivan has a long task ahead of
him to bring UBER back into credible standing when it comes to data privacy. UBER’s cybersecurity
is lacking with staff having higher administrative privileges than most companies would ever
recommend. All the security issues aside, with the hiring of Joe Sullivan, UBER vows to fix any
current issues with their data of customers and also assuring that they will continue to take security
much more seriously than they had previously. >>Source
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Wii U Legend of Zelda Title Delayed

The Legend of Zelda is arguably one of the largest franchises to inhabit Nintendo hardware, making
it a large reason for why many people have up until now purchased the Wii U console. The
anticipation for a release has been growing since the console’s release, with a 2015 release window
being expected by many. However, in a recent development update by Nintendo, Zelda producer
Eiji Aonuma stated “we are no longer making a 2015 release our number one priority.” The result of
this is that Legend of Zelda fans are going to have to wait longer for the series to make an
appearance on the Wii U, with a release date of no earlier than 2016 being expected. However, the
reported reasons behind the delay aren’t necessarily bad; uncovering new creative possibilities with
the game, along with Nintendo’s constant strive for perfection, are what's holding this game back
from a 2015 release. The full video going over the development update of The Legend of Zelda Wii
U can be found here: https://www.youtube.com/watch?v=C6Pzdl1lwdUM >>Source

Double the Free Games for Gold for April

Due to the enormous popularity of the Xbox console family’s Games for Gold program, where Xbox
LIVE Gold members get a few games for free every month, double the amount of games are being
offered for the month of April. Since the Games for Gold program has started, over 100 million
games have been downloaded with over 5 billion gamerscore being awarded from those games.
Since the amount of games is being doubled for April, two games on the Xbox One and four games
on the Xbox 360 are being offered to Xbox LIVE Gold members. Being offered for the entire month
of April on the Xbox One are Pool Nation FX and Child of Light. Being offered from April 1st through
the 15th on the Xbox 360 are Gears of War: Judgement and Terraria. Being offered from April 16th
through the 30th on the Xbox 360 are Assassin’s Creed IV Black Flag and Army of Two: The Devil's
Cartel. >>Source

Spotify Comes to the Playstation 4

On March 30th an application for Spotify became available on the Playstation 4. Spotify, a popular
music streaming service, has not had an application available on any gaming consoles before now.
For the time being these services are exclusive to Sony gaming and mobile products, namely the
Playstation 3, the Playstation 4, and Xperia line of mobile devices. The ability to stream music from
the service while playing games is available on the Playstation 4 but has not been announced as
being available on the Playstation 3. Sony has yet to comment on whether or not the Spotify
application will be available on the Playstation Vita, Sony’s flagship handheld gaming system.
Microsoft currently maintains their own music streaming service built similarly to Spotify, known as
Xbox Music. It has not been announced whether there are plans in the future to release a Spotify
application on gaming systems that aren’t owned by Sony. >>Source

Release date for upcoming games in 2015:Dark Souls Il: Scholar of the First Sin - PC, PS3, PS4,
Xbox 360, XB1- April 7, 2015

Project CARS - PS4, XB1 - May 31, 2015

The Witcher 3: Wild Hunt - XB1, PS4, PC - May 19, 2015

Wolfenstein: The Old Blood - XB1 - May 5, 2015

Final Fantasy X / X-2 HD Remaster - PS3, PS4, PSV - May 12, 2015

Gaming Video of the Week
[Video: https://www.youtube.com/watch?v=BvyA-PLDwWRS]

Samsung snhags big iPhone deal
Electronics giant Samsung reportedly secured a big deal related to Apple's iPhone. Apple's
next-generation iPhone will reportedly include a chip manufactured by its rival Samsung. According
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to the recently released Bloomberg report, Samsung is lined up to build the Apple A9 processor
chips that will go into the iPhone 6S, rumored to debut later in 2015.

While Apple has long worked with Samsung in the past to power its smartphones, the
iPhone-maker recently turned to Taiwan Semiconductor Manufacturing Co., ending Samsung's
long-running chip partnership with the company last year. Apple picked TSMC to produce A8
processors for the iPhone 6 and iPhone 6 Plus devices. Those agreements came as the relationship
between Apple and Samsung soured because of legal disputes dating to 2011. Winning this order
from Apple will help the world’s second-largest chipmaker rebound against TSMC. >>Source

Google fails to dismiss privacy lawsuit over Google Wallet

In a stark turn of events for the search engine giant, Google Inc's request to dismiss a lawsuit
accusing them of invading the privacy of users of its Google Wallet electronic payment service by
sharing their personal information with outside app developers. Google Wallet is Google’s payment
platform that allows users to pay for products in partnered stores as well as make online payments
while keeping payment information secure. Beth Labson Freeman, a U.S. District Judge, released a
statement Wednesday night that Google would face claims in court for breaching contractual user
agreements. In total Google will face potential violations of the Federal Stored Communications Act
and California consumer protection laws. The Federal Stored Communications Act is in place to limit
the disclosure of electronic records by companies holding user data. >>Source

Traffic light technology which could reduce congestion and pollution tested in UK

New technology fitted to the windows of cars that has launched in the UK aims to reduce traffic
congestion and pollution in city streets by enabling vehicles to turn traffic lights green as they
approach. The device is fixed in place on the vehicle's windshield in a similar manner to fitting a
satnav system. Once attached, it communicates with nearby traffic systems to announce its
presence and turn the lights green, requesting priority as the car arrives at the junction. Currently
being tested in Newcastle in the UK, it can detect traffic lights located 100 meters away and allows
drivers to adjust their speed such that they only ever pass through green lights. For example, a
driver may be warned to travel at 28 mph if they wish to pass through the next sets of lights without
stopping. >>Source

Fehmarn Belt Road-Rail: Project Gets Green Light

Already a year in it's planning, the Fehmarn Belt Fixed Link project has been given the green link to
start the construction of what would be the longest underwater tunnel in the world. The tunnel will
have a road for cars and next to it will have a train track/railroad. It will span 11 miles across from
Denmark to West Europe. Currently, it takes at least 6 hours for a 250 mile ride from Denmark to
West Europe and this tunnel will cut it down to 7 minutes for a 11 mile long ride. The Danish
Parliament has stated that the construction can as early as this year and be completed by 2024. A
demonstration was uploaded to YouTube and you can watch it here: https://youtu.be/9Cb6CRJIwixw
>>Source

Kenyan Government Attacks Back After University Massacre

After the attack on Thursday when al-Shabaab terrorists went guns blazing into Garissa University
College campus near the Somalian border and killed 148 Christian students and staff, the
government responded with air strikes on two al-Shabaab camps in Somalia which were known as
traveling camps. Witnesses reported there were civilian causalities near one of the camps that were
attacked. Officials are yet to confirm the damage caused by the bombings due to air debris. One of
the four gunmen was identified as the son of a top ranking official, and the gunman was said to be
"brilliant” and a "grade-A student.” >>Source
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Hydra - April 6, 2015, 8:27 pm

Every week - assuming we get enough submissions - the HF News will feature the best submitted
battlestation.

Send iHydra a message by clicking here and including an imgur link of your battlestation!
CrosephMcDroseph's Battlestation (Click to View)

[imglhttp://i.minus.com/ibrHRwWNfl7paxH.png[/imqg]
A click here or the gallery to send in artwork
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Bet - April 6, 2015, 8:41 pm
Holy shit first post im the best

Good edition though Hydra!

Business Major - April 6, 2015, 8:42 pm
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This is a great edition good work! I'll read it tomorrow!

Diogene - April 6, 2015, 8:50 pm
Prefix was repfucked, The day | would see this.

Cameron - April 6, 2015, 8:50 pm

(Apr 6, 2015 08:42 PM)Business Major Wrote: [CITE] This is a great edition good work! I'll read it
tomorrow!

If you haven't read it yet, how do you know it's a great edition? ?

Spooky Skeleton - April 6, 2015, 8:51 pm
Always a nice read. Keep up the good work.

Gary - April 6, 2015, 8:59 pm
| wasn't expecting my thread to be mentioned at all.

Another great edition everyone on the news team!
Briefly describe the event: Orchid has purchased Vinnies leadership spot to Void.

Why is it newsworthy: Group leadership change.
Any important links: Orchid's Profile | Vinnie's Profile | Vinnie's Post | Show Groups

VRUMM - April 6, 2015, 9:03 pm
Thanks to xadamxk, | just made $5,000. | luv you.

Legion. - April 6, 2015, 9:04 pm
Another great edition of the news! Thanks!

Som??0d? - April 6, 2015, 9:17 pm
Great edition iHydra & the Writ3rs. Keep up the good work guys!

Fudster - April 6, 2015, 9:17 pm

(Apr 6, 2015 08:42 PM)Business Major Wrote: [CITE] This is a great edition good work! I'll read it
tomorrow! (Apr 6, 2015 08:50 PM)Camer?n Wrote: [CITE] If you haven't read it yet, how do you know
it's a great edition? ?

Because all of them are good editions :p

Also nice... my thread in OMC area was mentioned.

c??? - April 6, 2015, 9:23 pm
Great news edition!

I'll take the time to read the rest tomorrow.

Orchid - April 6, 2015, 9:24 pm
The gaming video of the week is so sad, what is that father teaching the kid?

Gary - April 6, 2015, 9:32 pm
(Apr 6, 2015 09:23 PM)c??? Wrote: [CITE] Great news edition!

I'll take the time to read the rest tomorrow.
Its troll videos. Someone posted another one of the same person burning a Christmas tree because
they didn't buy him an Xbox One.
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Impulses - April 6, 2015, 9:51 pm
Great edition guys. Happy to read :)

Snjper - April 6, 2015, 10:29 pm
Really appreciate my thread being included in the OMC section.
Another great edition, keep it up!

$afe - April 6, 2015, 10:34 pm
Great news edition, interesting to read + | like how everything is organized.

c Xy k-April 7,2015, 1:18 am
Nice edition as always. Just want to note an issue;

Quote:New Tool D efends Against Evil AP's

ISO - April 7, 2015, 5:26 am
Nice read , keep it up Writ3rs team :)

Dean Winchester? - April 7, 2015, 11:22 am
Hey iHydra | understand that you want more people to view and post in the news threads but | really
donmt like that we have to post News in here

| really liked the other thread :(

Ginsum - April 7, 2015, 11:25 am

(Apr 7, 2015 11:22 AM)Dean Winchester? Wrote: [CITE] Hey iHydra | understand that you want more
people to view and post in the news threads but | really donmt like that we have to post News in
here

| really liked the other thread :(
dean

>> what the fuck r u saying?

Hydra - April 7, 2015, 11:40 am

(Apr 7, 2015 11:22 AM)Dean Winchester? Wrote: [CITE] Hey iHydra | understand that you want more
people to view and post in the news threads but | really donmt like that we have to post News in
here

| really liked the other thread :(
You like it because you can read the news there and not HF News ?

Dean Winchester? - April 7, 2015, 11:59 am
(Apr 7, 2015 11:40 AM)iHydra Wrote: [CITE] You like it because you can read the news there and not
HF News ?

Well right to a certain degree ?

| was reading user news, group news and general HF news on there so that I'd get it before it was
released in the next HF news edition.

Then when the HF news was released I'd read whatever else | may find interesting and then get on
with my life
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Now | have to check every post in this thread because it is potential news, and | don't like that ?

Why don't you just have Omni sticky the news in the lounge every week instead, and keep the old
"Post new changes or happenings" thread? ?

ZuGgY - April 7, 2015, 12:02 pm
When | saw Douchebag #145 banned, | thought, wait was he unbanned and banned or something?
Am | missing something...till | realized it was someone else.

Thanks for the great edition.

Hydra - April 7, 2015, 12:03 pm
(Apr 7, 2015 11:59 AM)Dean Winchester? Wrote: [CITE]
[yt]https://www.youtube.com/watcRVS8cjNNO[/yt]

Well right to a certain degree ?

| was reading user news, group news and general HF news on there so that I'd get it before it was
released in the next HF news edition.

Then when the HF news was released I'd read whatever else | may find interesting and then get on
with my life

Now | have to check every post in this thread because it is potential news, and | don't like that ?

Why don't you just have Omni sticky the news in the lounge every week instead, and keep the old
"Post new changes or happenings" thread? ?

HF News has it's own subforum... and we don't care about people posting, we care about views. If
people read the other thread, what's the point of us writing User News, Site News, and Group News
when it's all in that thread and anyone can go read it as it occurs. Sure, there is a delay, but if it's big
enough you'll find out on your own when it happens.

Deadbyte - April 7, 2015, 12:04 pm
As always it's a joy to read the HF News.

Black Shadow - April 7, 2015, 12:34 pm
Great edition but were was the podcast this week?

Hydra - April 7, 2015, 12:40 pm

(Apr 7, 2015 12:34 PM)Black Shadow Wrote: [CITE] Great edition but were was the podcast this
week?

Podcast has been shutdown for the time being. News related to it will be posted in Weekly Update
for Edition 235.

Som??0d? - April 7, 2015, 12:44 pm

(Apr 7, 2015 12:40 PM)iHydra Wrote: [CITE] Podcast has been shutdown for the time being. News
related to it will be posted in Weekly Update for Edition 235.

Damn, | was really starting to enjoy it.

ViN - April 7, 2015, 12:46 pm
| don't like the idea of posting reports here for some reason. Nice edition though, good job.

Jason™ - April 7, 2015, 1:46 pm
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Great edition of the news, but | really think there should be a separate thread for reports.
You should make a poll and see what the votes look like.

Aceman - April 7, 2015, 4:21 pm
Mann... | don't want to scroll all the way to the bottom just to find the proper format to post
something for the news. ?

(Apr 7, 2015 11:59 AM)Dean Winchester? Wrote: [CITE] Well right to a certain degree ?

| was reading user news, group news and general HF news on there so that I'd get it before it was
released in the next HF news edition.

Then when the HF news was released I'd read whatever else | may find interesting and then get on
with my lifeThis is exactly what | did and what | enjoyed doing.

(Apr 7, 2015 12:03 PM)iHydra Wrote: [CITE] HF News has it's own subforum... and we don't care
about people posting, we care about views. If people read the other thread, what's the point of us
writing User News, Site News, and Group News when it's all in that thread and anyone can go read
it as it occurs. Sure, there is a delay, but if it's big enough you'll find out on your own when it
happens.What's the point in having artificially inflated views when people are viewing the topic just
to post more news? People will be reading replies, not necessarily the original post itself.

Gary - April 7, 2015, 4:47 pm

(Apr 7, 2015 04:09 AM)xadamxk Wrote: [CITE] With a little work | was able to tweak it and get even
more accurate results.

| saw your new thread on it. | was doing something wrong | think.

Friendly HF User - April 7, 2015, 4:51 pm
Nice read, great edition keep it up guys.

The traffic light news sounds interesting. Hopefully it may spread out to other countries other than
the UK. As always, great edition!

Gustav. - April 7, 2015, 5:09 pm
News is boring as hell like usually.

The Weekly reports thread is the news, this just makes me cringe.

StOrm - April 7, 2015, 5:21 pm

(Apr 6, 2015 08:50 PM)?Invictus Wrote: [CITE] Prefix was repfucked, The day | would see this.
AThis

Damn o.0 It happened

Great read :) Good work

Roger Waters - April 7, 2015, 5:51 pm
It was a pleasure filling in for one of the interviews this week.

Telstra - April 7, 2015, 6:28 pm
First time | have read the HF News in a while, good read will be definitely awaiting the next
installment.


https://hackforums.net/showthread.php?pid=45598554#pid45598554
https://hackforums.net/showthread.php?pid=45598622#pid45598622
https://hackforums.net/showthread.php?pid=45593411#pid45593411
https://hackforums.net/showthread.php?pid=45590281#pid45590281

Hopsin - April 7, 2015, 6:38 pm
Quite Interesting news as always. Good job guys.

Hydralic - April 8, 2015, 3:34 am
Thank you for making a new edition, appreciate it.

Th3PonyWizard - April 8, 2015, 6:01 am
Good edition. It was hella fun being interviewed.

Terry A. Davis - April 8, 2015, 7:56 am
Feels forced to read without Sir, but | guess stuff changes, oh well. Anyway, thanks for including my
story. However, the sligth typo, it isn't a feedback, it's a story of my time here.

Bibl - April 8, 2015, 9:06 pm

(Apr 7, 2015 12:34 PM)Black Shadow Wrote: [CITE] Great edition but were was the podcast this
week?

We gave the podcast to Orchid as an April Fool's joke, and then, well, pretty much everyone that
created and participated in the podcast every week had their account closed. No more podcast, if
this news team decides to start it up again frankly it will probably suck.

Gary - April 8, 2015, 9:45 pm

(Apr 8, 2015 09:28 PM)xadamxk Wrote: [CITE] So which of you is this?
As long as you aren't Sir, welcome back ?

That was notorious baghead

he also just got his perm ban lifted with the ban of that account.

Unban Date: 10-08-2015

?lien - April 9, 2015, 3:33 am
iHydra continuing to put in the hard work. Lots of listings in credits. Good job entire team.

Nate - April 10, 2015, 11:33 am
| don't like how we merged the suggestion for news into the Edition.

Whatever.

Orianthi - April 13, 2015, 8:33 pm
We will miss you prefix, don't care how old this is.

Roger Waters - April 14, 2015, 5:06 am

(Apr 10, 2015 11:33 AM)N?te Wrote: [CITE] | don't like how we merged the suggestion for news into
the Edition.

Whatever.
He changed it right when he saw member's reactions to it.
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