Forum:Hack Forums

Thread: [Challenge] Think you're up to the task?

SithLee - May 4, 2015, 12:19 pm
Think you're up to the task?
Cyberghosts

BTW levels are still being added, so complete it before more
levels come.. unless you want that kind of challenge.
:D

As always please do not give out the links to others, hints will be allowed though.
Have fun and good luck guys.

Completed

http://cyberghosts.sith.me/completed.php

UPDATE: Stylesheet has been updated, sorry | had a typo in the original.
FIXED, please try the challenge again.

UPDATE: The account | used for Ivl 7 was shutdown.
FIXED, please try level 7 again.

jonathanxx1 - May 4, 2015, 5:49 pm
| found the first one but the second challenge behind shadows i dont know.
Im not a great hacker that might be why:)

Spouse - May 4, 2015, 5:50 pm

Greetings 1337 internet user, welcome to Cyberghosts.net. This site was made as a test of your
1337 h@xO0r skills. Remember it will be hard, so if you suck at trick-shots you might as well rage quit
now. We understand you might be a skrub-lord noob so we added a few hints threw out the test. If
your taking on the challenge, good luck and don't get 360 noscoped across map m8.

Fucking cheeky game :(

Viktory - May 4, 2015, 6:36 pm
Nice challenge. Are you the creator? And how many levels are there?

I'm a few levels in, will pick it up after I'm done gaming with friends =]
Shaggy - May 4, 2015, 6:39 pm
Stuck at Level 4: A cloak, what a joke.

Well , | tried >.<

Pharisee - May 4, 2015, 6:41 pm
Stuck at level 2 :(

Not very good at this kind of stuff.


https://hackforums.net
https://hackforums.net/showthread.php?tid=4807133
http://cyberghosts.sith.me/
http://cyberghosts.sith.me/completed.php

Metro Boomin' - May 4, 2015, 7:10 pm
| got to level 5 then got bored. | just want to let everyone know that to get past Level 4 you need to
use Chrome.

GreenCore - May 4, 2015, 8:24 pm
Complete level 3 the same as level two.... you just have to actually read the script.

SithLee - May 4, 2015, 9:20 pm
(May 4, 2015 06:36 PM)Viktory Wrote: [CITE] Nice challenge. Are you the creator? And how many
levels are there?

I'm a few levels in, will pick it up after I'm done gaming with friends =]
Yes | created it.
Hope yall like.
(May 4, 2015 07:10 PM)Ripp Wrote: [CITE] | got to level 5 then got bored. | just want to let everyone
know that to get past Level 4 you need to use Chrome.
I will fix it, thanks for info.
I noticed the stylesheet isn't loading for other browsers, I'm working on the problem.

Viktory - May 4, 2015, 11:06 pm
Level 4 is still bugged.

SithLee - May 4, 2015, 11:11 pm
(May 4, 2015 11:06 PM)Viktory Wrote: [CITE] Level 4 is still bugged.

Woops, forgot to update that one, thanks man.
Try CTRL + F5

Maxh - May 4, 2015, 11:44 pm
Got to level 4, fun challenge :D
Any hints on 4?

SiStemiC - May 4, 2015, 11:48 pm

I'm now on level 5. | can do this...
Edit: level 6 ftw

Edit2: level 7 are you ready?

Easy987 - May 5, 2015, 6:02 am
Stucked at Level 5, any hints?

Joey97MQ - May 5, 2015, 12:58 pm
Nice job man, We do enjoy this (| think...)

vendettalogzz - May 5, 2015, 5:58 pm
Still trying to figure out level 4, will give it another shot later

ma_drt - May 5, 2015, 8:19 pm
Crossed level 3....4th on its way


https://hackforums.net/showthread.php?pid=45994043#pid45994043
https://hackforums.net/showthread.php?pid=45994515#pid45994515
https://hackforums.net/showthread.php?pid=45996845#pid45996845

SithLee - May 5, 2015, 9:13 pm

(May 5, 2015 02:28 PM)PentestingForever Wrote: [CITE] got stuck on level five, the base64 encoded
image is of Bram Stoker(an actor in a Dracula movie) he died in 1912 of "syphilis”. but other than
that there is nothing changed besides the commented out css content shift that shifts everything up
50%(the hint being "What's high, is what's below." seems to lend itself to that) but other than that no
clue.

also a lot of the passwords end in 23 or 230 as well as the fact that the creator uses demeaning
skiddie terms for the passwords.

Creator: just so you know, If you intended to hide an element on level 5 using css you failed
because there is nothing under the box when it is shifted up.

I'm not hiding an element. You just can't pass the level.

Think MD5 for Lvl 5.

OfficialJoe - May 6, 2015, 2:37 am

(May 5, 2015 02:28 PM)PentestingForever Wrote: [CITE] got stuck on level five, the base64 encoded
image is of Bram Stoker(an actor in a Dracula movie) he died in 1912 of "syphilis”. but other than
that there is nothing changed besides the commented out css content shift that shifts everything up
50%(the hint being "What's high, is what's below." seems to lend itself to that) but other than that no
clue.

also a lot of the passwords end in 23 or 230 as well as the fact that the creator uses demeaning
skiddie terms for the passwords.

Creator: just so you know, If you intended to hide an element on level 5 using css you failed
because there is nothing under the box when it is shifted up.

It isn't that hard wich URL is that level where you stuck on? Maybe | can help you a bit and please
send the URL in private if you can ;)

LogoiLab - May 6, 2015, 4:09 am

(May 6, 2015 02:37 AM)OfficialJoe Wrote: [CITE] It isn't that hard wich URL is that level where you
stuck on? Maybe | can help you a bit and please send the URL in private if you can ;)

Thanks but no thanks...I'd rather figure it out on my own.

Chopped - May 6, 2015, 4:17 am
So what the fuck is level 27?

Viktory - May 6, 2015, 5:22 am

Might wanna fix this, just in case.

SithLee - May 6, 2015, 11:21 am

(May 6, 2015 05:22 AM)Viktory Wrote: [CITE] Might wanna fix this, just in case.

k, fixed possible exploits

ty m8

MorrisC - May 6, 2015, 11:29 am

(May 6, 2015 04:17 AM)TigerNet Wrote: [CITE] So what the fuck is level 2?1t has nothing to do with

the code, just a comment

SithLee - May 6, 2015, 11:52 am
(May 6, 2015 11:29 AM)MorrisC Wrote: [CITE] The problem is finding the script.


https://hackforums.net/showthread.php?pid=46005249#pid46005249
https://hackforums.net/showthread.php?pid=46005249#pid46005249
https://hackforums.net/showthread.php?pid=46012430#pid46012430
https://hackforums.net/showthread.php?pid=46013431#pid46013431
https://hackforums.net/showthread.php?pid=46012957#pid46012957
https://hackforums.net/showthread.php?pid=46016766#pid46016766

It has nothing to do with the code, just a comment
edit: nvm i miss read ur quote

MorrisC - May 6, 2015, 12:08 pm
(May 6, 2015 11:52 AM)Siths Wrote: [CITE] edit: nvm i miss read ur quoteDo you have a hint on
level5? | already have the inverted dracula guy.

Viktory - May 6, 2015, 1:18 pm
(May 6, 2015 11:21 AM)Siths Wrote: [CITE] k, fixed possible exploits

ty m8lt still isn't fixed.

(May 6, 2015 12:08 PM)MorrisC Wrote: [CITE] Do you have a hint on level5? | already have the
inverted dracula guy.
There's a pretty obvious hint on the previous page...

What level are you all guys on? I'm on 7 atm. Seems easy enough but | don't have the key for the
encryption.
And op you never answered me, how many levels are there right now?

LogoiLab - May 6, 2015, 4:42 pm
HINT FOR #4
what is alliterative with "four" and is an element?
HINT FOR #3
| got a blank %20 baby, and I'll write your name.
HINT FOR #2
If you don't get this one you might as well stop trying now.
HINT FOR #1
you truly are an idiot.
@OP | hope those hints were appropriate and worthy enough for you xD

Viktory - May 6, 2015, 5:14 pm
Just completed it.. Must admit | had a little hint as to where the parameter leads to.

Also sorry about the xss test, that was me. You must already know | like poking with stuff :D
GREAT challenge. Add more levels asap =]

Captain Cold - May 6, 2015, 5:25 pm
| can't get passed level 3. Any hints other than %20 will help me a lot!

LogoiLab - May 6, 2015, 5:26 pm
What is %207 What does it stand for?

5chn4pp - May 6, 2015, 5:26 pm
Yay, i won, and im the fourth.

ZedyO - May 6, 2015, 8:53 pm
I'm stuck on level four... Any hints other than an Alliterative with an element?

?Fear - May 6, 2015, 9:11 pm
(May 6, 2015 08:53 PM)Zedy0 Wrote: [CITE] I'm stuck on level four... Any hints other than an
Alliterative with an element?


https://hackforums.net/showthread.php?pid=46017026#pid46017026
https://hackforums.net/showthread.php?pid=46016693#pid46016693
https://hackforums.net/showthread.php?pid=46017243#pid46017243
https://hackforums.net/showthread.php?pid=46022885#pid46022885

Yeah, same. The only thing | noticed was that the style sheet has a base64 image of an old man
with an inverted color scheme.

SithLee - May 6, 2015, 9:40 pm
(May 6, 2015 01:18 PM)Viktory Wrote: [CITE] It still isn't fixed.

There's a pretty obvious hint on the previous page...

What level are you all guys on? I'm on 7 atm. Seems easy enough but | don't have the key for the
encryption.
And op you never answered me, how many levels are there right now?
It's fixed, you will still get the error, but it can't be exploited.
What you are seeing is a warning.
Grats on the win BTW.

| removed the XSS attempt on Ib so dont worry lol

(May 6, 2015 05:26 PM)PentestingForever Wrote: [CITE] What is %20? What does it stand for?
%20 is the encoding for space from UTF-8
It's because | prevent XSS with htmlspecialchars

It's doesn't have anything to do with the levels.

(May 6, 2015 08:53 PM)Zedy0O Wrote: [CITE] I'm stuck on level four... Any hints other than an
Alliterative with an element?
Take a close look at the source on Ivl 4.

ZedyO - May 6, 2015, 10:02 pm

(May 6, 2015 09:40 PM)Siths Wrote: [CITE] Take a close look at the source on Ivl 4.

I've Done that and have seen the picture... | could be missing something major due to the fact it is
pretty late, or my head just isn't processing something right.

SithLee - May 6, 2015, 10:12 pm

(May 6, 2015 10:02 PM)Zedy0O Wrote: [CITE] I've Done that and have seen the picture... | could be
missing something major due to the fact it is pretty late, or my head just isn't processing something
right.

The picture has nothing to do with that level, notice the style sheet from the previous level and the
one from the current level.

MorrisC - May 6, 2015, 10:32 pm
Another hint on Ivl4: maybe it's hidden in the css, or another filetype than txt.

EziNet - May 6, 2015, 10:35 pm
Sorry. that isn't the correct access code. ?
Stuck at Level 3

Viktory - May 6, 2015, 11:48 pm
Guys

The old kfc man is not the answer to your problems till it is specifically stated otherwise
So stop trying to poke him and look elsewhere lol

MorrisC - May 7, 2015, 2:07 am


https://hackforums.net/showthread.php?pid=46018060#pid46018060
https://hackforums.net/showthread.php?pid=46020681#pid46020681
https://hackforums.net/showthread.php?pid=46022885#pid46022885
https://hackforums.net/showthread.php?pid=46023309#pid46023309
https://hackforums.net/showthread.php?pid=46023508#pid46023508

(May 6, 2015 10:35 PM)BitMoney Wrote: [CITE] Sorry. that isn't the correct access code. ?
Stuck at Level 3There's a javascript command in a comment, what happens when | execute it via
the browser console?

hahdbwoannniabs - May 7, 2015, 7:58 am
A hacking challenge website has actual FPD, oh the irony...

Warning: htmlspecialchars() expects parameter 1 to be string, array given in
/home/sithme/public_html/cyberghosts.net/[redacted].php on line 21

5chn4pp - May 7, 2015, 8:06 am
Can i write a simple cheat sheet in spoilers here?

hahdbwoannniabs - May 7, 2015, 8:44 am

Stuck on level 7, have absolutely no idea where to get the decryption key or if AER-256 even has
anything to do with the challenge.

5chn4pp - May 7, 2015, 8:48 am

(May 7, 2015 08:44 AM)nothing.nobody Wrote: [CITE] Stuck on level 7, have absolutely no idea
where to get the decryption key or if AER-256 even has anything to do with the challenge.

Im making a guide to this right now, just hang on.

Unturned - May 7, 2015, 8:52 am
| stuck at Level 4: A cloak, what a joke.

hahdbwoannniabs - May 7, 2015, 10:05 am
(May 7, 2015 09:19 AM)One Virus( ° ? °) Wrote: [CITE] dumbass giving out all of the answers
What was the point in this? You literally just gave everyone the answers lol.

?Fear - May 7, 2015, 10:11 am

(May 7, 2015 10:05 AM)nothing.nobody Wrote: [CITE] What was the point in this? You literally just
gave everyone the answers lol.

| agree.

Anyway, I'm pretty sure that level 8 is changed now.

5chn4pp - May 7, 2015, 10:39 am

(May 7, 2015 10:05 AM)nothing.nobody Wrote: [CITE] What was the point in this? You literally just
gave everyone the answers lol.

| see 80% of posts having trouble

hahdbwoannniabs - May 7, 2015, 10:41 am
(May 7, 2015 10:39 AM)One Virus( ° ? °) Wrote: [CITE] | see 80% of posts having trouble
That doesn't mean give them the answers, moron.

5chn4pp - May 7, 2015, 10:50 am

(May 7, 2015 10:41 AM)nothing.nobody Wrote: [CITE] That doesn't mean give them the answers,
moron.

They can choose to cheat or they can do it them self, if the owner says take it down i will.

?Fear - May 7, 2015, 12:31 pm
Fun challenge, thanks for making this.


https://hackforums.net/showthread.php?pid=46023638#pid46023638
https://hackforums.net/showthread.php?pid=46027760#pid46027760
https://hackforums.net/showthread.php?pid=46028169#pid46028169
https://hackforums.net/showthread.php?pid=46028709#pid46028709
https://hackforums.net/showthread.php?pid=46028709#pid46028709
https://hackforums.net/showthread.php?pid=46029073#pid46029073
https://hackforums.net/showthread.php?pid=46029111#pid46029111

SithLee - May 7, 2015, 1:23 pm

WTF dude, why did you give away the answers?

| said you can give away hints, can you not respect that?

Now | have to change all the answers...

If they can't complete it then they don't deserve to be on the completed board.

5chn4pp - May 7, 2015, 1:30 pm
Ok, i removed the post.

SithLee - May 7, 2015, 1:35 pm
(May 7, 2015 01:30 PM)One Virus( ° ? °) Wrote: [CITE] Ok, i removed the post.
Thank you for removing the post.

?Fear - May 7, 2015, 1:44 pm
(May 7, 2015 01:35 PM)Siths Wrote: [CITE] Thank you for removing the post.
You should really integrate a captcha into putting your name on the completed list...

5chn4pp - May 7, 2015, 1:53 pm

(May 7, 2015 01:44 PM)?Fear Wrote: [CITE] You should really integrate a captcha into putting your
name on the completed list...

Thats a pretty good idea, since there is over 700 of them ?

SithLee - May 7, 2015, 3:15 pm

(May 7, 2015 01:44 PM)?Fear Wrote: [CITE] You should really integrate a captcha into putting your
name on the completed list...

Did as asked.

Thanks mate.

5chn4pp - May 7, 2015, 3:28 pm

(May 7, 2015 03:15 PM)Siths Wrote: [CITE] Did as asked.
Thanks mate.

Im seeing this on the completed list, not sure if only me.
Spoiler (Click to View)

hahdbwoannniabs - May 7, 2015, 3:32 pm
Now that the answers are changed you should refresh the completed list, just my suggestion.

LogoiLab - May 7, 2015, 3:33 pm
| did it! fuck yea...(used my alt account name: MisterCBax)

SithLee - May 7, 2015, 3:54 pm

(May 7, 2015 03:28 PM)One Virus( ° ? °) Wrote: [CITE] Im seeing this on the completed list, not sure
if only me.

Spoiler (Click to View)

Because | was doing positioning so i put a red border around the element.

bumbleman - May 7, 2015, 4:09 pm
| am having trouble accessing the site. | seem to be getting a 403 Forbidden error.


https://hackforums.net/showthread.php?pid=46031373#pid46031373
https://hackforums.net/showthread.php?pid=46031445#pid46031445
https://hackforums.net/showthread.php?pid=46031571#pid46031571
https://hackforums.net/showthread.php?pid=46031571#pid46031571
https://hackforums.net/showthread.php?pid=46032695#pid46032695
javascript:void(0);
https://hackforums.net/showthread.php?pid=46032866#pid46032866
javascript:void(0);

hahdbwoannniabs - May 7, 2015, 4:25 pm
Completed, neat little challenge. Thanks.

asm-99 - May 7, 2015, 4:25 pm
On level 4, How we get the pass? It's meaningless idk how i got it!, Could anyone explain in PM? |
know the password It's a joke :d

Stuck at 5, Any hint would be great?

SithLee - May 7, 2015, 4:55 pm
(May 7, 2015 04:25 PM)asm-99 Wrote: [CITE] On level 4, How we get the pass? It's meaningless idk
how i got it!, Could anyone explain in PM? | know the password It's a joke :d
Stuck at 5, Any hint would be great?
Hint:  Message Digest 5

ZedyO - May 7, 2015, 5:04 pm
| did it but am not on the board anymore... Oh well Il just do it again?

SithLee - May 7, 2015, 5:07 pm

(May 7, 2015 05:04 PM)ZedyO Wrote: [CITE] | did it but am not on the board anymore... Oh well Il
just do it again?

Sorry, | may of removed u by accident.

Readded u to Ib

Castle - May 7, 2015, 5:08 pm
| am stuck on level 6 | decrypted it all | just cannot for the life of me understand it ,-,

SithLee - May 7, 2015, 5:12 pm

(May 7, 2015 05:08 PM)Castle Wrote: [CITE] | am stuck on level 6 | decrypted it all | just cannot for
the life of me understand it ,-,

Take a close look at the title.

Hint: HTML is editable via inspect ele.

ZedyO - May 7, 2015, 5:29 pm
| forget how I did Level 8.. Can you give me a little hint?

Habitual. - May 7, 2015, 5:50 pm
Damn, stuck on level 4.
Seems cool though

SithLee - May 7, 2015, 8:10 pm
(May 7, 2015 05:29 PM)ZedyO Wrote: [CITE] | forget how | did Level 8.. Can you give me a little hint?
Zedy | already added u back to the complete board.

Ichi - May 8, 2015, 2:13 am
Currently stuck on level 7. Can't figure out where this parameter goes..Very neat challenge tho :)

runnerup - May 8, 2015, 2:50 am
Stuck on Level 4.
Can someone PM some help?

what is alliterative with "four" and is an element?
and its not fire :S


https://hackforums.net/showthread.php?pid=46033465#pid46033465
https://hackforums.net/showthread.php?pid=46033849#pid46033849
https://hackforums.net/showthread.php?pid=46033884#pid46033884
https://hackforums.net/showthread.php?pid=46034100#pid46034100

I've read the source over a few times. Found some script but don't know if I'm barking up the wrong
tree.

asm-99 - May 8, 2015, 3:25 am
Hmm, stuck at 7, and | have no idea what's the key, or what's the parameter is doing here.

Nice challenge OP

SithLee - May 8, 2015, 4:34 pm
(May 8, 2015 03:25 AM)asm-99 Wrote: [CITE] Hmm, stuck at 7, and | have no idea what's the key, or
what's the parameter is doing here.

Nice challenge OP
The number belongs to a popular site we use.

Viktory - May 8, 2015, 6:46 pm
New levels where?!

SithLee - May 8, 2015, 6:50 pm
(May 8, 2015 06:46 PM)Viktory Wrote: [CITE] New levels where?!
Not added yet, I'm postponing them atm.

Mr. Corleone - June 3, 2015, 2:13 pm
| was at level 3 but then it restarted to level 1.. | don't feel like re-doing it.

ProblemSolva - June 4, 2015, 2:34 am
im at level 6 now, and i decrypted it, however the input box is to small to add lol behind it ? can i
send you my answer so i dont spoil it for others.

Edit : nevermind im at level 7 now :)

4158996621556 - June 4, 2015, 12:50 pm
| don't$_GET["Level 7"
Trying...

MallySavage - June 4, 2015, 6:09 pm
best of luck tooo you man

farux - June 5, 2015, 9:33 am
awesome site! How long did it take you to develop this?

SithLee - June 5, 2015, 10:30 am
(Jun 5, 2015 09:33 AM)farux Wrote: [CITE] awesome site! How long did it take you to develop this?
About 2 days, with a friend.

VoidEXx. - June 6, 2015, 12:53 am
Did it up to level 4, couldn't do level 4 and i'm assuming its something stupid.

ProblemSolva - June 6, 2015, 1:53 am

(Jun 6, 2015 12:53 AM)One™ Wrote: [CITE] Did it up to level 4, couldn't do level 4 and i'm assuming
its something stupid.

browse the site user friendly that is your tip, myself im stuck at level 7 so if anyone knows a tip for
that..


https://hackforums.net/showthread.php?pid=46038706#pid46038706
https://hackforums.net/showthread.php?pid=46047939#pid46047939
https://hackforums.net/showthread.php?pid=46453622#pid46453622
https://hackforums.net/showthread.php?pid=46463516#pid46463516

Viktory - June 6, 2015, 4:37 am

(Jun 6, 2015 12:53 AM)One™ Wrote: [CITE] Did it up to level 4, couldn't do level 4 and i'm assuming
its something stupid.

Yeahitis :D

Click every single thing in src.

(Jun 6, 2015 01:53 AM)ProblemSolva Wrote: [CITE] browse the site user friendly that is your tip,
myself im stuck at level 7 so if anyone knows a tip for that..
I wonder which popular site everyone uses has a V get parameter?

¢ Xy k -June 6, 2015, 5:04 am
| know which site has the v parameter, but | cannot seem to understand what the media on the page
means.

Tricks7er - June 6, 2015, 10:29 am
Stuck at level 4, oh well | tried. Going to keep trying lol

Edit: On level 5 now and stuck, level 4 was a joke :)

WOLGA - June 6, 2015, 3:05 pm
stuck on level 7. I'm googled aer 256 and got http://crypo.in.ua/tools/eng_aer256p.php, but | need a
key.

Never mind, found it.
| reversed and slowed down the media, and it sounds like 8743712e. It says invalid code.

KingxCobrall - June 6, 2015, 10:21 pm
Stuck on level 3 haha. | have no idea what im looking for! Just aimlessly clicking in inspect element

VoidEXx. - June 6, 2015, 10:57 pm
(Jun 6, 2015 04:37 AM)Viktory Wrote: [CITE] Yeah itis :D
Click every single thing in src.

I wonder which popular site everyone uses has a V get parameter?
Yeah | did check everything, | don't know who that is in the picture lol.

SithLee - June 6, 2015, 10:59 pm

(Jun 6, 2015 10:57 PM)One™ Wrote: [CITE] Yeah | did check everything, | don't know who that is in
the picture lol.

Look for typos in the html.

VoidEXx. - June 6, 2015, 11:05 pm
(Jun 6, 2015 10:59 PM)Cyberghosts Wrote: [CITE] Look for typos in the html.
Lol. I got it but don't really get the point of it.

SithLee - June 6, 2015, 11:09 pm
(Jun 6, 2015 11:05 PM)One™ Wrote: [CITE] Lol. | got it but don't really get the point of it.
Originally it's for people who can understand HTML and CSS, and spot the difference.

farux - June 6, 2015, 11:25 pm
Awesome challenges! Thanks for putting these together. If you have more ideas for challenges,
please add them :) | got much farther than | thought i would be able to.


https://hackforums.net/showthread.php?pid=46463516#pid46463516
https://hackforums.net/showthread.php?pid=46463940#pid46463940
http://crypo.in.ua/tools/eng_aer256p.php
https://hackforums.net/showthread.php?pid=46465124#pid46465124
https://hackforums.net/showthread.php?pid=46477207#pid46477207
https://hackforums.net/showthread.php?pid=46477227#pid46477227
https://hackforums.net/showthread.php?pid=46477276#pid46477276

Thanks agaiN!

FaidedShadow - June 6, 2015, 11:29 pm

Vohrex - June 6, 2015, 11:48 pm

Stuck on 4, | found the image of the old man and | noticed the 'sytle’, tried the code in the ghost
image.

Nothing :(

SithLee - June 6, 2015, 11:50 pm

(Jun 6, 2015 11:48 PM)Vohrex Wrote: [CITE] Stuck on 4, | found the image of the old man and |
noticed the 'sytle’, tried the code in the ghost image.

Nothing :(

http://www.w3schools.com/cssref/sel_active.asp

Hint

WOLGA - June 7, 2015, 12:12 am
Still stuck on level 7. | can't make out the code after reverse and slow down. Am | doing something
wrong?

Or rather, | can make out the numbers and letters, but it tells me it's invalid.

emPer0rshiP - June 7, 2015, 8:04 pm
Level 8 ... Phew it was almost impossible to decode it and i tried 4 different software , different
results every time :(

SithLee - June 7, 2015, 10:02 pm
(Jun 7, 2015 12:12 AM)Qwertyuiopasdfghjklzxc Wrote: [CITE] Still stuck on level 7. | can't make out
the code after reverse and slow down. Am | doing something wrong?

Or rather, | can make out the numbers and letters, but it tells me it's invalid.
Audacity, use it, it's good shit.

Hunger - June 8, 2015, 7:09 am
It's a real fun challenge. I've got quite far, I'm stuck on level 10 however. Only thing I could think of
was "3310" etc..

halearn - June 8, 2015, 7:33 am
Imao i am stuck at level 2 .. why god why ... can't view source so how am i supposed to see inside ?
edit (1) nvm i used inspect element instead

LogoiLab - June 10, 2015, 1:57 pm
OP, %20 has do to with the level about utf-8 escape characters

SithLee - June 11, 2015, 1:10 am

(Jun 10, 2015 01:57 PM)PentestingForever Wrote: [CITE] OP, %20 has do to with the level about
utf-8 escape characters

No, it doesn't utf-8 translate space to "%20", none of the answers in this challenge contain spaces.

Private Network - June 12, 2015, 10:10 am


https://hackforums.net/showthread.php?pid=46477596#pid46477596
http://www.w3schools.com/cssref/sel_active.asp
https://hackforums.net/showthread.php?pid=46477762#pid46477762
https://hackforums.net/showthread.php?pid=46528706#pid46528706

| am stuck at level 3 and feel like a noob.

dinomyte - June 13, 2015, 4:40 pm
Level 5 "What is high is what is below" any hints?

kainzerdick - June 15, 2015, 6:48 pm
| guess there is something wrong in your site.. can't open now..

SithLee - June 15, 2015, 7:41 pm

(Jun 15, 2015 06:48 PM)kainzerdick Wrote: [CITE] | guess there is something wrong in your site..
can't open now..

Due to a high amount of spam, | have blocked access from the majority of the Philippines. This
could be the problem?

kainzerdick - June 16, 2015, 3:11 am

(Jun 15, 2015 07:41 PM)Sithly Wrote: [CITE] Due to a high amount of spam, | have blocked access
from the majority of the Philippines. This could be the problem?

oh my.. too bad.. it seems that my country have lots of spammers..

Mudkip - June 16, 2015, 6:47 am
| am sorry if | sound rude, but the voice from level 7 is so fucking unclear.
Witf is the "Hue" in the end?

User50 - June 16, 2015, 1:15 pm
Oh my God you were such an asshole with level 4, fuck you. How was that title even relevant?
And that Bram Stoker image... Damn you.

pastorio - June 16, 2015, 2:00 pm

(Jun 16, 2015 01:15 PM)User50 Wrote: [CITE] Oh my God you were such an asshole with level 4,
fuck you. How was that title even relevant?

And that Bram Stoker image... Damn you.

We are rigth is bram stoker, but this or combinations are not the pass, any thing?

SithLee - June 16, 2015, 2:14 pm

(Jun 16, 2015 01:15 PM)User50 Wrote: [CITE] Oh my God you were such an asshole with level 4,
fuck you. How was that title even relevant?

And that Bram Stoker image... Damn you.

No one said this was going to be easy.

Zapnic - June 16, 2015, 4:10 pm
| need help with level 6. | have decrypted it into words but what then?

Im gone brah - June 16, 2015, 5:04 pm
Solved the "challenge", was funny.

Nobility - June 17, 2015, 3:11 pm
Just finished this, going to have some of the Null members try this out.

http://www.cyberghosts.net/completed.php

killerk12341 - June 18, 2015, 8:16 am
| got to level 5 then got bored. | just want to let everyone know that to get past Level 4 you need to
use Chrome.


https://hackforums.net/showthread.php?pid=46602834#pid46602834
https://hackforums.net/showthread.php?pid=46603424#pid46603424
https://hackforums.net/showthread.php?pid=46613709#pid46613709
https://hackforums.net/showthread.php?pid=46613709#pid46613709
http://www.cyberghosts.net/completed.php

pastorio - June 18, 2015, 5:38 pm

(Jun 18, 2015 08:16 AM)killerk12341 Wrote: [CITE] | got to level 5 then got bored. | just want to let
everyone know that to get past Level 4 you need to use Chrome.
Why? any help related to man of pic (we know who is !!)

SithLee - June 18, 2015, 6:20 pm

(Jun 18, 2015 08:16 AM)killerk12341 Wrote: [CITE] | got to level 5 then got bored. | just want to let
everyone know that to get past Level 4 you need to use Chrome.

No, no you do not. | have already tested level 4 with many browsers. Chrome doesn't make a
difference.

howdoideletethisaccount - June 18, 2015, 7:37 pm
Any hints for level 10? I've got an idea but its something im not experienced with.

xAeternal - June 19, 2015, 2:45 am
| got to level 10 and now I'm stumped.

Hints for previous levels:

#9
Who is he?

#8
Dot dot dot...

#7
I'm a popular site using v followed by an ID..

#6
Backwards ;) lol

#5
Hashing is mean :c

#4
Look at the source. After all, it is a joke.

Juice WRLD - June 19, 2015, 2:48 am
Made it to level 3! | feel great!

ToMeRh - June 19, 2015, 5:53 am
level 7: got the link, reversed and got the code, any hint to continue?

xAeternal - June 19, 2015, 12:03 pm

(Jun 19, 2015 05:53 AM)ToMeRh Wrote: [CITE] level 7: got the link, reversed and got the code, any
hint to continue?

What site uses v when something is queued and is visited daily by millions?

ToMeRh - June 19, 2015, 3:32 pm

as i said, i got the link to the site, but all i get there is a code (after i reversed the audio), have no
idea what to do next :P

SIM-1866423 - June 19, 2015, 4:19 pm


https://hackforums.net/showthread.php?pid=46638995#pid46638995
https://hackforums.net/showthread.php?pid=46638995#pid46638995
https://hackforums.net/showthread.php?pid=46653329#pid46653329

I'm on 4 and | find him.But who is he ? | have no idea LOL.

selinux - June 19, 2015, 11:59 pm

(Jun 19, 2015 04:19 PM)b3mb4m Wrote: [CITE] I'm on 4 and | find him.But who is he ? | have no
idea LOL.

LOL same witf

Spoiler (Click to View)even reverse searched the image on Google

SIM-1866423 - June 20, 2015, 12:33 am
(Jun 19, 2015 11:59 PM)selinux Wrote: [CITE] LOL same wif

Spoiler (Click to View)even reverse searched the image on Google
Yea same problem over here ?

SithLee - June 20, 2015, 1:22 am
(Jun 19, 2015 11:59 PM)selinux Wrote: [CITE] LOL same witf

Spoiler (Click to View)even reverse searched the image on Google
He has nothing to do with level 4, you will use him on level 9.

SIM-1866423 - June 20, 2015, 2:18 am
https://imgur.com/xCkmxPe Guess whois ? ?

AnonymousPlayer - June 20, 2015, 9:59 am
I'm stuck on Level 4 lol.

Nagga - June 20, 2015, 4:41 pm

(Jun 19, 2015 05:53 AM)ToMeRh Wrote: [CITE] level 7: got the link, reversed and got the code, any
hint to continue?

Same here got the code and google not helping what's next?

Biometric - June 20, 2015, 6:00 pm
Stumped on level 4... interesting.

nokikashimika - July 3, 2015, 12:05 pm
Please enter the access code to continue to the next level.
%77%6B%6D%32%6D%33%72%32%38%72%62%32%6B

what did scrublord do...?

SithLee - July 4, 2015, 12:35 am

(Jul 3, 2015 12:05 PM)nokikashimika Wrote: [CITE] Please enter the access code to continue to the
next level.

%77%6B%6D%32%6D%33%72%32%38%72%62%32%6B

what did scrublord do...?
unescape("%77%6B%6D%32%6D%33%72%32%38%72%62%32%6B")

NoBody. - July 4, 2015, 4:36 am

Stucked at level 4, fkkkkkk, i discovered the image, now what?

| acivated the CSS, now ghost it's on bram stocker, i don't discovered password, some hint,s
please?


https://hackforums.net/showthread.php?pid=46660613#pid46660613
javascript:void(0);
https://hackforums.net/showthread.php?pid=46665496#pid46665496
javascript:void(0);
https://hackforums.net/showthread.php?pid=46665496#pid46665496
javascript:void(0);
https://imgur.com/xCkmxPe
https://hackforums.net/showthread.php?pid=46653329#pid46653329
https://hackforums.net/showthread.php?pid=46859797#pid46859797

donethatbeenthere - July 4, 2015, 8:47 am
Stuck at 4 as | don't know shit about coding lel

Febreze - July 4, 2015, 8:56 am
Couldn't even get past level 2

donethatbeenthere - July 4, 2015, 9:42 am
(Jul 4, 2015 08:56 AM)Febreze Wrote: [CITE] Couldn't even get past level 2
Watch the inside (source, element inspect etc)

NomadsBoy - July 4, 2015, 1:58 pm
| think level 7 is broken, | know the page, etc, but uh.. somebody closed their account if ya know
what | mean.

SithLee - July 4, 2015, 5:42 pm

(Jul 4, 2015 01:58 PM)NomadsBoy Wrote: [CITE] | think level 7 is broken, | know the page, etc, but
uh.. somebody closed their account if ya know what | mean.

Thanks for the info, Ill look in to it when | get off work.

cheatson - July 5, 2015, 1:53 pm
Nice challange, not your usual thnx enjoyed.

Toasties - July 5, 2015, 10:11 pm
awesome website, stuck on level 7 cant get past.

SithLee - July 6, 2015, 2:58 am
(Jul 5, 2015 10:11 PM)Toasties Wrote: [CITE] awesome website, stuck on level 7 cant get past.
Yeah, | remade the level, you will have to brute force the key.

Toasties - July 7, 2015, 12:20 am

(Jul 6, 2015 02:58 AM)Sithly Wrote: [CITE] Yeah, | remade the level, you will have to brute force the
key.

sad fcce, i dont have a fast gup. is they key hard.

Whats up with the two parameters are they two different passwords?

SithLee - July 7, 2015, 2:26 pm

(Jul 7, 2015 12:20 AM)Toasties Wrote: [CITE] sad fcce, i dont have a fast gup. is they key hard.
Whats up with the two parameters are they two different passwords?

Crack the key that is in shal to get the key for the AER.

The shal hash isn't that hard to crack.

excavasion - July 8, 2015, 4:49 am
Damn lol I don't know shit about sounds. Too bored to search for level 8 :(

NomadsBoy - July 8, 2015, 2:03 pm
Thanks for fixing level 7, continuing on.

SithLee - July 8, 2015, 2:39 pm
(Jul 8, 2015 02:03 PM)NomadsBoy Wrote: [CITE] Thanks for fixing level 7, continuing on.
Not only did i fix it, | made it harder.

NomadsBoy - July 8, 2015, 10:16 pm


https://hackforums.net/showthread.php?pid=46871313#pid46871313
https://hackforums.net/showthread.php?pid=46874514#pid46874514
https://hackforums.net/showthread.php?pid=46893256#pid46893256
https://hackforums.net/showthread.php?pid=46895345#pid46895345
https://hackforums.net/showthread.php?pid=46909211#pid46909211
https://hackforums.net/showthread.php?pid=46930951#pid46930951

(Jul 8, 2015 02:39 PM)Sithly Wrote: [CITE] Not only did i fix it, | made it harder.l noticed, still figured it
out though haha, then got called into work, on Level 10 now.
EDIT: Still on 10 lol, any hints?

SithLee - July 8, 2015, 11:47 pm

(Jul 8, 2015 10:16 PM)NomadsBoy Wrote: [CITE] | noticed, still figured it out though haha, then got
called into work, on Level 10 now.

EDIT: Still on 10 lol, any hints?

This will come in handy, https://en.wikipedia.org/wiki/Steganography .

Liquir - November 22, 2015, 5:43 pm
| will try my best ;) I'm still intermediate

The dark hat - November 23, 2015, 12:49 am
Fix Ivl 4 I am stucked.l completed till 3 on my phone but stucked on 4 bcoz of the bug.By the way
here is an another website for your test it is "hackthissite.com”

SithLee - November 23, 2015, 1:44 pm

(Nov 23, 2015 01:49 AM)The dark hat Wrote: [CITE] Fix Ivl 4 | am stucked.l completed till 3 on my
phone but stucked on 4 bcoz of the bug.By the way here is an another website for your test it is
"hackthissite.com”

It's not broken, you won't get far on a phone.

FeatureBug - November 23, 2015, 3:55 pm
Just completed it! Very nicely done, had a load of fun and quite a bit of frustration :D

Narwals - November 23, 2015, 9:58 pm
Got the code for Level 6 but it won't fit. Guess | need to rework it

SithLee - November 23, 2015, 10:01 pm

(Nov 23, 2015 10:58 PM)Narwals Wrote: [CITE] Got the code for Level 6 but it won't fit. Guess | need
to rework it

Level 6: There's never a limit to life.

Narwals - November 23, 2015, 10:57 pm
(Nov 23, 2015 11:01 PM)Sithly Wrote: [CITE] Level 6: There's never a limit to life.
You've stumped me on Level 10. I'll see if a rested head will help in the morning.


https://hackforums.net/showthread.php?pid=46931438#pid46931438
https://hackforums.net/showthread.php?pid=46936417#pid46936417
https://en.wikipedia.org/wiki/Steganography
https://hackforums.net/showthread.php?pid=48674818#pid48674818
https://hackforums.net/showthread.php?pid=48686996#pid48686996
https://hackforums.net/showthread.php?pid=48687015#pid48687015

