Forum:Hack Forums

Thread: Can VPN 100% hide my real IP adress?

Bulma - May 28, 2015, 1:52 am
Hello,

I am using hidemyass VPN and wanted to ask if this service completely hide my real IP ? |
mean,can some websites find out my real IP adress? If yes,is there any VPN or service which could
100% hide my real IP from internet ?

Thanks

Rude Boy - May 28, 2015, 1:58 am
I'm not sure but | think yes it hides your real IP. But unfortunately its shows that you're using the
VPN/Proxy. If you're tried of using VPN's/Proxies, better use tor browser

~Rude Boy

Kylel7 - May 28, 2015, 2:03 am

VON's help hide your IP but nithing will never hide it completely...

it will help but to make it 100% unTRACEBLE you can go to a coffee shop and do it there... with a
VPN. and that will make it visable to the site if they get past the VON but it will make imt harder if
you are doing anything thaaat illegal

Bulma - May 28, 2015, 2:05 am

(May 28, 2015 01:58 AM)Rude Boy Wrote: [CITE] I'm not sure but | think yes it hides your real IP. But
unfortunately its shows that you're using the VPN/Proxy. If you're tried of using VPN's/Proxies,
better use tor browser

~Rude Boy
Thanks Rude Boy, but | need to be 100% sure if hidemyass service hide my real IP 100% and no
one could find out the real IP.

Any other opinion/suggestions?

(May 28, 2015 02:03 AM)Jacob Zuma Wrote: [CITE] VON's help hide your IP but nithing will never
hide it completely...

it will help but to make it 100% unTRACEBLE you can go to a coffee shop and do it there... with a
VPN. and that will make it visable to the site if they get past the VON but it will make imt harder if
you are doing anything thaaat illegal

I am not making anything illegal,l just need to hide the IP completely. What do you think,some
websites such a some services can find out the real IP ? | mean have they such knowledge to find
out the IP thrue VPN ?

Alison Wonderland - May 28, 2015, 2:09 am
people can bypass VPN using javascript
Disable all scripts on a webbrowser aswell as several other things will give you anonymity

Bulma - May 28, 2015, 2:20 am
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(May 28, 2015 02:09 AM)Alison Wonderland Wrote: [CITE] people can bypass VPN using javascript
Disable all scripts on a webbrowser aswell as several other things will give you anonymity
Understood.But can some websites find out my IP if | am using VPN?

Alison Wonderland - May 28, 2015, 2:25 am

(May 28, 2015 02:20 AM)DosSantosLeite Wrote: [CITE] Understood.But can some websites find out
my IP if | am using VPN?

people can bypass VPN using javascript

by people | mean sites.

Rude Boy - May 28, 2015, 2:28 am
(May 28, 2015 02:05 AM)DosSantosLeite Wrote: [CITE] Thanks Rude Boy, but | need to be 100%
sure if hidemyass service hide my real IP 100% and no one could find out the real IP.

Any other opinion/suggestions?
Yes! | said try tor browser. By using tor you'll be anonymous

~Rude Boy

Alison Wonderland - May 28, 2015, 2:29 am

(May 28, 2015 02:28 AM)Rude Boy Wrote: [CITE] Yes! | said try tor browser. By using tor you'll be
anonymous

And expose yourself to Nodes

Nodes can be Malicious!

Rude Boy - May 28, 2015, 2:39 am

(May 28, 2015 02:29 AM)Alison Wonderland Wrote: [CITE] And expose yourself to Nodes

Nodes can be Malicious!

nodes? what are nodes?

| read somewhere else that tor browser is anonymous and there they aren't mentioned about nodes
and it was malicious.

~Rude Boy

StevesTrolls - May 28, 2015, 3:24 am

JavaScript can be used to deanonymise users, as well as exploits found within other packages such
as Adobe Flash Player. These can unknowingly submit information about your device back to the
server for storage and advertising. Plus, cookies stored on your computer will contain information
about past IP's, which could be requested when you revisit a specific site. So really, unless your
doing something really dodgy, enabling NoScript should be just as good, as well as disabling
JavaScript in the browsers config page.

But Tor on the other hand, it is designed for anonymity, but there is still Zero Day exploits that can
be found. But the government have been known to own a large amount of Tor exit nodes, which
increases the likelihood of someone tunnelling their connection through a malicious exit node. The
Exit Nodes are the only devices in the Tor network other than the client that have access to
unencrypted data.

So, Overall, VPN's and disabled javascript should be good for general use - but VPN's are mainly to
protect the users from things like public hotspots, which although there is flaws, will still be effective
at its task, but if you are doing something a bit more 'shady’, then look into the WhoNix operating
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system, and tunnel that through a VPN on a throwaway device.

WhiteGuyTyrone - May 28, 2015, 3:29 am

A method called STUN can bypass the VPN and get your real ip. There is someone on here selling
a STUN ip logger. Here is how it works
https://github.com/diafyqgi/webrtc-ips/blob/master/README.md

Bulma - May 28, 2015, 5:49 am

(May 28, 2015 03:24 AM)StevesTrolls Wrote: [CITE] JavaScript can be used to deanonymise users,
as well as exploits found within other packages such as Adobe Flash Player. These can
unknowingly submit information about your device back to the server for storage and advertising.
Plus, cookies stored on your computer will contain information about past IP's, which could be
requested when you revisit a specific site. So really, unless your doing something really dodgy,
enabling NoScript should be just as good, as well as disabling JavaScript in the browsers config

page.

But Tor on the other hand, it is designed for anonymity, but there is still Zero Day exploits that can
be found. But the government have been known to own a large amount of Tor exit nodes, which
increases the likelihood of someone tunnelling their connection through a malicious exit node. The
Exit Nodes are the only devices in the Tor network other than the client that have access to
unencrypted data.

So, Overall, VPN's and disabled javascript should be good for general use - but VPN's are mainly to
protect the users from things like public hotspots, which although there is flaws, will still be effective
at its task, but if you are doing something a bit more 'shady’, then look into the WhoNix operating
system, and tunnel that through a VPN on a throwaway device.

So if  use VPN and disable javascript,its really hard to detect my real IP adress by some websites?
You see the issue is, | am creating many accounts at one service and | got warning what | can't
make any more and gave me warning. And now | am super confused. In creating the accounts | am
using different gmail accounts and different VCC. So maybe they find out what VCC is from the
same source or something? Or they could find out my real IP adress and if | create another account
with VPN, they still see my real IP? | dont understand....

FRANKIE - May 28, 2015, 5:50 am
2 RDP's inside of each other and a few sock five proxies will do the trick

Bulma - May 28, 2015, 5:52 am

(May 28, 2015 05:50 AM)FRANKIE Wrote: [CITE] 2 RDP's inside of each other and a few sock five
proxies will do the trick

Chinese language.please translate.buddy

StevesTrolls - May 28, 2015, 6:08 am

(May 28, 2015 05:49 AM)DosSantosLeite Wrote: [CITE] So if | use VPN and disable javascript,its
really hard to detect my real IP adress by some websites? You see the issue is, | am creating many
accounts at one service and | got warning what | can't make any more and gave me warning. And
now | am super confused. In creating the accounts | am using different gmail accounts and different
VCC. So maybe they find out what VCC is from the same source or something? Or they could find
out my real IP adress and if | create another account with VPN, they still see my real IP? | dont
understand....

It doesn't make it impossible for them to detect your real IP, but it reduces the chances heavily.
Bearing in mind you will have to have a different IP address for each connection, this may just be
something you can do with a few socks proxies, because any normal site isn't going to go to such
extreme measures to stop people making a new account. As far as | know, as long as the VCCs are
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different, they shouldn't be able to trace them back to you. Just out of curiosity, what site is it you are
trying to do this on?

Alison Wonderland - May 28, 2015, 6:13 am
(May 28, 2015 05:52 AM)DosSantosLeite Wrote: [CITE] Chinese language.please translate.buddy
I dont know what could be any simpler about what he said

Bulma - May 28, 2015, 6:31 am

(May 28, 2015 06:08 AM)StevesTrolls Wrote: [CITE] It doesn't make it impossible for them to detect
your real IP, but it reduces the chances heavily. Bearing in mind you will have to have a different IP
address for each connection, this may just be something you can do with a few socks proxies,
because any normal site isn't going to go to such extreme measures to stop people making a new
account. As far as | know, as long as the VCCs are different, they shouldn't be able to trace them
back to you. Just out of curiosity, what site is it you are trying to do this on?

But if the vcc are very similar | mean first 10 numbers are the same and the expire date is the
same. Can some websites see what this is from the same source?

So maybe | should just use some proxy and also VPN.

Culperring722 - May 28, 2015, 6:41 am
Your never 100% anonymous. But you can make it pretty damn hard to find you.

First you want to purchase two VPNS using a visa gift card that you payed for in cash.

When signing up for these services make sure to be connected to your neighbors wifi(After
changing your NICs MAC address of course) incase they keep logs they won't see your IP. Next you
want to boot up a vm machine.

Make sure to have 1 VPN on your host machine and then run another through the VPN. This is
called vpn tunneling and will bounce your IP through those two VPN providers for extra anonymity.

Next step would be to get firefox and download a few addons. | use no script,https everywhere,
wot,ghostery and a few more that i forgot.

StevesTrolls - May 28, 2015, 6:49 am

(May 28, 2015 06:31 AM)DosSantosLeite Wrote: [CITE] But if the vcc are very similar | mean first 10
numbers are the same and the expire date is the same. Can some websites see what this is from
the same source?

So maybe | should just use some proxy and also VPN.

As long as they aren't exactly identical you should be fine, and as the user above suggested, if you
need to be pretty anonymous, run VMs and VPN tunneling, or VPN>WHONIX>WEB, and on the
whonix layer, add those plugins to keep anonimity via Tor. Using Tor isn't a good method for things
like this, but go for VPN tunneling and MAc spoofers

Bulma - May 28, 2015, 6:50 am
(May 28, 2015 06:41 AM)Culperring722 Wrote: [CITE] Your never 100% anonymous. But you can
make it pretty damn hard to find you.

First you want to purchase two VPNS using a visa gift card that you payed for in cash.
When signing up for these services make sure to be connected to your neighbors wifi(After

changing your NICs MAC address of course) incase they keep logs they won't see your IP. Next you
want to boot up a vm machine.
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Make sure to have 1 VPN on your host machine and then run another through the VPN. This is
called vpn tunneling and will bounce your IP through those two VPN providers for extra anonymity.

Next step would be to get firefox and download a few addons. | use no script,https everywhere,
wot,ghostery and a few more that i forgot.

This info is really great,but | am wondering if they really find out my IP adress or if they find out that
vcce are from same source...

Other question is:
my vccc first 10 numbers are the same, can some websites see its from same source ?

And maybe it would be enough to use proxy and also VPN ?

Bulldoozer1337 - May 28, 2015, 6:57 am
(May 28, 2015 01:52 AM)DosSantosLeite Wrote: [CITE] Hello,

I am using hidemyass VPN and wanted to ask if this service completely hide my real IP ? |
mean,can some websites find out my real IP adress? If yes,is there any VPN or service which could
100% hide my real IP from internet ?

Thanks
From kids that might ddos you.. yes.

From cops.. no!

Bulma - May 28, 2015, 7:40 am

tested tested and tested and it seems problem is on VCC's.

| tried to open new account with the VCC from the same source from different main IP thrue VPN
and | got warning that do not create more accounts, | then went to main site(index) of the website
and | still got the same window with warning. | change the VPN ip and cleared cokies and after it |
was able to see the main site.It measn what this site NOT find out the real IP adress,but they find
out that vcc is from same source.

So question is: Can website service see what VCC is from the same source? The first 10 numbers
are the same...

StevesTrolls - May 28, 2015, 8:19 am
How many numbers on the VCC are the same, and how many are different? And if your using the
HMA vpn, just be aware that they have been known to keep logs, so don't do anything 'shady’

Bulma - May 28, 2015, 8:33 am

(May 28, 2015 08:19 AM)StevesTrolls Wrote: [CITE] How many numbers on the VCC are the same,
and how many are different? And if your using the HMA vpn, just be aware that they have been
known to keep logs, so don't do anything 'shady’

10 first numbers are the same and 6 are different. Is creating many accounts on some website is
'shady' ?

StevesTrolls - May 28, 2015, 8:47 am

(May 28, 2015 08:33 AM)DosSantosLeite Wrote: [CITE] 10 first numbers are the same and 6 are
different. Is creating many accounts on some website is 'shady’ ?

Ahh right, that's surprising that they detected that. And | only said 'shady’ because | don't know your
intentions and reasons for multiple signups, but anything illegal, hma will turn over details, but what
your doing sounds perfectly legal, so | don't see a problem
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|Foundry - May 28, 2015, 4:03 pm

Please don't use HMA's VPN.

I'd advise reading http://cryptostorm.org/viewtopic.php?f=60&t=8587 for some more insight (bear in
mind that no absolute conclusions are drawn from this before you start yelling at me), and also
reading the HMA Terms of Service where there is nothing which says that they do not keep logs or
distribute your information.

They've given logs out to law enforcement agencies before, and have also aided them in setting up
more advanced monitoring solutions for targeted users of their service. Don't take me at my word
through, I'll try to edit in some sources when | can remember where | read about this.

Bulma - May 28, 2015, 11:01 pm

(May 28, 2015 04:03 PM)|Foundry Wrote: [CITE] Please don't use HMA's VPN.

I'd advise reading http://cryptostorm.org/viewtopic.php?f=60&t=8587 for some more insight (bear in
mind that no absolute conclusions are drawn from this before you start yelling at me), and also
reading the HMA Terms of Service where there is nothing which says that they do not keep logs or
distribute your information.

They've given logs out to law enforcement agencies before, and have also aided them in setting up
more advanced monitoring solutions for targeted users of their service. Don't take me at my word
through, I'll try to edit in some sources when | can remember where | read about this.

ok,thanks for info,so what you advice to use instead of HMA ?

Alison Wonderland - May 29, 2015, 1:32 am
With the new features soon to be added to wonderland scraper
100% Anonymous proxies will keep you safe!

Check it out!
[#1] Wonderland Scraper | Proxy Scraper/Checker | No.1 for Cracking & Hacking Tools by Billie Joe
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