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 AnonymousPlayer - June 14, 2015, 9:14 am 
Hi everybody.
 
 This is just a really quick tutorial on something which I constantly see being posted about, in
regards to questions.
 
 Like I always mention: if something similar has already been posted apologies, I just want to help
people out. Hope you enjoy the tutorial.
 
 What actually is email spoofing?
 
 Defenition: Email spoofing is the creation of email messages with a forged sender address
 
 Essentially email spoofers are used to trick their victims into believing that the sender is somebody,
who they are not. An example would be somebody sending an example to their victim, and claiming
to be from Facebook for example.
 
 How many people actually fall for it?
 
 Possibly to your suprise - thousands and thousands of people fall for spoofed emails every single
day depending on their look of legitimacy.
 
 What is email spoofing used for?
 
 Email spoofing can be used for tricking your victim into doing the following, but not limited to:
 
 - Downloading your virus
 - Visiting a website of your choice
 - Informing somebody of false information
 - Social Engineering
 
 The power is as large as your mind of creativity. Email spoofing is a powerful ally if used well and
manipulated correctly.
 
 Getting Started..
 
 PHP is a powerful scripting language used on web servers, and is a hypertext pre-processor.
 
 It can be used to create a spoof email, and sent directly to your victim in the hope to trick them into
whatever your dark mind desires. Here is the code for the PHP script:
 
 PHP Code 
 <?php
$to = 'victim@example.com';
$from = 'spoof@example.com';
$subject = 'The Subject Here';
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$message = 'The Message Here';
$headers  = "From: $from\r\n"
mail($to, $subject, $message, $headers)
?>
 This code works perfectly, however: mainstream email providers use spam detection scripts which
will pick this up, and automatically move it to your victim's spam folder.
 
 This is obviously a large issue, because let's be honest - who the hell checks their spam folder!?
 
 So how can we avoid our email getting sent directly to the spam folder? We can use a web-based
email spoofer which runs powerful scripts which ensures the spoofed email doesn't get sent to the
spam folder.
 
 Web-based Email Spoofer..
 
 We can use a service called Mandrill, which enables us to avoid our emails from being sent directly
to the victim's spam folder.
 
 Link to their website: https://www.mandrill.com/
 
 So firstly you want to create an account, as you would imagine:
 
 
 
 Once you've logged in - go to the side bar on the left hand side, click the arrow next to "Outbound"
and click "Compose Message"
 
 
 
 Once you've done this you have the following fields:
 
 - From Email: the email address you want it to appear it came from
 - To Email: the email address you want the composed message to be delivered to
 - Subject: the subject of your written composed message
 - The big text box: this is where you write your composed message
 
 
 
 Most important part...
 
 Make your email look completely legit, and not some 2-minute put together piece of complete shit.
 
 Tips for making the email look legitimate: use proper grammar and spelling, use the HTML
interface, use layouts from previous emails for the people you're posing as and use common sense.
 
 
 
 Finally - click send once your email is looking beautiful and all your information has been entered
correctly. This will now go to the user's email, and you wait patiently.
 
 Evidence:
 
 

https://www.mandrill.com/


 
 
 
 Final Tips and Tricks...
 
 When logged into Mandrill you can view the actual activity of the spoofed email that you've sent out.
Such as if its been opened, if the victim has clicked any links, and so fourth.
 
 To do this go onto the Main Menu, and click "Outbound" and scroll down.
 
 
 
 Here you can see all this super useful information which can help you discover if your victims are
falling for your tricks, or not.
 
 
 
 Thankyou for reading this tutorial and I hope it's helped you in the art of black hatting.
 
 Feel free to ask any questions, leave constructive critism or say a thankyou. 
 
 

Regulus - June 14, 2015, 9:17 am 
Another great Tutorial from you buddy. Thanks a lot for sharing, :)

vedasamsara - June 14, 2015, 9:41 am 
Great tutorial. How did you set it up to look like that?

AnonymousPlayer - June 14, 2015, 10:34 am 
 (Jun 14, 2015 09:17 AM)Regulus Wrote: [CITE] Another great Tutorial from you buddy. Thanks a lot
for sharing, :)
 Thankyou mate. ?
 
  (Jun 14, 2015 09:41 AM)vedasamsara Wrote: [CITE] Great tutorial. How did you set it up to look like
that?
 Thanks very much. How did I set what up to look like that?

vendettalogzz - June 14, 2015, 11:13 am 
nice detailed tutorial, would be great for beginners

throatbox - June 14, 2015, 3:03 pm 
why cant you use @facebook.com but @fb.com will work trying to understand this

AnonymousPlayer - June 15, 2015, 12:45 am 
 (Jun 14, 2015 11:13 AM)vendettalogzz Wrote: [CITE] nice detailed tutorial, would be great for
beginners
 Thanks very much. ?
 
  (Jun 14, 2015 03:03 PM)throatbox Wrote: [CITE] why cant you use @facebook.com but @fb.com
will work trying to understand this
 And I have no idea. People still fall for @fb.com, so it's fine.
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Th3PonyWizard - June 15, 2015, 12:48 am 
There's no tutorial. This could have been summed up in 20 words: Look at this PHP script, it edits
out an SMTP header that is the source, edit it. It's not working on any major email providers as they
resolve the IP sending the email and compare it to the spoofed domain.

SIM-2756310 - June 15, 2015, 4:30 am 
Thank you so much for this tut!!

Moltivie - June 15, 2015, 9:00 am 
Awesome detailed tutorial thanks for sharing good for beginners
 --Thanks ?

AnonymousPlayer - June 15, 2015, 4:47 pm 
 (Jun 15, 2015 12:48 AM)Th3PonyWizard Wrote: [CITE] There's no tutorial. This could have been
summed up in 20 words: Look at this PHP script, it edits out an SMTP header that is the source, edit
it. It's not working on any major email providers as they resolve the IP sending the email and
compare it to the spoofed domain.
 Umm - Ok? You don't have to like it, it's obviously helped people, and I see this constantly being
posted about so I thought i'd make a tutorial in which I can refer people towards, and people can
search for.
 
 I'm sure you'd rather see another tutorial added to this section that thousands of questions that
have already been answered.
 
  (Jun 15, 2015 04:30 AM)Medzic Wrote: [CITE] Thank you so much for this tut!!
 No worries. ?
 
  (Jun 15, 2015 09:00 AM)Moltivie Wrote: [CITE] Awesome detailed tutorial thanks for sharing good
for beginners
 --Thanks ?
 Thankyou, hope you enjoyed and found it useful. ?

keksimus maximus - June 15, 2015, 5:32 pm 
does it work?
 i dont know any html, how can i use this?
 
 question, how do i input return address?

Th3PonyWizard - June 15, 2015, 10:17 pm 
 (Jun 15, 2015 04:47 PM)AnonymousPlayer Wrote: [CITE] Umm - Ok? You don't have to like it, it's
obviously helped people, and I see this constantly being posted about so I thought i'd make a tutorial
in which I can refer people towards, and people can search for.
 
 I'm sure you'd rather see another tutorial added to this section that thousands of questions that
have already been answered.No not really. This isn't the first, second or fifth tutorial about this. Can 
an existing one and be done with it.

phorentez - June 16, 2015, 12:19 pm 
What if the victim is only using facebook on a phone? Can you install a keylogger or a RAT into a
phone and collect passwords?

AnonymousPlayer - June 16, 2015, 12:25 pm 
 (Jun 16, 2015 12:19 PM)phorentez Wrote: [CITE] What if the victim is only using facebook on a
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phone? Can you install a keylogger or a RAT into a phone and collect passwords?
 That is possible yes, but is slightly more complicated than that.
 
 I use the combination of this method tagged along with the use of phishing websites. Discussion of
that isn't allowed here for some silly reason, so I can't go into much more detail.

PiraX - June 16, 2015, 12:26 pm 
Phishing is against the rules of HF.

AnonymousPlayer - June 16, 2015, 2:35 pm 
 (Jun 16, 2015 12:26 PM)PiraX Wrote: [CITE] Phishing is against the rules of HF.
 I'm aware of that. Do you know the reason behind that rule?

Learner Boy - June 20, 2015, 12:54 am 
Thanks so much for the tutorial.
 Much appreciated

axmetmcl - June 20, 2015, 1:51 am 
best and newest email spoofing article bro. thanks alot!

AnonymousPlayer - June 20, 2015, 3:23 am 
 (Jun 20, 2015 01:51 AM)axmetmcl Wrote: [CITE] best and newest email spoofing article bro. thanks
alot!
 Thankyou. Means alot. ?
 
  (Jun 20, 2015 12:54 AM)Learner Boy Wrote: [CITE] Thanks so much for the tutorial.
 Much appreciated
 No worries mate. ?

ecence1 - June 20, 2015, 4:50 am 
This is a great tutorial, thanks m8.

amit007 - June 27, 2015, 10:40 am 
Fantastic work bro...
 
 Keep it up.

Aferi - June 28, 2015, 12:41 pm 
Quick question, can you forge an email from your pc based web server and send it to someone, with
spoofed "from" address? (with spoofed ip address etc)

dyemraw - June 28, 2015, 10:46 pm 
Exactly what I've been looking for! Thank you for sharing. This tutorial is flawless.

Endorphine - June 29, 2015, 2:29 pm 
This is very useful!
 Especially if you are a social engineer, Good post!

Norton AntiVirus - June 29, 2015, 11:40 pm 
Great tut, thanks for sharing

AnonymousPlayer - June 30, 2015, 3:39 am 
No worries. Thankyou for the positive feedback.
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TheSuspect - June 30, 2015, 6:46 am 
I always wondered how this was done, thank you so much for this amazing tutorial.

Elfquest - August 2, 2015, 4:01 pm 
The email would go into the spam folder though if SPF is used by the domain holder.

Pakuja - August 2, 2015, 5:32 pm 
 (Aug 2, 2015 04:01 PM)Elfquest Wrote: [CITE] The email would go into the spam folder though if
SPF is used by the domain holder.
 Gmail doesnt even show the email when SPF is used. Mail spoofing does not work anymore when
you're trying to spoof mails from facebook, twitter, etc.

CalvinCake - August 2, 2015, 10:15 pm 
This is awesome, thanks for this!

AnonymousPlayer - August 3, 2015, 3:49 am 
 (Aug 2, 2015 05:32 PM)Pakuja Wrote: [CITE] Gmail doesnt even show the email when SPF is used.
Mail spoofing does not work anymore when you're trying to spoof mails from facebook, twitter, etc.
 Email Spoofing does still work. Oh believe me..
 
  (Aug 2, 2015 10:15 PM)mszmm Wrote: [CITE] This is awesome, thanks for this!
 Thankyou! ?

Elfquest - August 3, 2015, 10:36 am 
 (Aug 3, 2015 03:49 AM)AnonymousPlayer Wrote: [CITE] Email Spoofing does still work. Oh believe
me..
 
 Thankyou! ?
 It doesn't
 There is no way around SPF.
 You can use a similar domain, but you can never spoof an email with a domainname you don not
own or have access to without it ending up in spam.
 
 Impossible.

Archaedas - August 4, 2015, 4:14 pm 
Dude great tutorial. I loved your tut on Doxing.

Munfarid - August 5, 2015, 3:04 am 
thanx for sharing. going to give it a try and shall update

AnonymousPlayer - August 5, 2015, 3:26 am 
 (Aug 4, 2015 04:14 PM)Archaedas Wrote: [CITE] Dude great tutorial. I loved your tut on Doxing.
 Thank you for those kind words. :)
 
  (Aug 5, 2015 03:04 AM)Munfarid Wrote: [CITE] thanx for sharing. going to give it a try and shall
update
 No worries, good luck.

The Milkman - August 5, 2015, 9:21 am 
Hey !
 Could you post or PM me the html code you used to create the Facebook template ?
 Pretty lazy :)
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 Thx anyway for the method ;)

Mr Reddington - August 7, 2015, 8:47 pm 
Posting so can find it again if I ever need it. And thanks haha

KontrolFreek - August 7, 2015, 8:55 pm 
Great tutorial but this is kind of a bummer... :(
 
 Spoiler (Click to View)
 
 [img]http://s15.postimg.org/prh812o0b/Screen_Shot_2015_08_07_at_11_54_13_PM.png[/img]
 

SIM-1472198 - August 8, 2015, 2:33 am 
can you give the template for the fake email fb? :) thank you for this tutorial

hUg33 - August 8, 2015, 6:40 am 
Thanks man but what about mass mailing?

Shart in my Box - August 11, 2015, 12:05 am 
me like this a lot thank you

Rascal1 - August 11, 2015, 5:55 am 
"Sending for your account has been paused. We have detected some unusual activity with your
sending or signup. Please request an account review."
 
 Not sure what I'm doing wrong. I already tried a few different emails but to no avail. Any
suggestions?

Kranked5 - November 3, 2015, 1:21 pm 
Hey,
 
 great tutorial!!!! I tried it and it worked perfect!!!
 
 Thank you very much!!

kmz22222 - November 4, 2015, 6:40 am 
The best email spoofing tutorial in HackForums.

Syntec Productions - November 4, 2015, 6:48 am 
Nice One! Really great Tutorial I think. Thank you very much, it will help other people ;)

Kayvh - November 8, 2015, 11:50 am 
Tried it but email still comes up as spam :(

BigPoint - November 8, 2015, 12:04 pm 
This tutorial is great! Thanks!

TheKidWhoKnowsYourInfo - November 9, 2015, 12:41 pm 
Good all these terms confuse me lol.

steev - November 9, 2015, 12:52 pm 

javascript:void(0);


am confusing 
 this is terrible  can you arrange your thread
 steev

AnonymousPlayer - November 9, 2015, 3:11 pm 
 (Nov 9, 2015 01:52 PM)steev Wrote: [CITE] am confusing 
 this is terrible  can you arrange your thread
 steev
 Your spelling, grammar and attitude is terrible.
 
 Get fucked please.

yeswecandoit22331 - December 3, 2015, 6:34 am 
Hi AnonymousPlayer,
 
 have you seen the mandrill's setting have changed since december 1st ?
 It's a little more difficut to send mail now
 
 What do you think about that ?

instaglen - December 5, 2015, 6:50 am 
On gmail there's this thing beside the sender's email address saying 'via .......'. Is there any way to
bypass that?

yeswecandoit22331 - December 6, 2015, 12:52 pm 
Hi,
 
 is there anybody here to help me for setting mandrill correctly please ?
 i've try a lot of setting but i can't sent any message for the moment.
 ??
 
 Thanks

GOD OF SARADOMIN - December 6, 2015, 1:31 pm 
nice work keep HQ m8 thanks

Blackbolt - December 6, 2015, 2:02 pm 
Awesome tut OP, thank you - will be very useful.

Vemius - December 6, 2015, 3:18 pm 
suggest u just get a program for this

usbsear - February 5, 2016, 6:23 am 
tutorial is out of date
 it doesn't work now

Razor Dz Trigger - February 6, 2016, 12:43 pm 
thanks for this tutorial :) awesome

usbsear - February 8, 2016, 2:58 am 
 (Feb 6, 2016 01:43 PM)Dr.MoOn Wrote: [CITE] thanks for this tutorial :) awesome
 are you doomed???
 Did you ever tried to do it ?
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 IT DOESN'T WORK!!!!! What is exactly  "awesome" there you, moron?

?Xe - February 8, 2016, 4:26 am 
Thanks for sharing, I originally had an email spoofing program, but like you said, it was easily
detected as SPAM on email services. This works great!

usbsear - February 8, 2016, 5:20 am 
 (Feb 8, 2016 05:26 AM)Virox Wrote: [CITE] Thanks for sharing, I originally had an email spoofing
program, but like you said, it was easily detected as SPAM on email services. This works great!
 one more idiot?
 
 IT DOESN'T WORK!!! THIS METHOD!!!
 
 DID YOU TRY IT???

T0SH1 - February 14, 2016, 9:52 pm 
out of date..doesnt work anymore, mandrill need a verification lol r.i.p

1chance - February 15, 2016, 5:32 am 
fuuny how people thank without trying....

?e?d?RkZ - February 19, 2016, 7:59 am 
Great work... Plz continue your works..

dafr34k - February 22, 2016, 11:52 am 
great tutorial bro, will try this, thank you. :)

Taptui - February 27, 2016, 7:54 am 
93
 
 This WAS a very good Tutorial. Thank you for sharing this that time, but anyway...is there any
method out there right now to spoof emails with anti antispam methods? 
 
 Im surfing arround quite a while right now and finding not really something which satisfies me.
 
 If this is reading someone out there who could tell me some quality high information about that
niche, please do not hesitate to contact me or just answer my post in this thread, cause maybe
others wanna know it too....except it is too unique to share it randomly....then please contact me for
bringing together kinda deal. ?
 
 So thank you in advantage. All the best & keep safe!
 
 93,93/93?

Kanotix - February 29, 2016, 12:53 am 
Great Tutorial buddy. Thanks for sharing

Parcae - March 1, 2016, 12:03 am 
Gorgeous! Thanks for nice detailed tutorial.

Untraceable_Pro - March 4, 2016, 8:30 am 
It is showing to set up some sending domain please help .
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?????? - March 4, 2016, 9:57 am 
Very helpful tutorial for beginners I guess

 


