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 Thread: how and best way to encrypt hdd and wipe out hdd
 

 SIM-2053312 - July 6, 2015, 4:05 pm 
I need help because i have all these ewhore stuff on my pc and i think i need the extra security.

James Burnham - July 6, 2015, 4:06 pm 
get a 32gb usb flash. Its disposable as fuck.

SIM-2053312 - July 6, 2015, 4:09 pm 
Ya but i also want to hide the programs i ewhore on and the talking i do with those guys on my pc

James Burnham - July 6, 2015, 4:17 pm 
I think that encrypted drivers are more likely to get bad sectors, thus losing data or getting corrupted.

SIM-2053312 - July 6, 2015, 4:21 pm 
 (Jul 6, 2015 04:18 PM)Snake Bite Wrote: [CITE] You need extra security for ewhoring stuff? LOL
what kind of shit you have on your computer?
 Na its just a more risky method i started using and its getting me more mula but i dont want 2 talk
about

Tutelary - July 6, 2015, 4:22 pm 
You should encrypt your native hard drive disk with Veracrypt. Or, you can just encrypt just stuff you
use for Ewhoring in a single drive that acts like a 'folder' whenever you need to open your stuff back
up or hide it.

zapotecs - July 6, 2015, 4:23 pm 
Do you have a little girl vcw or smth? :P

SIM-2053312 - July 6, 2015, 4:24 pm 
 (Jul 6, 2015 04:22 PM)Tutelary Wrote: [CITE] You should encrypt your native hard drive disk with
Veracrypt. Or, you can just encrypt just stuff you use for Ewhoring in a single drive that acts like a
'folder' whenever you need to open your stuff back up or hide it.
 What about really high encryption like if youre hiding from the authority? (just giving a similar im not
hiding from the any authorties) any programs for that kind of encryption? I dont care if i have to pay
money
 
  (Jul 6, 2015 04:23 PM)zapotecs Wrote: [CITE] Do you have a little girl vcw or smth? :P
 No, im not doing anything involving child pornography

Unic - July 6, 2015, 4:46 pm 
Like already mentioned: i'd recommend you to get a USB drive. Encrypt it using a service like
BitLocker (if you are using Windows), if you are really that paranoid and interested in adding an
additional layer of security.

Tutelary - July 6, 2015, 4:54 pm 
 (Jul 6, 2015 04:24 PM)Derrick Rose Wrote: [CITE] What about really high encryption like if youre
hiding from the authority? (just giving a similar im not hiding from the any authorties) any programs
for that kind of encryption? I dont care if i have to pay money
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 No, im not doing anything involving child pornography
 Veracrypt will still work. The thing that matters is ensuring that you have a strong central password.
It's based on Truecrypt, they just fixed up some issues relating to the iterations among other security
stuff. If you encrypt your base hard drive using a long password, you will be safe.

F?? T?? L?? - July 6, 2015, 4:55 pm 
 (Jul 6, 2015 04:46 PM)Unic Wrote: [CITE] Like already mentioned: i'd recommend you to get a USB
drive. Encrypt it using a service like BitLocker (if you are using Windows), if you are really that
paranoid and interested in adding an additional layer of security.
 You do realize that anything by Windows can easily be bypassed with forensic tools, right?
BitLocker isn't the best choice if you are doing "questionable" activities on your computer.

SIM-2053312 - July 6, 2015, 5:12 pm 
 (Jul 6, 2015 04:54 PM)Tutelary Wrote: [CITE] Veracrypt will still work. The thing that matters is
ensuring that you have a strong central password. It's based on Truecrypt, they just fixed up some
issues relating to the iterations among other security stuff. If you encrypt your base hard drive using
a long password, you will be safe.
 So you cant break the encryption using veracrypt? and what program you recommend for wiping off
the hdd so no files can be recoverable but the hard drive can still be usable?
 
  (Jul 6, 2015 04:46 PM)Unic Wrote: [CITE] Like already mentioned: i'd recommend you to get a USB
drive. Encrypt it using a service like BitLocker (if you are using Windows), if you are really that
paranoid and interested in adding an additional layer of security.
 That sounds like a good idea but doesnt files copy over onto the computer hard drive when you
open up a file on the usb? Like what if i want to hide my Kik chats?

Unic - July 6, 2015, 5:19 pm 
 (Jul 6, 2015 04:55 PM)???????s s??mu?us Wrote: [CITE] You do realize that anything by Windows
can easily be bypassed with forensic tools, right? BitLocker isn't the best choice if you are doing
"questionable" activities on your computer.
 Sure. Any encryption method is really as secure as its encryption key is. But we are talking about
encryption for "ewhore stuff" like stated by the OP.

SIM-2053312 - July 6, 2015, 5:21 pm 
 (Jul 6, 2015 05:19 PM)Unic Wrote: [CITE] Sure. Any encryption method is really as secure as its
encryption key is. But we are talking about encryption for "ewhore stuff" like stated by the OP.
 Ya and what if you get caught by the authories or something? Will that encryption hold them out of
your shit?
 
  (Jul 6, 2015 04:55 PM)???????s s??mu?us Wrote: [CITE] You do realize that anything by Windows
can easily be bypassed with forensic tools, right? BitLocker isn't the best choice if you are doing
"questionable" activities on your computer.
 Ok so if they can be bypassed them how would i wipe off my hard drive clean but still make it
useable but data cannot be recoverable

Lugina - July 6, 2015, 5:23 pm 
 (Jul 6, 2015 05:21 PM)Derrick Rose Wrote: [CITE] Ya and what if you get caught by the authories or
something? Will that encryption hold them out of your shit?
 Encryption lol. The fbi cyber crimes team can shit on any crypter you'll ever know of.

SIM-2053312 - July 6, 2015, 5:26 pm 
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 (Jul 6, 2015 05:23 PM)ixtab Wrote: [CITE] Encryption lol. The fbi cyber crimes team can shit on any
crypter you'll ever know of.
 Ok so what about a program to wipe out your hard drive so its still useable but no data can be
recoverable?

Unic - July 6, 2015, 5:28 pm 
 (Jul 6, 2015 05:12 PM)Derrick Rose Wrote: [CITE] That sounds like a good idea but doesnt files copy
over onto the computer hard drive when you open up a file on the usb? Like what if i want to hide
my Kik chats?
  (Jul 6, 2015 05:21 PM)Derrick Rose Wrote: [CITE] Ya and what if you get caught by the authories or
something? Will that encryption hold them out of your shit?
 I believe there's no portable version of Bluestacks out yet. If you are really that worried about your
chat history you shouldn't be using an online messaging service in the first place.

hacker444 - July 6, 2015, 5:40 pm 
Ehh what do you mean? You mean from  PC  users, or authorities?

SIM-2053312 - July 6, 2015, 5:42 pm 
 (Jul 6, 2015 05:40 PM)hacker444 Wrote: [CITE] Ehh what do you mean? You mean from  PC  users,
or authorities?
 Like im saying i want the type of encryption/wiping out of hdd based on the level if the police caught
you

Foxy. - July 6, 2015, 5:55 pm 
dban can wipe your hard drive if that's what you're looking for... encryption is not really that effective

Tusselhoff - July 6, 2015, 6:10 pm 
If you want maximum security look into T.A.I.L.S.
 Make it into a USB boot drive. It's an operating system that has security in mind.
 
 It's a pain in the ass to set up, but it's worth it. 
 
 I won't detail it out step by step, well, unless you wanted to pay me for it lol, but you can start by
searching "tails" in google.
 Should be the first result. (Apologies I can't post links yet.)
 
 Yes, It is time consuming to set up, Yes it is confusing, but you won't ever wonder again if you're
data is secure, plus when you log out, it wipes all relevant data in your last session.

Foxy. - July 6, 2015, 6:13 pm 
 (Jul 6, 2015 06:10 PM)Tusselhoff Wrote: [CITE] If you want maximum security look into T.A.I.L.S.
 Make it into a USB boot drive. It's an operating system that has security in mind.
 
 It's a pain in the ass to set up, but it's worth it. 
 
 I won't detail it out step by step, well, unless you wanted to pay me for it lol, but you can start by
searching "tails" in google.
 Should be the first result. (Apologies I can't post links yet.)
 
 Yes, It is time consuming to set up, Yes it is confusing, but you won't ever wonder again if you're
data is secure, plus when you log out, it wipes all relevant data in your last session.
 I'm more interested in the google image results for 'tails'
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TheGrayAviator - July 7, 2015, 1:28 am 
 (Jul 6, 2015 05:55 PM)twiinarmageddons Wrote: [CITE] dban can wipe your hard drive if that's what
you're looking for... encryption is not really that effective
 My friend, I don't know if you are being sarcastic or not. But if implemented correctly encryption will
keep anyone out of your hard drive.

Lifeless? - July 7, 2015, 2:35 am 
Get a magnet and run it over your HDD, it will completely destroy it! If it comes to that.
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