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Schatten - July 18, 2015, 8:12 pm
What Is Veracrypt?

I'm sure you guys have heard of a program called TrueCrypt before, right? TrueCrypt was used to
hide hidden files and make sure they're inaccessible from public view. You would need a password
(in some cases two) in order to view the hidden files. According to the VeraCrypt site, it states that
VeraCrypt adds enhanced security to the algorithms used for system and partitions encryption
making it immune to new developments in brute-force attacks. VeraCrypt also solves many
vulnerabilities and security issues found in TrueCrypt. This can be incredibly useful if you want to
hide files from "people" accessing your PC. Maybe you have all your passwords saved in a .txt file
and you want them to be more secure. Maybe you have some programs that you don't want anyone
finding out about. Whatever the case is, if you have something you want to hide, then VeraCrypt is
the program you need.

You can install VeraCrypt from this site:

Click here to download VeraCrypt.

There are downloads for Windows, OSX, and Linux.

Creating A VeraCrypt Volume
Once you have downloaded and install VeraCrypt, open it up and you should get this screen.

Now click "Create Volume" and it should bring up this screen.

We're going to leave it on the first bubble which will create an encrypted file container. Click next
and then click the second option to create a hidden VeraCrypt volume.

Click next and leave the volume creation mode on normal mode (the first option). Now click next
and it'll ask you where you want to save your volume. | recommend somewhere that is NOT out in
the open. Find where you want to save the volume, name it, and save it (also click Never Save
History if it's not already checked).

Press next and then next again. Make sure the encryption algorithm is AES and the hash algorithm
is SHA-512. Click next. This is going to be our outer layer. We'll hide stuff in here that isn't
incriminating but stuff we might want to remain private. Don't hide anything in here that can get you
in a lot of trouble. We're going to use the hidden volume for that. Now, give the outer layer enough
space to hide files you want to hide. Remember, the hidden volume is going to be inside the outer
layer so you need to give it enough space for both. Give it as much as you need - be generous with
it. Be sure to select gigabytes and not megabytes. I've forgotten that part myself a few times.

Now this is the part where you fill in your password. Make this password something you know you'll
remember. Practice it in your head a few times or write it down and hide it somewhere extremely
hidden. | doubt someone is going to check inside your closet and inside your pant's pockets for a
gum case that'll have your VeraCrypt password written on it. So if you're writing it down, HIDE IT.
Once you confirm both of your passwords, press next. It'll ask you if you want to store files larger


https://hackforums.net
https://hackforums.net/showthread.php?tid=4912439
https://veracrypt.codeplex.com/wikipage?title=Downloads

than 4GB here. If you don't, then leave it at no. | don't recommend putting it more than 4GB but
that's your choice.

Press next and then you'll get this screen.

Press format and move your mouse around randomly on the screen until it's done formatting. The
more you do this, the stronger the security (or so they say). Once it's done, it'll give you the option to
open the outer volume. Once you do this, drag-n-drop anything you want in here. Make sure to not
go past 4GB and don't put anything in here that'd get you in a lot of trouble. Now when that's done,
press next.

It may ask you for admin rights after you press next, just say yes. Now once it starts talking about
the hidden volume, press next. Make sure the methods are the same as the outer volume one. They
should be AES for encryption algorithm and SHA-512 for hash algorithm. Press next and give it the
remaining space. We won't be adding anything else to our outer volume as it could mess up the
hidden volume so just give the rest of the space to the hidden volume and press next. Give it a
password that's even more secure than the first one and refer back to what | said if you're writing it
down.

Quote:Practice it in your head a few times or write it down and hide it somewhere extremely hidden.
| doubt someone is going to check inside your closet and inside your pant's pockets for a gum case
that'll have your VeraCrypt password written on it. So if you're writing it down, HIDE IT.

When it asks you if you want to store files larger than 4GB, select yes and then click next. Leave all
the settings how they are and click format. Remember -

Quote:Press format and move your mouse around randomly on the screen until it's done formatting.
The more you do this, the stronger the security (or so they say).

It may ask for admin rights after a while, just say yes. Now once that's done, it'll finish and state that
the hidden volume has been created. Now we're going to open this hidden volume. It'll take you
back to the main VeraCrypt screen. This time instead of clicking "Create Volume", we'll be opening
our volume. Click on a drive like Z and select the "Select File" button. Navigate to where your
volume was saved and double click it to select it. Now click "Mount" and it'll give you this screen.

We're going to be opening the hidden volume. Now how do we do this? Don't type the volume you
made for the outer volume as this'll only open the outer volume. Type the password you made for
the hidden volume and it'll show up in the drive you selected. Now all you have to do is double click
to open it and there you go. Hide anything you need in here.

After you have everything hidden where you want it to be, close the drive's window and select the
button that says "Dismount All". This'll dismount all drives and volumes open.

With a hidden drive, you'll be extra safe. Your country may require you to enter the password to
hidden files by law. If you're forced to, you can just give them the password to the outer drive which
will have things that they think we're hiding but we're just using those as a decoy.

I hope you guys enjoyed this tutorial. Please post a thanks if this helped you out to keep the thread
alive. ?

Aurora - July 18, 2015, 8:16 pm
A really high quality tutorial Schatten, keep it up. Bookmarked.



Wirt - July 18, 2015, 8:23 pm
ANOTHER really high quality tutorial. Loving what you're doing. Thanks!

PhantomElite - July 18, 2015, 8:58 pm
needs more Python but nice

guess I'll get VeraCrypt since | never really even used TrueCrypt.

was an interesting story where the guy(s)? randomly decided to "fuck it im out". maybe they got
tired of maintaining an open source thing with no rewards, or maybe something more malicious.

Radar7 - July 18, 2015, 9:01 pm

Got a question for you. | am trying to encrypt my entire system drive, however for whatever reason
when | try to make the recovery disk | get this stupid error that doesn't let me go on with the
installation. Would you know what causes this?

Schatten - July 18, 2015, 10:38 pm

(Jul 18, 2015 09:01 PM)Radar7 Wrote: [CITE] Got a question for you. | am trying to encrypt my entire
system drive, however for whatever reason when | try to make the recovery disk | get this stupid
error that doesn't let me go on with the installation. Would you know what causes this?

I've never had that error so | wouldn't know what causes it. Maybe try running VC as an
administrator? I've never had error. Sorry.

(Jul 18, 2015 08:58 PM)PhantomElite Wrote: [CITE] needs more Python but nice
guess I'll get VeraCrypt since | never really even used TrueCrypt.

was an interesting story where the guy(s)? randomly decided to "fuck it im out". maybe they got
tired of maintaining an open source thing with no rewards, or maybe something more malicious.
Oh yeah, gotta add "Tldr: Learn Python" at the bottom. | shouldn't have forgotten. ?

Mcbride - July 18, 2015, 11:45 pm
Funny | just had this done last night. Although | used "standard veracrypt volume" instead of "hidden
veracrypt volume" can | delete the partition and create a new one?

Schatten - July 18, 2015, 11:57 pm

(Jul 18, 2015 11:45 PM)Mr. FIX IT Wrote: [CITE] Funny | just had this done last night. Although |
used "standard veracrypt volume" instead of "hidden veracrypt volume" can | delete the partition and
create a new one?

You can create as many volumes as you'd like.

Schatten - July 23, 2015, 8:09 pm
Alright, let's not all thank me at once. ?

Tokyo - July 23, 2015, 8:42 pm
This post has been more useful to me than youtube videos. Thank you OP.

MafiaServ - July 24, 2015, 3:55 am
Nice elaborated tutorial. Just bookmarked it, and will surely give it a try.

Thanks for sharing OP, keep up the good work. ?

Schatten - July 24, 2015, 6:24 am
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(Jul 23, 2015 08:42 PM)Stazzy Wrote: [CITE] This post has been more useful to me than youtube
videos. Thank you OP.

(Jul 24, 2015 03:55 AM)MafiaServ Wrote: [CITE] Nice elaborated tutorial. Just bookmarked it, and
will surely give it a try.

Thanks for sharing OP, keep up the good work. ?
I'm glad | could help you guys out. ?
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