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Thread: [DuckDNS & Deployment of MHN] ABANDON USE OF DUCKDNS - Updated: July 31
2015

Armada - July 22, 2015, 9:52 am
Starting today | noticed a starting trend of threads happening

[ MUST READ ] Weird DuckDNS subdomain takeover
DuckDNS

It was the mention of the Modern Honeypot Network Server that caught my attention and
investigation in to this a little bit.

It would appear as though either Duck DNS themselves or another entity has deployed a Threats
Management Server known as "MHN" - Modern Honeypot Network. an open source threat analytic
interface and audit solution.

[Video: https://vimeo.com/98581051]

Description:

Multi-snort and honeypot sensor management, uses a network of VMs, small footprint SNORT
installations, stealthy dionaeas, and a centralized server for management.
Spoiler (Click to View)HONEYPOT

Deployed sensors with intrusion detection software installed: Snort, Kippo, Conpot, and Dionaea.
MANAGEMENT SERVER

Flask application that exposes an HTTP API that honeypots can use to:

Download a deploy script

Connect and register

Download snort rules

Send intrusion detection logs

It also allows systems administrators to:

View a list of new attacks
Manage snort rules: enable, disable, download

Source and Source Code

It would appear as though these are deployed honeypots to determine the type of traffic being
passed through these subdomains.

All users would be advised to abandon use of DuckDNS and\or accounts associated to the
registration of the DNS service.

CONFIRMED
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DuckDNS is taking proactive steps to reduce malware being passed through its services: Source
Google+ Social Postings

POINT OF NOTE:

Dont go posting this to their social wall.. that is just stupid. C'mon guys.

Spoiler (Click to View)

\\Update

Analysis of designated IP#
- Pointed IP# appears to be the central management consoles interface.
Minimal exposure, but should not be on exterior of DUuckDNS network.

Spoiler (Click to View)

Few items were found:

Classification Error Message

Resource /auth/resetrequest/

Parameter _csrf_token

Method POST

Risk High

Sample:

Code POST /auth/resetrequest/ [_csrf_token=/./ email=derp@herp.com ]

\\2nd Update

Spoiler (Click to View)

For those users who use RA4WVPN services. | have created DNS pointers to all the central RA4W
Services.

[/l Click Here to View Spread Sheet //

\\3rd Update

(Jul 29, 2015 03:16 PM)?DeathStrOke Wrote: [CITE] The guy who helped sinkhole all the domains
mentioned a collection domains used for malware, the link is here if you want to check for yours or
whatever..

\\4th Update

(Jul 31, 2015 01:50 AM)geezus Wrote: [CITE] How exactly is jumping ship to another free dns

provider going to help?

When no-ip went down everyone migrated to duckdns, so using freedns will only delay your fate.

Ive been using duckdns and all my domains are in that list.
changeip = banned

freedns =banned

duckdns =honeypot

no-ip =honeypot

| think its safe to say that if your going to be doing anything criminal it might be a good idea to
invest in some OPSEC and use your own DNS.

Think of it like a botnet do you use free hosting that can be banned/shutdown/reported easily.....NO
SO go the extra mile and buy a cheap vps to setup your own DNS
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Here is an update client that works wit a large number of DynDNS providers.
http://www.directupdate.net/

Spoiler (Click to View)
List of Dynamic DNS services/providers supported by DirectUpdate:

OpenDNS.be
dnsQ.org
DDNS.nu
GNUDIP Generic
miniDNS

BIND / DNS UPDATE (RFC2535)
Windows 2000/2003 DNS server
2MyDNS
3322.org (China)
3domain
www.address.net
BKBNET
cdmon.com
ChangelP
cjb.net

Constant Time Dynamic DNS
CrystalDNS.com
dhs.org

DipDNS Network
DJsWeb.com
DNBuy.net
DNIP.NET
everynet.de
dns4biz.com
dnsArt.com
DNSD.be
DNSDynamic.org
DNSEver.com
DNSexit

DNS Made Easy
DNSMax
DNS-O-Matic
DNS Park
DNSUpdate.de
DNS Wizard
DollarDNS
DomainMonger
DotYou.Com
DreamHost.com
DSLReports
DtDNS

DYN.CA

dyn.ee
Dymani.co.za
Dynddns.us
DynDNS.dk
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dynDNS.it

DynDNS.com (Custom)
DynDNS.com (Dynamic)
DynDNS.com (Static)
DynDNSServices.com
DynDSL

DyNS.cx

DynSERV

DynU.com Basic
DYNUP.net

DynU.com Premium
DynZone.com - Dynamic and Static DNS Services
easyDNS/Caprica
easyDNS

easyDNS Partner Services
EditDNS.net

eNom, Inc.
EuroDynDNS
EveryDNS

FirstLink Networks
FreeDNS.afraid.org
FrostByte

GetmylP.com

Global RAID
Gradwell.com
GratisDNS.de
GratisDNS.dk
Hébergement-Dynamique.com
HK DDNS Service
InexpensiveDomains.com
ipatual.com.br
ippages.com
ipUpdater.com
Joker.com

Kontent.de

LoopiaDNS

m2f.at dyndns service
Microtech Limited
MIintDNS

MyDDNS - AlwaysON DDNS Sevice
MyDyn.de

MyDynIP.org

MyIP.us
NameCheap.com
NerdCamp

Nettica.com

No-IP.com

NOLS

nsl.net

ODS.org
OpenDNS.com
orgDns.org

OVH.com



PimpDomain
ProNICSolutions.com
ProutDNS

Pymcom
RegFish.com
RegisterFly.com
Rollernet.us
SelfHost.de
ServerThuis

Simple DNS Plus
Sitelutions (Free Dynamic DNS)
Strato

Talessa

Tekdns.org

Tekea DNS
ThatlP.com

Tiger Direct Domains
TopDNS.com

Tunnel Router Project
TZO.com
ULimit.com
WaffullTechSystems
Widge.Net
WorldNet.nl

World Wide DNS
XName

XpertbNS

Yi.org

YYweb.com
Zerigo.com

Zone.be
ZoneEdit.com
ZoneEdit legacy
ZoneEdit partner

LSDoom - July 22, 2015, 9:55 am
Thanks for sharing this. Will definitely get rid of my DuckDNS account and client.

QU?CKSILVER - July 22, 2015, 10:08 am
Thanks for the feedback regarding their Honeynet project for analyzing new threats. PEOPLE BE
AWARE, don't use this shit ever again! This situation reminds me of what happened with NolP...

Dang it! | had put my trust in DuckDNS for over a year, but now they've just gone bitchy
professoraegon - July 22, 2015, 10:22 am
Thanks for the heads up. Thats too bad as duckdns was really working great. Any suggestions on

where we should be migrating?

LSDoom - July 22, 2015, 10:24 am
(Jul 22, 2015 10:22 AM)professoraegon Wrote: [CITE] Thanks for the heads up. Thats too bad as


https://hackforums.net/showthread.php?pid=47125137#pid47125137

duckdns was really working great. Any suggestions on where we should be migrating?
| see a lot of people are using FreeDNS. | have no personal experience with that service though.
Stay away from NO-IP, that's all | got to say.

Armada - July 22, 2015, 2:02 pm
Users who utilize RA4WVPN services, | have created some DNS pointers for use.

/l Click Here to View The Spreadsheet //

Hope this helps some users. ?

©Ratatouille™ - July 22, 2015, 4:37 pm
mother fucker lost 1k http://mediafire.duckdns.org

No ip = Ban

DNS exit = Ban
DuckDns = Ban
Now go freedns

Eternal. - July 22, 2015, 4:43 pm
Id use Free DNS instead. How to setup a Dynamic DNS — An Alternative to no-IP

?Cyber - July 22, 2015, 4:43 pm
Thanks for the new DNS' for RA4W personally | use it so xD

Thanks again

Minato Namikaze - July 22, 2015, 4:47 pm
FreeDNS all the way, good thing | chose them along time ago ;)

GoodByeGoodGuys - July 22, 2015, 4:58 pm
Goddamn you Armada. Stop being so goddamn helpful and HQ......

xchg - July 22, 2015, 5:38 pm
Thanks for this man, will uninstall duckdns

SIM-1676753 - July 22, 2015, 5:46 pm
Someone should make custom DNS server for HF.

Minato Namikaze - July 22, 2015, 7:57 pm

(Jul 22, 2015 05:46 PM)Mr. Trvp Wrote: [CITE] Someone should make custom DNS server for HF.
Wouldn't that be a bit, challenging?

I mean, ad revenue though lol

SIM-1676753 - July 22, 2015, 8:49 pm
(Jul 22, 2015 07:57 PM)Minato Namikaze Wrote: [CITE] Wouldn't that be a bit, challenging?
I mean, ad revenue though lol

Hmm.. Blackhat money? Jokes, lol.

QU?CKSILVER - July 22, 2015, 9:06 pm
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(Jul 22, 2015 05:46 PM)Mr. Trvp Wrote: [CITE] Someone should make custom DNS server for HF.
That would be nice. | don't know shit about how to host one but I'm going to read about it ?

XuidDump - July 22, 2015, 9:09 pm
Hmm, thank god | didn't begin my migration to DuckDNS yet, otherwise | would have been pissed.
Looks like I'll move to FreeDNS now.

21222 22t - July 22, 2015, 10:02 pm
the problem is
some ips are blacklisted on freedns

https://gyazo.com/3b5196eb4fb8115583c7cdfa7ecle750

fuckyea lets buy a domain @ namecheap XD

Armada - July 22, 2015, 10:23 pm
(Jul 22, 2015 05:46 PM)Mr. Trvp Wrote: [CITE] Someone should make custom DNS server for HF.
Myself and another are currently working on this now. ?

SIM-1676753 - July 23, 2015, 12:43 am

(Jul 22, 2015 10:23 PM)A?m2ba Wrote: [CITE] Myself and another are currently working on this now.
s

That sounds absolutely amazing. :)

john.corner143k - July 23, 2015, 10:18 am
would we loose all our slaves....? ? how soon ??

Armada - July 23, 2015, 10:24 am

(Jul 23, 2015 10:18 AM)john.corner143k Wrote: [CITE] would we loose all our slaves....? ? how soon
??

If you have not lost your client hosts already, transfer them NOW before your domain is seized as
well.

IAmExploit - July 23, 2015, 12:23 pm
You can all blame this retard for losing your slaves.

Spoiler (Click to View)

Acquire Zion - July 24, 2015, 2:55 pm
Really useful notice thread! Appreciate it, will have to try and get FreeDNS working ;)

Armada - July 24, 2015, 3:21 pm

(Jul 24, 2015 02:55 PM)Acquire Zion Wrote: [CITE] Really useful notice thread! Appreciate it, will
have to try and get FreeDNS working ;)

Personaly wrking on a solution for VPS solutioned people.

PLEASE STAY TUNED
Acquire Zion - July 24, 2015, 3:24 pm
(Jul 24, 2015 03:21 PM)A?m2Da Wrote: [CITE] Personaly wrking on a solution for VPS solutioned

people.

PLEASE STAY TUNED
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Looking forward to hearing more about your custom DNS solution :)

Fudster - July 24, 2015, 3:27 pm
Stop using free DNS services. Just buy your own domain Or hell...I could open a DNS service
heh....$1 a year per dns? :d

IAmExploit - July 24, 2015, 3:37 pm

(Jul 24, 2015 03:27 PM)Fudster™ Worote: [CITE] Stop using free DNS services. Just buy your own
domain Or hell...I could open a DNS service heh....$1 a year per dns? :d

Count me in for one, sounds like an amazing idea!

cexxvr - July 24, 2015, 6:34 pm

Could try another one : https://www.dtdns.com/ , but it does not have a working update client for w7
or w8 like duckdns or no-ip but works through their website to update your ip with their free dynamic
dns. others are :

https://www.dnsdynamic.org/

http://www.changeip.com/services/free-dynamic-dns/

john.corner143k - July 25, 2015, 3:20 pm

(Jul 24, 2015 03:37 PM)IAmEXxploit Wrote: [CITE] Count me in for one, sounds like an amazing idea!
what do you mean by Buy your own domain.. ??

can we buy something that will replace this dns thing.. ? ?

bluedragon123 - July 25, 2015, 3:52 pm

(Jul 24, 2015 06:34 PM)ccxxvr Wrote: [CITE] Could try another one : https://www.dtdns.com/ , but it
does not have a working update client for w7 or w8 like duckdns or no-ip but works through their
website to update your ip with their free dynamic dns. others are :

https://www.dnsdynamic.org/

http://www.changeip.com/services/free-dynamic-dns/is dns dynamic reliable ? whats dns domains
can i use since no-ip and duckdns are both out of use ?

Biometric - July 25, 2015, 5:17 pm
This is so sketchy... glad | stopped using it 2 weeks ago.

SIM-1676753 - July 25, 2015, 5:25 pm
(Jul 24, 2015 06:34 PM)ccxxvr Wrote: [CITE] Could try another one : https://www.dtdns.com/ , but it
does not have a working update client for w7 or w8 like duckdns or no-ip but works through their
website to update your ip with their free dynamic dns. others are :

https://www.dnsdynamic.org/

http://www.changeip.com/services/free-dynamic-dns/

| was tempted to make a dynamic updater client for these websites. If enough people want me to, |
will complete it.

Armada - July 26, 2015, 6:13 am

(Jul 25, 2015 05:25 PM)Mr. Trvp Wrote: [CITE] | was tempted to make a dynamic updater client for
these websites. If enough people want me to, | will complete it.

Could be mistaken but a lot of these Dynamic "DUC" work universally between services dont they?
I know | have seen quite a few generic codes on github for these. Might be helpful for members
who are opting for these free services currently. ?

?Syria - July 28, 2015, 9:36 am
i can confirm this as i am indeed working with M.H.N! you can ask Amanda for proof.
Guys i suggest freedns or making ur own
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Tommy Chong- - July 29, 2015, 1:06 am
yep, this just happened to me, lost all my slaves

http: //i.imgur.com/sYmYEMt . png
Ipis also 192.169.69.25

Armada - July 29, 2015, 2:30 am
(Jul 29, 2015 01:06 AM)222555666 Wrote: [CITE] yep, this just happened to me, lost all my slaves

http: //i.imgur.com/SsYmYEMt . png

Ipis also 192.169.69.25
this post hs to be flagged not for violation but your own damn protection......

Tommy Chong- - July 29, 2015, 11:51 am

(Jul 29, 2015 02:30 AM)A?m2Pa Wrote: [CITE] this post hs to be flagged not for violation but your
own damn protection......

| agree

They're going ham on that shit

poufpater - July 29, 2015, 12:29 pm
| don't have many slaves, i just rat a handful of people , never had more than 7 slaves (Dont plan to
either in the future).

Since | have so few slaves , do you think am at risk too?
Do they take down domains with lots of suspicious requests from lots of slaves or is it automated ?

?Syria - July 29, 2015, 12:36 pm
(Jul 29, 2015 12:29 PM)SILVERSKULL Wrote: [CITE] | don't have many slaves, i just rat a handful of
people , never had more than 7 slaves (Dont plan to either in the future).

Since | have so few slaves , do you think am at risk too?

Do they take down domains with lots of suspicious requests from lots of slaves or is it automated ?
every one who RATS that is using DUckDns is at risk

President Morty - July 29, 2015, 12:38 pm

It works by VirusTotal it detects Duckdns.org connections and then the guy who took down Mariposa
(Butterfly) Botnet sinkholes them

SIM-2198759 - July 29, 2015, 3:16 pm
The guy who helped sinkhole all the domains mentioned a collection domains used for malware, the
link is here if you want to check for yours or whatever..

Armada - July 29, 2015, 3:24 pm

(Jul 29, 2015 03:16 PM)?DeathStrOke Wrote: [CITE] The guy who helped sinkhole all the domains
mentioned a collection domains used for malware, the link is here if you want to check for yours or
whatever..

Cropped and posting to OP.

- Helpful info, thanks bro.
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Also, that asshat really FUBARed a LOT of people, my DNS is not in the hit list so to speak, but my
MD5's are... kinda makes me wonder how they are MD5'ing my Binaries without my host DNS
address... heh

SIM-2198759 - July 29, 2015, 3:26 pm
(Jul 29, 2015 03:24 PM)A?m2DPa Wrote: [CITE] Cropped and posting to OP.
- Helpful info, thanks bro.

Also, that asshat really FUBARed a LOT of people, my DNS is not in the hit list so to speak, but my
MD5's are... kinda makes me wonder how they are MD5'ing my Binaries without my host DNS
address... heh

Yeah, i lost my oldest slave because of this.. (55+ Days old, I've been holding it for a while just to
see how long i could)

Spoiler (Click to View)

Armada - July 29, 2015, 3:30 pm
ck listed domains:
Spoiler (Click to View)01001101.duckdns.org
0x2ame.duckdns.org
13121.duckdns.org
1336.duckdns.org
1616.duckdns.org
1nstaklll.duckdns.org
21.duckdns.org
2270698.duckdns.org
3300.duckdns.org
4everlegend.duckdns.org
82.duckdns.org
890popbox.duckdns.org
8p8fray.duckdns.org
912imsdasd.duckdns.org
ababla.duckdns.org
abdullelah.duckdns.org
ablackhole.duckdns.org
acemihacker.duckdns.org
acidicpersistance.duckdns.org
actionboyl.duckdns.org
addratl.duckdns.org
agovv.duckdns.org
ahmetkann.duckdns.org
ahmetkaya55.duckdns.org
aids.duckdns.org
airts3.duckdns.org
ak-47.duckdns.org
albunu.duckdns.org
alienware123.duckdns.org
alienware.duckdns.org
alonewolf.duckdns.org
alpagutta.duckdns.org
alphabossreyiz.duckdns.org
alprat.duckdns.org
amcik.duckdns.org
amundmo.duckdns.org
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anOnghOst.duckdns.org
annihilator.duckdns.org
annoymous.duckdns.org
anonghost.duckdns.org
anonymouszf.duckdns.org
apatech.duckdns.org
apcrypt.duckdns.org
arabeskhayat.duckdns.org
asdrat6.duckdns.org
asdsal91.duckdns.org
asfeaf.duckdns.org
assassin.duckdns.org
asshost.duckdns.org
autl.duckdns.org
avastservice.duckdns.org
avastservices.duckdns.org
avea22.duckdns.org
avito.duckdns.org
awaisl.duckdns.org
ayos.duckdns.org
azertyuiop.duckdns.org
azzurlla.duckdns.org
b4xt3r.duckdns.org
babydick.duckdns.org
baglantiyapll.duckdns.org
bananacraft.duckdns.org
bandz.duckdns.org
banrutero.duckdns.org
barbar33.duckdns.org
basakturucuoglu.duckdns.org
basgaza.duckdns.org
baskentgucu06.duckdns.org
bcn123.duckdns.org
be5stmOde.duckdns.org
bedrat.duckdns.org
benimratm.duckdns.org
berkanth.duckdns.org
besttestname.duckdns.org
bibi.duckdns.org
blackglass.duckdns.org
blackhack.duckdns.org
blastdeath.duckdns.org
bomdc.duckdns.org
brandnewcore.duckdns.org
bridgetmax.duckdns.org
bright080.duckdns.org
bris.duckdns.org
broadband.duckdns.org
browser.duckdns.org
budivolizotacl.duckdns.org
bufter817.duckdns.org
burgerking.duckdns.org
burnniggers.duckdns.org



buseferolucak.duckdns.org
busonolsun.duckdns.org
buyddos.duckdns.org
bypass12.duckdns.org
bytecapone.duckdns.org
cachorroquente.duckdns.org
calcium.duckdns.org
camfrog.duckdns.org
canyouhostme.duckdns.org
captainkush.duckdns.org
carcOsa.duckdns.org
cathackim.duckdns.org
cavalry.duckdns.org
cdai.duckdns.org
cdn08.duckdns.org
centmate.duckdns.org
centroxc.duckdns.org
chainwax.duckdns.org
cheetos.duckdns.org
chima.duckdns.org
chromeip.duckdns.org
cigicigi.duckdns.org
cincinnati.duckdns.org
climaxing.duckdns.org
clxs.duckdns.org
cmdhacker.duckdns.org
cmdrat.duckdns.org
cnc.duckdns.org
cno.duckdns.org
coderpimes.duckdns.org
companywork.duckdns.org
conexion.duckdns.org
cosmorats.duckdns.org
counterstrikeserver.duckdns.org
cracky.duckdns.org
cramzkie2014.duckdns.org
crankshit2.duckdns.org
crankshit.duckdns.org
cricale.duckdns.org
cryptorz.duckdns.org
ctos2.duckdns.org
cullenf.duckdns.org
cups.duckdns.org
cycovzn.duckdns.org
cypherlcohe96mhedkygngafmy6qn9nwp6wvf7bm.duckdns.org
d3ss.duckdns.org
daiminzz.duckdns.org
dannyjones.duckdns.org
darcomet.duckdns.org
darkcomanet.duckdns.org
darkcomet1121.duckdns.org
darkcometcosmos.duckdns.org
darkcometrat-55.duckdns.org



darkcommetalbol.duckdns.org
darkdeneme2.duckdns.org
darkdos.duckdns.org
darkfuck.duckdns.org
darkgaming.duckdns.org
darkkcomett.duckdns.org
darkknightisback.duckdns.org
darkneval.duckdns.org
darknightwarriorfatal.duckdns.org
darkpangu.duckdns.org
darkpro.duckdns.org
darkrat.duckdns.org
darktrk.duckdns.org
datahack.duckdns.org
davidbednar.duckdns.org
dayanyuregim.duckdns.org
dc4rsgp.duckdns.org
dc4run-htx.duckdns.org
dcboys.duckdns.org
dcfifa.duckdns.org
dcinnix.duckdns.org
dcow.duckdns.org
dcpsyche.duckdns.org
dcratted.duckdns.org
ddos.duckdns.org
dedon174.duckdns.org
delisin.duckdns.org
deltal14.duckdns.org
demhattas.duckdns.org
dendy39.duckdns.org
denemel127.duckdns.org
denemelord.duckdns.org
denyz.duckdns.org
derbusch401.duckdns.org
desperato.duckdns.org
devonrat.duckdns.org
dfsdfsdsfadfs.duckdns.org
dickwadd.duckdns.org
diffdns.duckdns.org
digitalmp.duckdns.org
dimanchesoir.duckdns.org
disconnected.duckdns.org
djcedrics.duckdns.org
djdsa321.duckdns.org
djemper89.duckdns.org
djmaster07.duckdns.org
dnsdenemel.duckdns.org
dofamathies.duckdns.org
dogetroll.duckdns.org
doingdamage.duckdns.org
doomdc.duckdns.org
dorck.duckdns.org
dotzero.duckdns.org



dowparatl.duckdns.org
doxgod.duckdns.org
doyoueven1337.duckdns.org
drakexml.duckdns.org
dreamwork.duckdns.org
dreisterne.duckdns.org
droman123.duckdns.org
dropgun.duckdns.org
duckdns01.duckdns.org
duckum123.duckdns.org
ducky990.duckdns.org
duckyducks.duckdns.org
dunked.duckdns.org
dunplee.duckdns.org
dupa.duckdns.org
dwm.duckdns.org
dzrap47.duckdns.org
dzx.duckdns.org
egil23.duckdns.org
emacay.duckdns.org
emekverdim.duckdns.org
emilygotch.duckdns.org
emrecann02.duckdns.org
emrefil53dc.duckdns.org
enziitest.duckdns.org
erenl2.duckdns.org
ermin.duckdns.org
ertanhayri69.duckdns.org
esednod32service.duckdns.org
etchosts.duckdns.org
evacan.duckdns.org
ewhore.duckdns.org
ezikler.duckdns.org
fammilepompe.duckdns.org
fares.duckdns.org
faultofmanager.duckdns.org
fbfbfb.duckdns.org
fbi.duckdns.org
fethet.duckdns.org
feyseko.duckdns.org
fibertr.duckdns.org
finalworldlitwork.duckdns.org
finntest.duckdns.org
firehong5.duckdns.org
firehong.duckdns.org
flereous.duckdns.org
floowdead.duckdns.org
flowingdns.duckdns.org
flyinghighup.duckdns.org
flyrat.duckdns.org
freeads.duckdns.org
freeminecrafts.duckdns.org
frozenbluedc.duckdns.org



fuzzehy.duckdns.org
fuzzyhf.duckdns.org
geek0.duckdns.org
geg509.duckdns.org
gemini48.duckdns.org
genericas63.duckdns.org
gerrit.duckdns.org
getr3kt.duckdns.org
ghost7.duckdns.org
giggitygoo.duckdns.org
giggle.duckdns.org
gimserat.duckdns.org
gnuergud.duckdns.org
godsavethequeen.duckdns.org
goingtotakeyourskins.duckdns.org
gokhan06900.duckdns.org
goldie.duckdns.org
goodlife.duckdns.org
googleoffices.duckdns.org
googlethisbitch.duckdns.org
gorkanay01.duckdns.org
greengarfis22.duckdns.org
groukki.duckdns.org
gs87.duckdns.org
gtaservers.duckdns.org
h32.duckdns.org
hackerdem.duckdns.org
hackergod.duckdns.org
hackergood.duckdns.org
hackergroup.duckdns.org
hackerless.duckdns.org
hackers.duckdns.org
haklol.duckdns.org
halilou.duckdns.org
halobaskandc.duckdns.org
harunuysal.duckdns.org
hasan34.duckdns.org
has.duckdns.org
hashhax.duckdns.org
hat.duckdns.org
hazybot.duckdns.org
headgoat.duckdns.org
heartofdvl.duckdns.org
hehe.duckdns.org
hermes36.duckdns.org
hggfhykjnbhjvbb.duckdns.org
hhhaaa.duckdns.org
hierrodc.duckdns.org
hilewt.duckdns.org
hillom.duckdns.org
hkaihiwatari.duckdns.org
hoaydaa.duckdns.org
homebox.duckdns.org



homeboylance.duckdns.org
hostit.duckdns.org
hostme.duckdns.org
hotsauce.duckdns.org
hovercap.duckdns.org
http2.duckdns.org
http3.duckdns.org
humba234.duckdns.org
humboldtkush.duckdns.org
huntedx.duckdns.org
hunterxhunter.duckdns.org
hwidprotection.duckdns.org
ichbinderbeste.duckdns.org
idm.duckdns.org
ifishalot69.duckdns.org
iholdvpns.duckdns.org
ikovpss.duckdns.org
ilkerdark.duckdns.org
imminent1337.duckdns.org
impact110.duckdns.org
inceilknur96.duckdns.org
indusv00.duckdns.org
insert.duckdns.org
insync.duckdns.org
intrafuzzle.duckdns.org
ipconfig.duckdns.org
ipping.duckdns.org
istanbul.duckdns.org
itisheaven.duckdns.org
jOker01.duckdns.org
j22m.duckdns.org
jackmouse35.duckdns.org
jadevaldodc.duckdns.org
jadinsmith.duckdns.org
james124.duckdns.org
james890.duckdns.org
jamiescheatserver.duckdns.org
jammaah.duckdns.org
jammy.duckdns.org
jappylinuxupdate.duckdns.org
jarmenso.duckdns.org
jasonsmith545.duckdns.org
javade.duckdns.org
jaymand.duckdns.org
jesusisgod.duckdns.org
jezabel.duckdns.org
jhg.duckdns.org
jocqgerdc.duckdns.org
joungsam.duckdns.org
jsjsjsjs.duckdns.org
justinstinkt.duckdns.org
jvk1166z.duckdns.org
kakarudo.duckdns.org



kalil3.duckdns.org
kalik.duckdns.org
kalinka.duckdns.org
kapfaez.duckdns.org
kappahd.duckdns.org
kardanadam33.duckdns.org
karracha.duckdns.org
keane.duckdns.org
kemitrust.duckdns.org
kenaworsdc.duckdns.org
kennytje.duckdns.org
kfcisgood.duckdns.org
kickasshama.duckdns.org
kingspy.duckdns.org
kingtut.duckdns.org
kittieamii.duckdns.org
kojomojo.duckdns.org
korssandz.duckdns.org
krowaz123.duckdns.org
ksbkim.duckdns.org
kurban.duckdns.org
kys.duckdns.org
labrechadera.duckdns.org
lalakerl.duckdns.org
lanet457.duckdns.org
lapantherefaggot.duckdns.org
larsenpower.duckdns.org
ldk159.duckdns.org
leadoleado.duckdns.org
leak.dyn.duckdns.org
leakdyn.duckdns.org
leeroyj.duckdns.org
legendstoryyo.duckdns.org
lemons.duckdns.org
leonidas.duckdns.org
leonmetin2.duckdns.org
leopard129.duckdns.org
leqand07.duckdns.org
lessontime.duckdns.org
limoya.duckdns.org
Ikjer0978.duckdns.org
Iknetwork.duckdns.org
Imaofuckd.duckdns.org
lolkek.duckdns.org
loop.duckdns.org
lostmind.duckdns.org
loves.duckdns.org
love-ya.duckdns.org
ludiglup123.duckdns.org
luijer.duckdns.org
[censored].duckdns.org
lumenlink.duckdns.org
luminosityvco.duckdns.org



luminosityyark.duckdns.org
luukeisafag.duckdns.org
madornaw.duckdns.org
maestroldrll.duckdns.org
mahmut22.duckdns.org
maistro.duckdns.org
malt.duckdns.org
manadima.duckdns.org
marrac.duckdns.org
mastakilla.duckdns.org
mastersoft.duckdns.org
mavidc.duckdns.org
mazk9068.duckdns.org
mctylmz98.duckdns.org
mecityilmaz19.duckdns.org
mediafire.duckdns.org
mehmetek.duckdns.org
mekan2.duckdns.org
mekor58.duckdns.org
memories.duckdns.org
merikh123.duckdns.org
metafunn.duckdns.org
metindc.duckdns.org
metlasl.duckdns.org
micromotil.duckdns.org
microsoftdns.duckdns.org
microsoftoffices.duckdns.org
microsoftservices.duckdns.org
microsofttestingserver.duckdns.org
microsoft-updateserver.duckdns.org
midozoft.duckdns.org
mikaelgamerify.duckdns.org
minecraftl6net.duckdns.org
minecraftprisonserver122343.duckdns.org
mininger.duckdns.org
mksu911.duckdns.org
mighack.duckdns.org
mmomuco.duckdns.org
modi.duckdns.org
mohamedmohenna.duckdns.org
moiali.duckdns.org
moneyscloset.duckdns.org
monsterx.duckdns.org
morax.duckdns.org
morfeucarder.duckdns.org
morphine3.duckdns.org
mouse405.duckdns.org
mrami.duckdns.org
mratdeneme.duckdns.org
mrjacker.duckdns.org
mrryy-321.duckdns.org
mrryy.duckdns.org
mssyon.duckdns.org



musilinedc.duckdns.org
muslumcu.duckdns.org
myserver.duckdns.org
mystub01l1.duckdns.org
nanocore.duckdns.org
nanocorehf.duckdns.org
nanocorewon.duckdns.org
nanoficknigger.duckdns.org
nanoiskewl!.duckdns.org
narb.duckdns.org
nc7.duckdns.org
nc899945.duckdns.org
ndsytems.duckdns.org
necromancreas.duckdns.org
neoplan.duckdns.org
net314.duckdns.org
netcattcp.duckdns.org
newbyl.duckdns.org
newby.duckdns.org
newdoamin.duckdns.org
newratsetup.duckdns.org
niggadick.duckdns.org
ninjakiwi.duckdns.org
njratserver2014.duckdns.org
nomidx.duckdns.org
nopizzaforyoukid.duckdns.org
notarat.duckdns.org
nothinglose4u.duckdns.org
novacbitch.duckdns.org
nurettingemici.duckdns.org
okan.duckdns.org
olciOx.duckdns.org
oldgamespc.duckdns.org
oliwia.duckdns.org
omotor.duckdns.org
onedrive.duckdns.org
onthefly.duckdns.org
onurdayz.duckdns.org
onyxdc.duckdns.org
osc.duckdns.org
osycraft.duckdns.org
owcnetworks.duckdns.org
owgems.duckdns.org
owned420.duckdns.org
ozandeneme.duckdns.org
ozowarac.duckdns.org
pandaa.duckdns.org
pandaexpresso.duckdns.org
paparia.duckdns.org
papyrus.duckdns.org
partyboo.duckdns.org
pentaproxy.duckdns.org
perfectrdc.duckdns.org



pilaponei.duckdns.org
piordrin.duckdns.org
pisagor.duckdns.org
pixelleer.duckdns.org
pnbl.duckdns.org
pokes.duckdns.org
poopdog?2.duckdns.org
potatoes.duckdns.org
prdtfcr.duckdns.org
primaverra.duckdns.org
princechidozie.duckdns.org
privado.duckdns.org
probmwdc.duckdns.org
projectk.duckdns.org
prologueq.duckdns.org
promes.duckdns.org
proxyip.duckdns.org
puterface.duckdns.org
geleshackerr.duckdns.org
gik.duckdns.org
gx0.duckdns.org
radio4ever.duckdns.org
radyom.duckdns.org
ranger.duckdns.org
raptorsdc.duckdns.org
rareone.duckdns.org
raringdc.duckdns.org
raskovr.duckdns.org
rat101.duckdns.org
rat4ulifeless.duckdns.org
rat62.duckdns.org
ratdenemel7.duckdns.org
ratoka.duckdns.org
ratratface.duckdns.org
ratserverl.duckdns.org
ratssn.duckdns.org
raxor123.duckdns.org
realtek-dns.duckdns.org
receptt.duckdns.org
rectoven.duckdns.org
redsky1903.duckdns.org
redz.duckdns.org
rekked.duckdns.org
remoterat.duckdns.org
restbrain.duckdns.org
rest.duckdns.org
riet.duckdns.org
righteras.duckdns.org
riki.duckdns.org
ripdown.duckdns.org
risenshadow.duckdns.org
root256.duckdns.org
rootfix.duckdns.org



rsps4life.duckdns.org
ryan05055.duckdns.org
ryu.duckdns.org
sadasfasd6.duckdns.org
sadecebenl3.duckdns.org
sadecemmo.duckdns.org
safari.duckdns.org
sagamatete.duckdns.org
sahut.duckdns.org
sallama.duckdns.org
sametklou.duckdns.org
sametrat.duckdns.org
samoo.duckdns.org
samor.duckdns.org
sarohan.duckdns.org
sasbox.duckdns.org
savagescape.duckdns.org
sayha053.duckdns.org
sboyerrat.duckdns.org
scrubsoftheinternet.duckdns.org
sealedking.duckdns.org
sealen.duckdns.org
seegale.duckdns.org
seff6000.duckdns.org
seggfaszi.duckdns.org
sendtome.duckdns.org
sergejsergejevic.duckdns.org
sergiel23456.duckdns.org
serser33.duckdns.org
sgrl23.duckdns.org
shabbushah.duckdns.org
shadowalker.duckdns.org
shakeuO7.duckdns.org
shawty123.duckdns.org
shet.duckdns.org
shg.duckdns.org
shittypocketmaker.duckdns.org
shot.duckdns.org
silvernetworks.duckdns.org
sistema2000.duckdns.org
sistema2111.duckdns.org
skrillex293.duckdns.org
slayt.duckdns.org
slender.duckdns.org
smaxzax.duckdns.org
sniperkesh.duckdns.org
somanypeeps.duckdns.org
sonhandc.duckdns.org
sonsuzadek07.duckdns.org
souljaboi.duckdns.org
sporttv.duckdns.org
spynet133.duckdns.org
spynetmuco2.duckdns.org



spynetsavi2.duckdns.org
sserebuild.duckdns.org
steal.duckdns.org
steamprintsupport.duckdns.org
stef139.duckdns.org
stkb007.duckdns.org
storpik.duckdns.org
streethost.duckdns.org
sunmark.duckdns.org
superdank.duckdns.org
swaggedout.duckdns.org
swanox.duckdns.org
swervelum.duckdns.org
syshelp.duckdns.org
systole080.duckdns.org
sytemdns.duckdns.org
t96.duckdns.org
tahanj.duckdns.org
takutaku.duckdns.org
tankerz.duckdns.org
tarikgumus1414.duckdns.org
teamc.duckdns.org
tehfragtv.duckdns.org
tender.duckdns.org
teshan12345.duckdns.org
testiranjekurca.duckdns.org
testnj.duckdns.org
testserl.duckdns.org
th3darkkn1ght76.duckdns.org
thecrew.duckdns.org
thegoat2.duckdns.org
thegoat.duckdns.org
thegodisbeast.duckdns.org
thegoose.duckdns.org
thermal.duckdns.org
thrashmetal.duckdns.org
timer.duckdns.org
tinl.duckdns.org
tinymanipulator.duckdns.org
titono.duckdns.org
tjusuf.duckdns.org
tm4.duckdns.org
tolga2767.duckdns.org
tombul.duckdns.org
topkek.duckdns.org
torrentr.duckdns.org
totohablo.duckdns.org
t-rex.duckdns.org
trojan1643.duckdns.org
trojan7316.duckdns.org
trojan.duckdns.org
tryhardsatwork.duckdns.org
tufan.duckdns.org



turaniadc.duckdns.org
turk77.duckdns.org
twodrive.duckdns.org
typoon.duckdns.org
ukon123.duckdns.org
unkassal.duckdns.org
unkassa2.duckdns.org
unlucky02.duckdns.org
updatechrome.duckdns.org
updatejava.duckdns.org
update-system.duckdns.org
uploadvbc.duckdns.org
urlhost.duckdns.org
utoolate.duckdns.org
uyurkezer.duckdns.org
v4g.duckdns.org
vannamarie.duckdns.org
vbcupload.duckdns.org
verex.duckdns.org
vicky241.duckdns.org
victiml.duckdns.org
villainking89.duckdns.org
vinzbzh.duckdns.org
viole.duckdns.org
visualhd.duckdns.org
vladil2.duckdns.org
voidim.duckdns.org
vsvs.duckdns.org
vvz.duckdns.org
vyndarhf.duckdns.org
wachidlan.duckdns.org
walterwhite.duckdns.org
wedemboys.duckdns.org
whateveryouwant.duckdns.org
whiteleak.duckdns.org
whoisme.duckdns.org
whyueatsomuch.duckdns.org
win32.duckdns.org
windows32.duckdns.org
windowsty.duckdns.org
winto.duckdns.org
winupdate.duckdns.org
wodka.duckdns.org
woolydong.duckdns.org
wortex1423.duckdns.org
wowger.duckdns.org
wowimcool.duckdns.org
wuzal001.duckdns.org
wwvrtwvert.duckdns.org
www.freef.duckdns.org
www.ichorx.duckdns.org
www.prologueq.duckdns.org
x121xx.duckdns.org



http://www.freef.duckdns.org
http://www.ichorx.duckdns.org
http://www.prologueq.duckdns.org

x3mop.duckdns.org
xarmagedony.duckdns.org
xb7.duckdns.org
xdeniz059.duckdns.org
xendrarat.duckdns.org
xgdf5f.duckdns.org
xitzfreezzz.duckdns.org
xtg.duckdns.org
xtreme.duckdns.org
xxamrrashadxx.duckdns.org
xxturkes.duckdns.org
yarak.duckdns.org
yarakerdem.duckdns.org
yarkyodark.duckdns.org
yarrakelo.duckdns.org
yasarbolat.duckdns.org
yerimseni.duckdns.org
yorat.duckdns.org
youknowme.duckdns.org
youwishbro.duckdns.org
yuzsuza.duckdns.org
zakzouk.duckdns.org
zcrystallize.duckdns.org
zdoox.duckdns.org
zentic.duckdns.org
zeus666.duckdns.org
ziaurus111.duckdns.org
ziaurus11.duckdns.org
zopal.duckdns.org

SIM-2198759 - July 29, 2015, 3:33 pm
(Jul 29, 2015 03:30 PM)A?m2ba Wrote: [CITE] one huge ass -snip-scrubsoftheinternet.duckdns.org
Imao, some of the domains are amusing

Armada - July 29, 2015, 3:38 pm

(Jul 29, 2015 03:33 PM)?DeathStrOke Wrote: [CITE] scrubsoftheinternet.duckdns.org Imao, some of
the domains are amusing

My favorite is already posted in OP my "Point of note" with a HF member directly asking on
Google+ why their domain got nuked.

- Look at their DNS name, and consider the following:
"These people are considered Hackers"

SIM-2198759 - July 29, 2015, 4:32 pm
(Jul 29, 2015 03:38 PM)A?m2ba Wrote: [CITE] My favorite is already posted in OP my "Point of note"
with a HF member directly asking on Google+ why their domain got nuked.

- Look at their DNS name, and consider the following:
"These people are considered Hackers"
Yeah, i saw it, the same guy made a thread you also linked in the OP ?

?Syria - July 29, 2015, 8:47 pm
(Jul 22, 2015 10:23 PM)A?m2ba Wrote: [CITE] Myself and another are currently working on this now.


https://hackforums.net/showthread.php?pid=47235580#pid47235580
https://hackforums.net/showthread.php?pid=47235632#pid47235632
https://hackforums.net/showthread.php?pid=47235699#pid47235699
https://hackforums.net/showthread.php?pid=47134891#pid47134891

?
i want first pick! :)??

geezus - July 31, 2015, 1:50 am
How exactly is jumping ship to another free dns provider going to help?

When no-ip went down everyone migrated to duckdns, so using freedns will only delay your fate.

Ive been using duckdns and all my domains are in that list.
changeip = banned

freedns =banned

duckdns =honeypot

no-ip =honeypot

| think its safe to say that if your going to be doing anything criminal it might be a good idea to
invest in some OPSEC and use your own DNS.

Think of it like a botnet do you use free hosting that can be banned/shutdown/reported easily.....NO
SO go the extra mile and buy a cheap vps to setup your own DNS

Here is an update client that works wit a large number of DynDNS providers.
http://www.directupdate.net/

Spoiler (Click to View)
List of Dynamic DNS services/providers supported by DirectUpdate:

OpenDNS.be

dnsQ.org

DDNS.nu

GNUDIP Generic

miniDNS

BIND / DNS UPDATE (RFC2535)
Windows 2000/2003 DNS server
2MyDNS

3322.0rg (China)

3domain

www.address.net

BKBNET

cdmon.com

ChangelP

cjb.net

Constant Time Dynamic DNS
CrystalDNS.com

dhs.org

DipDNS Network
DJsWeb.com

DNBuy.net

DNIP.NET

everynet.de

dns4biz.com

dnsArt.com

DNSD.be

DNSDynamic.org



http://www.directupdate.net/
javascript:void(0);
http://www.address.net

DNSEver.com

DNSexit

DNS Made Easy
DNSMax

DNS-O-Matic

DNS Park
DNSUpdate.de

DNS Wizard

DollarDNS
DomainMonger
DotYou.Com
DreamHost.com
DSLReports

DtDNS

DYN.CA

dyn.ee

Dymani.co.za
Dynddns.us
DynDNS.dk

dynDNS.it
DynDNS.com (Custom)
DynDNS.com (Dynamic)
DynDNS.com (Static)
DynDNSServices.com
DynDSL

DyNS.cx

DynSERV

DynU.com Basic
DYNUP.net

DynU.com Premium
DynZone.com - Dynamic and Static DNS Services
easyDNS/Caprica
easyDNS

easyDNS Partner Services
EditDNS.net

eNom, Inc.
EuroDynDNS
EveryDNS

FirstLink Networks
FreeDNS.afraid.org
FrostByte
GetmylP.com

Global RAID
Gradwell.com
GratisDNS.de
GratisDNS.dk
Hébergement-Dynamique.com
HK DDNS Service
InexpensiveDomains.com
ipatual.com.br
ippages.com
ipUpdater.com
Joker.com



Kontent.de
LoopiaDNS

m2f.at dyndns service
Microtech Limited
MintDNS

MyDDNS - AlwaysON DDNS Sevice
MyDyn.de
MyDynIP.org
MylIP.us
NameCheap.com
NerdCamp
Nettica.com
No-IP.com

NOLS

nsl.net

ODS.org
OpenDNS.com
orgDns.org
OVH.com
PimpDomain
ProNICSolutions.com
ProutDNS

Pymcom
RegFish.com
RegisterFly.com
Rollernet.us
SelfHost.de
ServerThuis

Simple DNS Plus
Sitelutions (Free Dynamic DNS)
Strato

Talessa

Tekdns.org

Tekea DNS
ThatlP.com

Tiger Direct Domains
TopDNS.com

Tunnel Router Project
TZO.com
ULimit.com
WaffullTechSystems
Widge.Net
WorldNet.nl

World Wide DNS
XName

XpertbNS

Yi.org

YYweb.com
Zerigo.com

Zone.be
ZoneEdit.com
ZoneEdit legacy
ZoneEdit partner



?

Armada - July 31, 2015, 10:59 am
(Jul 31, 2015 01:50 AM)geezus Wrote: [CITE] -Snip-
Added to OP, Thanks for the info ?

Armada - January 30, 2017, 2:21 am
Giving this a bit of a bump, | can not believe people are still recommending DuckDNS for RATS.

Avira - January 30, 2017, 5:03 am
(Jul 23, 2015 12:23 PM)IAmEXxploit Wrote: [CITE] You can all blame this retard for losing your slaves.

Spoiler (Click to View)
This retard?

The real retards here are the ones using DuckDNS for illegal use.
You all deserve what you get : ")

Tripo5 - February 28, 2017, 2:02 pm
Oh shit i been using a honeypot for 2 years ...... And | wonder why half my clients disappear fairly
quick.

Mr Meeseeks - February 28, 2017, 2:04 pm
Is there any mainstream free DNS servers that aren't taken over?

Human - February 28, 2017, 2:06 pm
So what DNS do | use shiteroos.

HOLLOWZ - February 28, 2017, 4:02 pm
Jesus thank god I just got back into ratting welp gotta figure out how to setup a VPN with
portforwading and no logs.. anyone know if RA4W is promising to use?

Human - February 28, 2017, 4:03 pm

(Feb 28, 2017 05:02 PM)HOLLOWZ Wrote: [CITE] Jesus thank god | just got back into ratting welp
gotta figure out how to setup a VPN with portforwading and no logs.. anyone know if RA4W is
promising to use?

a lot of people recommend ra4w. Id say its safe to use.

TOM - April 10, 2017, 3:02 pm
Armada Thanks for your Time and for making this Thread you saved lots members time , who is
going after free dns services ?

| noticed that lots of Users are using Duckdns and this will be really useful information for those
who using it

Squrr - April 10, 2017, 4:38 pm

(Feb 28, 2017 05:03 PM)Dadd Wrote: [CITE] a lot of people recommend radw. Id say its safe to use.
I love RA4W. Also to add on, even though Armada was nice enough to provide the new DNS, last |
checked you could still use theirs. If theres any benefit to using Armada’'s over RA4W's please let
me know ?
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Armada - April 10, 2017, 5:07 pm

(Apr 10, 2017 04:38 PM)Shaso Wrote: [CITE] | love RA4W. Also to add on, even though Armada was
nice enough to provide the new DNS, last | checked you could still use theirs. If theres any benefit to
using Armada's over RA4W's please let me know ?

| think you may be confused.

RA4W is a VPN service, | offer a DNS service.

No VPN service as of yet, but IDK, maybe one day.

Toxic Hacker - October 10, 2017, 12:44 pm
Which DNS should | prefer use now? ;x

run2017 - November 11, 2017, 6:51 am
(Jul 24, 2015 03:27 PM)Fudster Wrote: [CITE] Stop using free DNS services. Just buy your own
domain Or hell...I could open a DNS service heh....$1 a year per dns? :d

How to set up DNS services with own domain? | have a domain. Any tutorial?
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