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 Velozity™ - September 6, 2015, 9:33 pm 
Secure Chat System v1.0
 Ever needed that touch of security that is easily accessible?
 You now have it.
 
 ------
 
 
 
 ------
 
 All you have to do, is open up the program and receive your ID.
 Exchange ID's with your partner, and hit "Connect", the connection would have been made.
 Talk Away. :)
 
 -All Messages are encrypted within the connection of Rijndael AES
 -Soon to be hosted by a full-time server, no IP grabbing.
 -Fully secure TCP connection.
 -SOON to require a password.
 
 ------
 
 Download: http://www.mediafire.com/download/3o5fkp3wf1dkmgz/SCS.zip
 Virus Total: 
https://www.virustotal.com/en/file/5bf8bbc45f597508db03885496c372fa67636c2773144851e222e3
d64becf226/analysis/1441600340/
 
 Thanks for checking it out. 
 Lots of updates to be done over the course of 2 weeks.

NoodleBot™ - September 6, 2015, 9:35 pm 
Would be nice to know more about encryption methods and how it's safe or safer compared to other
tools and programs?

Velozity™ - September 6, 2015, 11:15 pm 
 (Sep 6, 2015 09:35 PM)NoodleBot™ Wrote: [CITE] Would be nice to know more about encryption
methods and how it's safe or safer compared to other tools and programs?
 Updated,
 
 Sorry I am on my phone and doing my best currently.
 More features of course including more advanced cryptography implemented.

Velozity™ - September 7, 2015, 12:42 am 
 (Sep 7, 2015 12:11 AM)Yani Wrote: [CITE] This isn't the correct section if you aren't posting any of
your code.
 I also have lots of concerns about whether this would be actually safe or not.
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 I probably feel this way because you call your ID's "Hashes", which makes me wonder if you even
understand security.
 
 Oh and if you call it secure, at least post the details about your security instead of just mentioning
AES.
 Ex: https://github.com/irungentoo/toxcore/blob/master/docs/updates/Crypto.md
 
 Good luck with this project. I've been wanting to make a chat client myself for a while.
 No, I'm 100% sure this is the correct section to post this. :P

Jisatsu - September 8, 2015, 4:54 pm 
Doesn't tcp connection show IP? To make it secure it would need to be hosted on server and no
logs kept there.
 (of course vpn would make it a little more secure)
 
 The idea sounds pretty great though.
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