
Forum:Hack Forums 

 Thread: DO NOT USE FreeDNS.Afraid.org!!!
 

 Tennessee - September 20, 2015, 12:45 pm 
So, on 9/15/15 my FreeDNS.Afraid account got limited and I can now no longer use my account.
Out of no where this happened, I wasnt doing anything out of my normal routine of ratting or
anything.
 
 Here is the picture of my IP black listed and all the information that freedns.afraid has gathered
about me...
 
 I do not think it is safe for anyone to use FreeDNS.Afraid do to the amount of information they
gather.
 
 [img]http://s12.postimg.org/moc303vu5/my_ip_black_listed.png[/img]
 
 FML.. Just Fucking great.. Thats all I need is some pig at my door step.
 Read this.. FreeDNS uses this company for blacklisting and for investigations..
 [img]http://s23.postimg.org/k7x7xge4b/fml.png[/img]
 
 
 ?
 DNS Host To Use (SAFE):
 Respond to
  thread and I will add to post.
 
 DNS Host Not To Use (NOT SAFE):
 Freenom
  (Sep 20, 2015 01:54 PM)sudoaptgetusr Wrote: [CITE] My Freenom domain was deactivated within a
week after using it some time ago. Don't use it.DuckDNS
 FreeDNS.Afraid
 no-ip

xxleonderpxx - September 20, 2015, 12:59 pm 
Thanks for the heads-up dude, this sucks ;/

FSBN - September 20, 2015, 1:07 pm 
nawwww that sucks tho... I hope this is a troll

SIM-2502833 - September 20, 2015, 1:09 pm 
Woah, duckdns, now freedns, what now?
 
 Anyone have an alternative? I need to restart everything now :/

Krew - September 20, 2015, 1:11 pm 
Would running a DNS server be safe?
 
 I have quite a few 10Gbit servers laying around...

https://hackforums.net
https://hackforums.net/showthread.php?tid=4994615
https://hackforums.net/showthread.php?pid=47915800#pid47915800


SIM-2502833 - September 20, 2015, 1:12 pm 
^I highly doubt you would get in trouble, if you start one up, be sure to let me know :P

Tostig - September 20, 2015, 1:13 pm 
Use a VPN while doing this. Even then, it's unfortunate, since the server of the VPN you're using
might get investigated.

Fudster - September 20, 2015, 1:14 pm 
Buy your own VPS. install CPanel DNS only on it? :P
 
 https://documentation.cpanel.net/display/ALD/Installation+Guide+-+Install+cPanel+DNSONLY

y B Z - September 20, 2015, 1:18 pm 
lol 9/55 detectin rate prayers

IHasBrains - September 20, 2015, 1:29 pm 
Thank you for posting this! Ill consider switching to an other dns, which is not overused.

Vault-tec headquarters - September 20, 2015, 1:29 pm 
I saw a post a few weeks ago about a .tk dynamic dns site.. anyone catch what it was?

IHasBrains - September 20, 2015, 1:31 pm 
 (Sep 20, 2015 01:29 PM)Vault-tec headquarters Wrote: [CITE] I saw a post a few weeks ago about a
.tk dynamic dns site.. anyone catch what it was?
 You can use a *.tk domain (or any other from freenom.com) instead of a dns server.

'Cynical - September 20, 2015, 1:32 pm 
Can someone explain to me why you don't just buy a domain from namecheap or something?
 Namecheap even accepts BTC.

J?son - September 20, 2015, 1:34 pm 
 (Sep 20, 2015 01:29 PM)Vault-tec headquarters Wrote: [CITE] I saw a post a few weeks ago about a
.tk dynamic dns site.. anyone catch what it was?
 I believe you are talking about http://www.freenom.com

Tennessee - September 20, 2015, 1:39 pm 
Sorry about the bad news.. I just don't want anyone that is using their home connection to RAT to
get in trouble. I will try to find another DNS place and let you guys know what I find. 
 
 Whats the deal with DuckDNS? Are they cracking down as well?

xxleonderpxx - September 20, 2015, 1:41 pm 
 (Sep 20, 2015 01:39 PM)Tennessee Wrote: [CITE] Sorry about the bad news.. I just don't want
anyone that is using their home connection to RAT to get in trouble. I will try to find another DNS
place and let you guys know what I find. 
 
 Whats the deal with DuckDNS? Are they cracking down as well?
 Yeah duckdns is part of a honeypot network now.

ze-slade - September 20, 2015, 1:42 pm 
Well, seems like all dns providers are cracking down.

Armada - September 20, 2015, 1:50 pm 

https://documentation.cpanel.net/display/ALD/Installation+Guide+-+Install+cPanel+DNSONLY
https://hackforums.net/showthread.php?pid=47915479#pid47915479
https://hackforums.net/showthread.php?pid=47915479#pid47915479
http://www.freenom.com
https://hackforums.net/showthread.php?pid=47915600#pid47915600


Man, I knew it would not be long.
 
 They saw the influx of malware use and did what every other free provider is going to do. - Crack
down.
 
 I find it again important to note the following thread:
 https://hackforums.net/showthread.php?tid=4921786
 
 For RA4WVPN users, I have premade DNS already, see THIS SPREAD SHEET

Tennessee - September 20, 2015, 1:51 pm 
Where has the privacy of the web gone! I remember 3-5 years ago when ratting was never an issue.
We all used no-ip without any issues, until they were bought out.

sudoaptgetusr - September 20, 2015, 1:54 pm 
 (Sep 20, 2015 01:34 PM)ROOT Wrote: [CITE] I believe you are talking about 
http://www.freenom.comMy Freenom domain was deactivated within a week after using it some time
ago. Don't use it.

Vault-tec headquarters - September 20, 2015, 2:07 pm 
ya know out of all the things i've seen on here i'm suprised i havn't seen someone come forward and
come out with a dns for people to use without fear of it being like noip or duckdns. If i own my own
domain through godaddy how would i use it as a dynamic dns like freedns?

SIM-2502833 - September 20, 2015, 2:15 pm 
 (Sep 20, 2015 02:07 PM)Vault-tec headquarters Wrote: [CITE] ya know out of all the things i've seen
on here i'm suprised i havn't seen someone come forward and come out with a dns for people to use
without fear of it being like noip or duckdns. If i own my own domain through godaddy how would i
use it as a dynamic dns like freedns?
 See Armada's post.. He does exactly that.

Mikael Blomkvist - September 20, 2015, 2:16 pm 
 (Sep 20, 2015 01:32 PM)Roku991969 Wrote: [CITE] Can someone explain to me why you don't just
buy a domain from namecheap or something?
 Namecheap even accepts BTC.
 Yeah, i was thinking of this... there are domains even at 1$ with BTC there.

Tennessee - September 20, 2015, 2:18 pm 
 (Sep 20, 2015 02:07 PM)Vault-tec headquarters Wrote: [CITE] ya know out of all the things i've seen
on here i'm suprised i havn't seen someone come forward and come out with a dns for people to use
without fear of it being like noip or duckdns. If i own my own domain through godaddy how would i
use it as a dynamic dns like freedns?I have thought about this multiple times. I just need to sit down
and do some research on how to do it.

Armada - September 20, 2015, 2:19 pm 
 (Sep 20, 2015 02:15 PM)MrMcShroom Wrote: [CITE] See Armada's post.. He does exactly that.
 And currently using my resources to finalize one for us all correctly.
 My apologies folks, quality takes time.  Service is live, Im not convinced on security testing yet
however.
 
 Use my FREE service offered, HERE for the time being.?

SIM-2502833 - September 20, 2015, 2:30 pm 
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 (Sep 20, 2015 02:19 PM)A?mªÐa Wrote: [CITE] And currently using my resources to finalize one for
us all correctly.
 My apologies folks, quality takes time.  Service is live, Im not convinced on security testing yet
however.
 
 Use my FREE service offered, HERE for the time being.?
 Do you have a list for 143VPN servers? I can make one for you if you'd like, if not, I will jsut give
you one server I normally use later in PM ?

?Syria - September 20, 2015, 3:19 pm 
 (Sep 20, 2015 01:11 PM)Krew Wrote: [CITE] Would running a DNS server be safe?
 
 I have quite a few 10Gbit servers laying around...
 Better to use off shore ones

Armada - September 20, 2015, 3:23 pm 
 (Sep 20, 2015 02:30 PM)MrMcShroom Wrote: [CITE] Do you have a list for 143VPN servers? I can
make one for you if you'd like, if not, I will jsut give you one server I normally use later in PM ?
 I will gladly generate a list if one is provided to me ?

QU?CKSILVER - September 20, 2015, 3:46 pm 
As someone mentioned several days ago, try to locate DNS providers that are not popular or
common before even thinking about getting a domain name. This reduces the risk of getting your
shit seized A LOT for these kind of purposes...
 
 After most of these public DNS services went bitchy, I just stopped relying on any public DNS
service providers at the moment... I'm taking advantage of a free domain name that is in-built an IP
Camera that I own. The surveillance company that sells it (not gonna mention the name) hosts their
own DDNS service for their customers to use and it's freaking amazing. I just need to keep the
camera connected to my home Internet connection, it scans for IP changes every 1 minute or less
and updates everything really fast. It's been more than a year and nothing has happened.

Armada - September 20, 2015, 3:49 pm 
BUY A DOMAIN
 
 Problem solved...

QU?CKSILVER - September 20, 2015, 3:51 pm 
 (Sep 20, 2015 03:49 PM)A?mªÐa Wrote: [CITE] BUY A DOMAIN
 
 Problem solved...
 Definetely, but ever heard about the miserable people who don't want to spare a single buck for
their own good? There are plenty of them, lol

Armada - September 20, 2015, 3:54 pm 
 (Sep 20, 2015 03:51 PM)DJPunisher Wrote: [CITE] Definetely, but ever heard about the miserable
people who don't want to spare a single buck for their own good? There are plenty of them, lol
 Then you send to my thread here:
 https://hackforums.net/showthread.php?tid=4921786
 ?

Tennessee - September 20, 2015, 4:19 pm 
If I were you guys and I was using FreeDNS I would go ahead and transfer my slaves.. 

https://hackforums.net/showthread.php?pid=47916070#pid47916070
https://hackforums.net/showthread.php?tid=4921786
https://hackforums.net/showthread.php?pid=47915261#pid47915261
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 If you think its safe to use them think again and read this. 
 This is the company that FreeDNS uses to do blacklists and investigations..
 [img]http://s23.postimg.org/k7x7xge4b/fml.png[/img]

Cyb3rW0lf - September 20, 2015, 7:15 pm 
Not sure about this dns, because I just started to use it but changeip might work. I want some
verification tho.

Tennessee - September 20, 2015, 7:42 pm 
 (Sep 20, 2015 07:15 PM)Cyb3rW0lf Wrote: [CITE] Not sure about this dns, because I just started to
use it but changeip might work. I want some verification tho.Cyb3rW0lf, I am using ChangeIp right
now as well. I'm not sure if they are going to let me rat or not... we will see.

Pharmacist - September 20, 2015, 7:47 pm 
This is what happens when you don't know what to look for. 
 OP, use a German/Russian VPN and google search "Dynamic DNS server inurl:".de" or ".ru" "
 
 This will only bring up results from Russia/Germany, and they are much safer.

Cyb3rW0lf - September 20, 2015, 8:10 pm 
 (Sep 20, 2015 07:47 PM)Humiliated Wrote: [CITE] This is what happens when you don't know what
to look for. 
 OP, use a German/Russian VPN and google search "Dynamic DNS server inurl:".de" or ".ru" "
 
 This will only bring up results from Russia/Germany, and they are much safer.
 Thank you, I am new here and you are right I don't know what to look for thank you for telling me
and some of the new people?

Esme - September 20, 2015, 8:12 pm 
 (Sep 20, 2015 07:15 PM)Cyb3rW0lf Wrote: [CITE] Not sure about this dns, because I just started to
use it but changeip might work. I want some verification tho.
 It'll only be a matter of time before they start cracking down like the rest of the free DNS providers.

f1sh - September 20, 2015, 8:19 pm 
Looks like someone reversed your executable and reported your DNS, whether or not you want to
keep using them is up to you...nevertheless trusting an outside source like this is just a bad idea in
the long run.

#Skyline - September 20, 2015, 9:12 pm 
Nothing comes good out of public DNS providers, I guess noobs will be noobs. 
 I'd recommend creating your own DNS.
 
 They wouldn't of taken action unless your DNS was reported to your provider for malicious activity.
 
 Your spreading methods fucked you up here, someone traced your malware and did alittle bit of
analyzing to your malware, the user who analyzed your malware would of reported you to your DNS
provider because of this.

FastCrypt - September 20, 2015, 10:49 pm 
 (Sep 20, 2015 12:45 PM)Tennessee Wrote: [CITE] So, on 9/15/15 my FreeDNS.Afraid account got
limited and I can now no longer use my account. Out of no where this happened, I wasnt doing
anything out of my normal routine of ratting or anything.
 

https://hackforums.net/showthread.php?pid=47919049#pid47919049
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 Here is the picture of my IP black listed and all the information that freedns.afraid has gathered
about me...
 
 I do not think it is safe for anyone to use FreeDNS.Afraid do to the amount of information they
gather.
 
 [img]http://s12.postimg.org/moc303vu5/my_ip_black_listed.png[/img]
 
 FML.. Just Fucking great.. Thats all I need is some pig at my door step.
 Read this.. FreeDNS uses this company for blacklisting and for investigations..
 [img]http://s23.postimg.org/k7x7xge4b/fml.png[/img]
 
 
 ?
 DNS Host To Use (SAFE):
 Respond to
  thread and I will add to post.
 
 DNS Host Not To Use (NOT SAFE):
 Freenom
 DuckDNS
 FreeDNS.Afraid
 no-ipThey won't bother targeting you so don't worry.

President Morty - September 20, 2015, 11:15 pm 
 (Sep 20, 2015 10:49 PM)KeepFud Wrote: [CITE] They won't bother targeting you so don't worry.
 Doesnt mean the DNS provider wont ban you

topkekm80s - September 20, 2015, 11:25 pm 
Why do people not know about and use this feature in LL!?!? It's a really REALLY important one!
 
 
 In short, make a pastebin account or a website and set the bots to look at the site on boot. (It's
done automatically when you set the target site). USE THIS! 
 If your DNS gets shut down, make a cmd and post it there on the target site you set.
 More here: https://hackforums.net/showthread.php?tid=4826868

FastCrypt - September 20, 2015, 11:47 pm 
Pretty nice stuff right here ^.

Armada - September 21, 2015, 12:05 am 
 (Sep 20, 2015 11:25 PM)topkekm80s Wrote: [CITE] Why do people not know about and use this
feature in LL!?!? It's a really REALLY important one!
 
 
 In short, make a pastebin account or a website and set the bots to look at the site on boot. (It's
done automatically when you set the target site). USE THIS! 
 If your DNS gets shut down, make a cmd and post it there on the target site you set.
 More here: https://hackforums.net/showthread.php?tid=4826868
 So few users utilize these options correctly.
 - Software so powerful and yet people dont understand its functionality.
 
 It is a delight to me when I see THREADS LIKE THIS posted.
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vanphi89 - September 21, 2015, 1:53 am 
 (Sep 20, 2015 03:49 PM)A?mªÐa Wrote: [CITE] BUY A DOMAIN
 
 Problem solved...
 really?
 buy at goldaddy?

Armada - September 21, 2015, 1:55 am 
 (Sep 21, 2015 01:53 AM)vanphi89 Wrote: [CITE] really?
 buy at goldaddy?
 I recommend alpnames.com currently, they are cheaper, and do the same job.

Unturned - September 21, 2015, 1:57 am 
I still use no-ip for rats, you are just bunch of pussys

QU?CKSILVER - September 21, 2015, 10:17 am 
 (Sep 21, 2015 01:57 AM)Unturned Wrote: [CITE] I still use no-ip for rats, you are just bunch of
pussys
 Expect it to be fucked up sooner or later.

hassan94 - September 21, 2015, 10:26 am 
Cheers mate, good to know!!....

Mcbride - September 21, 2015, 10:48 am 
you shouldn't act surprised though, we all can't say we didn't see this coming.

matisshakeris - September 21, 2015, 11:26 am 
freedns.be.Afraid.hackers.org
 :(

?Syria - September 21, 2015, 4:11 pm 
 (Sep 20, 2015 04:19 PM)Tennessee Wrote: [CITE] If I were you guys and I was using FreeDNS I
would go ahead and transfer my slaves.. 
 If you think its safe to use them think again and read this. 
 This is the company that FreeDNS uses to do blacklists and investigations..
 [img]http://s23.postimg.org/k7x7xge4b/fml.png[/img]
 I dont think so because their network might be monitored

DamienVC - September 21, 2015, 11:40 pm 
 (Sep 21, 2015 04:11 PM)?Syriamanal Wrote: [CITE] I dont think so because their network might be
monitored
 FreeDNS is kill
 Get your own DNS guys.
 Or just use ChangeIP till it gets killed too XD

Tennessee - October 12, 2015, 5:29 pm 
Has everyone switched DNS's? If not I highly recommend switching to Fish dns.
 
 Edit: I did not mean to put duck dns lol

ACESLIMZ - October 12, 2015, 5:42 pm 
use fishdns thats like what everyone is using right now, im using it and using RawVPN i got 4 rats
running on fishDNS
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President Morty - October 12, 2015, 5:46 pm 
 (Oct 12, 2015 05:29 PM)Tennessee Wrote: [CITE] Has everyone switched DNS's? If not I highly
recomend switching to duck dns
 dafuq? I use FreeDNS, DuckDNS suspended me

Incendiary. - October 13, 2015, 1:40 am 
Do not use any public free DNS service. ffs people.
 FishDNS, Armadas one or make your own. Those are the only options. Stop being idiots.
 
 Also dont gravedig -.-
 That comment was not needed, especially since it contains false information.

Cryptiic - October 13, 2015, 9:42 am 
So would no-ip still be good?

DamienVC - October 13, 2015, 9:55 am 
 (Oct 13, 2015 09:42 AM)Cryptiic Wrote: [CITE] So would no-ip still be good?
 Not at all lol 
 Its one of the first DNS to go rogue

Cryptiic - October 13, 2015, 10:33 am 
 (Oct 13, 2015 09:55 AM)DamienVC Wrote: [CITE] Not at all lol 
 Its one of the first DNS to go rogue
 What would you recommend to use?

DamienVC - October 13, 2015, 10:36 am 
 (Oct 13, 2015 10:33 AM)Cryptiic Wrote: [CITE] What would you recommend to use?
 FishDNS https://hackforums.net/showthread.php?tid=4996047
 
 OP should edit the thread and recommend people to switch to FishDNS ( 
https://hackforums.net/showthread.php?tid=4996047 ) or get their own DNS setup/made

Tennessee - October 13, 2015, 11:32 am 
Sorry about my post lat night saying that you should use duck dns. I meant to put fish dns, it is the
most secure right now.

FRANKIE - October 13, 2015, 11:33 am 
Jesus christ are there any alternatives to use?

Tennessee - October 13, 2015, 11:34 am 
 (Oct 13, 2015 10:36 AM)DamienVC Wrote: [CITE] FishDNS 
https://hackforums.net/showthread.php?tid=4996047
 
 OP should edit the thread and recommend people to switch to FishDNS ( 
https://hackforums.net/showthread.php?tid=4996047 ) or get their own DNS setup/made
 Yes I most definitely agree. I would edit the post but I cant after so many minutes.
 
  (Oct 13, 2015 11:33 AM)FRANKIE Wrote: [CITE] Jesus christ are there any alternatives to use?
FishDns is hosted by a HF member and is legit and stable. He also created software that updates
your ip.

rvlt - October 13, 2015, 12:19 pm 
Use FreeDNS they said...
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 Atleast I use my vpn IP on FreeDNS.

Paul Wilson - October 13, 2015, 12:22 pm 
I have heard good stuff about fishDNS as of late, but I haven't used it myself so idk
 Otherwise use your own private, paid DNS

SIM-2502833 - October 13, 2015, 7:34 pm 
 (Oct 13, 2015 12:19 PM)rvlt Wrote: [CITE] Use FreeDNS they said...
 
 Atleast I use my vpn IP on FreeDNS.
 It was only recently revealed that FreeDNS is bad.

?Syria - October 25, 2015, 10:07 am 
Bumping this so the kids can see it

Brady1225 - November 8, 2015, 7:23 pm 
What DNS is safe now? Also, thanks for posting this.

Incendiary. - November 9, 2015, 12:28 am 
 (Nov 8, 2015 08:23 PM)Brady1225 Wrote: [CITE] What DNS is safe now? Also, thanks for posting
this.
 FishDNS.
 Or you own.

xReconx - December 31, 2015, 5:52 pm 
What can i use ? im using right now Domains where i manuel need to update every time my adress
cus my VPN ...

Armada - December 31, 2015, 5:56 pm 
I would personally recommend my service, listed in my signature.
 
 A new alternative, free service is offered called fag dns.

????ll?? - December 31, 2015, 6:09 pm 
thank you for the heads up bro!
 
 love you <3

Twixles - December 31, 2015, 9:31 pm 
I created my own for 1.02 euros per year, I suggest doing the same.

kurorolucifer23 - December 31, 2015, 11:25 pm 
 (Dec 31, 2015 10:31 PM)Twixles Wrote: [CITE] I created my own for 1.02 euros per year, I suggest
doing the same.
 you should make a tutorial how to make one... :D

Twixles - January 2, 2016, 9:21 am 
 (Jan 1, 2016 12:25 AM)kurorolucifer23 Wrote: [CITE] you should make a tutorial how to make one...
:D
 I made the tutorial :D
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