Forum:Hack Forums

Thread: How do you remain Anonymous/Undoxable?

Turning - October 29, 2015, 12:07 pm
Just looking for tips that i could use to help me with this. Also i am in the market to buy a new vpn
and i was just wondering what VPN do you guys recommend?

Sheeple - October 29, 2015, 12:08 pm
| use RA4AW vpn and | have nothing bad to say about it

Turning - October 29, 2015, 1:02 pm
Does anyone else have an idea's/tips?

Calcyon - October 29, 2015, 1:06 pm
| have Windows 8.1 installed on a VPS that's stored in a datacenter that | RDP on to do 99% of my
browsing / use Skype on.

On top of that, | have around ~7 different usernames, and all my info is being stored in KeePass
(Password encryption and storage).

| don't tell anyone online anything that gives a hint on my location (What school | attend, what state
| live in, how old | am), because in the long run those can all be put together to dox you.

So basically, my IP isn't on anything | login to (except HF) or on my Skype. | also have around ~7
usernames, so if someone googles one, they won't find all my accounts which limits the information
they can get on me (given they know it's correct since each website says a different thing).

Turning - October 29, 2015, 2:59 pm
(Oct 29, 2015 01:06 PM)Calcyon Wrote: [CITE] | have Windows 8.1 installed on a VPS that's stored
in a datacenter that | RDP on to do 99% of my browsing / use Skype on.

On top of that, | have around ~7 different usernames, and all my info is being stored in KeePass
(Password encryption and storage).

| don't tell anyone online anything that gives a hint on my location (What school | attend, what state
| live in, how old | am), because in the long run those can all be put together to dox you.

So basically, my IP isn't on anything | login to (except HF) or on my Skype. | also have around ~7
usernames, so if someone googles one, they won't find all my accounts which limits the information
they can get on me (given they know it's correct since each website says a different thing).

Damn man that was really detailed!

HFTetramorph - October 31, 2015, 1:37 pm

(Oct 29, 2015 12:08 PM)TrojanHF Wrote: [CITE] | use RA4W vpn and | have nothing bad to say
about it

A VPN doesn't make you undoxable OR Anonymous :L They have many good uses but alone don't
make you invisible.

What | reccomend: You are most likely going to get doxed unless you let it consume your life with
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your privacy. So instead, create a fake "person” this includes Name, Birthday, Family Name, and
such. Write down things like "First dog" or other common security questions.

Then only use this fake person's credential's everywhere. Be consistent and use the same
credentials when you can. This means if someone does dox you, multiple places report the same
fake information, so they think this is your legit dox.

ASLR - October 31, 2015, 1:43 pm
| don't, because no one gives a fuck about me, but if | needed to | would use a vm transparently
routing all traffic through tor and exiting through botnet socks. The rest is just opsec common sense.

?mad?us - October 31, 2015, 4:53 pm
There are 2 levels of who you want to protect yourself from.

Do you want to protect yourself from other people doxing/monitoring you or do you want to protect
yourself from the government?

I'll advance from there for a suitable answer for you.

Mutes - October 31, 2015, 5:30 pm
| don't because I'm an irrelevant speck. So are you. No one in authority gives a shit about your info.

poplop - October 31, 2015, 7:49 pm

(Oct 29, 2015 01:06 PM)Calcyon Wrote: [CITE] || don't tell anyone online anything that gives a hint
on my location (What school | attend, what state I live in, how old | am), because in the long run
those can all be put together to dox you.

Well now we are pretty sure you live somewhere where the state system is used :)

Gotta be more careful man :)

-noise - October 31, 2015, 8:39 pm
One of the best tips to stay anonymous is use different usernames. Try to not use the same. Keep
your personal details to yourself , even to good friends on the internet.

prada ? - October 31, 2015, 8:43 pm

(Oct 31, 2015 07:49 PM)poplop Wrote: [CITE] Well now we are pretty sure you live somewhere
where the state system is used :)

Gotta be more careful man :)

you can tell that from more than just the state system. doesnt narrow anything down really

Retaw - October 31, 2015, 8:44 pm
May | ask what country you are located in? This may help, due to different laws and such.

Jim Jones - November 1, 2015, 4:10 am

To remain anonymous i use hotspot shield, and when i get ratted from the massive amounts of porn
i download i use norton internet security to get rid of it. Firefox also has a great mode called
incognito so you are always anonymous. Good luck.

(Oct 31, 2015 08:44 PM)Keker Wrote: [CITE] May | ask what country you are located in? This may
help, due to different laws and such.Don't answer him OP he is trying to dox u.

Retaw - November 2, 2015, 3:02 pm

(Nov 1, 2015 05:10 AM)Jim Jones Wrote: [CITE] To remain anonymous i use hotspot shield, and
when i get ratted from the massive amounts of porn i download i use norton internet security to get
rid of it. Firefox also has a great mode called incognito so you are always anonymous. Good luck.
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Don't answer him OP he is trying to dox u.
LOL, not trying to dox it was just a test. ?

Turning - November 2, 2015, 3:04 pm
(Nov 2, 2015 04:02 PM)Keker Wrote: [CITE] LOL, not trying to dox it was just a test. ?
Haha my man i like your style.
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