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 priyanka11 - November 16, 2015, 2:51 am 
Cellphone is now very common these days and it has changed the way of bi-directional
communication. There are many operating system for mobile devices available but the most
common and the best operating system for mobile is Android, it is an OS means you can install
other applications on it. In Android application usually called apps or android apps.
 
 The risk of hacking by using mobile devices is very common and people are developing and using
different apps (application) for their hacking attack.These Android hacking app requires rooting in
your phone so before you go through these apps one should know about rooting which is explaned
in this article: How to hack your Android phones using Rooting and ROMSAndroid has faced
different challenges from hacking application and below is the list of application for android hacking
App
 
 1) Fing:
 
 Fing is a probably best used app for port scanning on a network. It gives a list of services, names,
spoof Mac address and much more.
 
 2) DroidSheep:
 
 Droidsheep is a MITM (Man In The Middle) spoof that grabs NON ssl (https,443) cookies of
facebook, twitter, etc. accounts and will open there session right on your phone (for all you kittens
out there looking to hack facebook, this is as close and easy as it will get)
 
 3) SpoofApp:
 
 Here is an app that spies at heart could use – SpoofApp. It allows you to use a fake Caller ID – a
number that you are free to specify yourself, in order to protect your privacy or to pull a prank on
someone. Sounds like fun, doesn’t it? Well, Apple didn’t think so, which is why it never allowed the
app to enter its App Store. Google, however, didn’t mind, which is why SpoofApp was available on
the Android Market for about two and a half years. However, it was banned from there last year as it
allegedly was in conflict with The Truth in Caller ID Act of 2009.This can be useful in social
engineering.
 
 4) WifiKill:
 
 WifiKill is in our handy handbook. You can read all about it. By the way its not ddosing in anyway.
Its a MITM attack that redirects the users connection back to there localhost (127.0.0.1)
 
 5) Network Spoofer:
 
 Network Spoofer is just an amazing app. It will allow you to do MANY ARP, MITM, attacks. It has
options like redirecting trafic on a network to any site you want. Change images on the network,
custom YouTube Videos, List goes on and on. Defiantly a app worth checking out.
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 6) Andosid:
 
 AnDOSid is the application which is used for DOS attacks from Android mobile phones.
 
 7) ConnectBot
 
 ConnectBot is an exceptionally well done SSH/Telnet client, which also acts as a terminal emulator
for the local Linux sub-system. While there are better terminal emulators (though not for free), there
is no question that ConnectBot is the absolute best SSH client available for Android.
 
 8) Exploitdb:
 
 We all should know what Exploit-db is.. if not well its a website ( http://www.exploit-db.com/ ) that
gives us a whole boat load of exploits to run in metasploit, etc. all it will do is update us on the new
exploit available to take over the world.
 
 9) HTTP ping:
 
 Simple app, nothing bit, test HTTP sites to see if there up or down. Great when you ddos and
wanna check really quick.
 
 10) FaceNiff
 
 FaceNiff is an Android app that allows you to sniff and intercept web session profiles over the WiFi
that your mobile is connected to. It is possible to hijack sessions only when WiFi is not using EAP,
but it should work over any private networks (Open/WEP/WPA-PSK/WPA2-PSK). It’s kind of like
Firesheep for android. Maybe a bit easier to use (and it works on WPA2!). Please note that if
webuser uses SSL this application won’t work.
 
 11) MAC (OUI) Database:
 
 Confused on where this MAC came from? well this app will give you full detail on everything you
need to know about a MAC address. amazing for information gathering.
 
 12) Network Port Database:
 
 Same as above but this will look up what should be running on a port after doing a port scan.
 
 13) Orbot:
 
 HELLO TOR for mobile. Perfect for staying on the DL (Not really) but it still gives you access to
.onion sites witch i love.
 
 14) Shark:
 
 Everyone knows what shark is. Wireshark on your mobile. Make sure you pick up the reader for it
too.
 
 15) Network Discovery
 
 Network Discovery is a handy tool for finding and enumerating devices on public WiFi networks.
Network Discovery uses a simple ping scan to find hosts on the network, and then allows the user to
select one of the found hosts to target for a TCP connect() scan.
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 16) WiFi Tracker:
 
 I think i paid for this app.. Don’t remember. But perfect for war driving.
 
 For DOWNLOADING link:
 
 Go To:
 
 http://blacklisthackers.com/25-android-hacking-app-that-will-turn-your-phone-into-a-hacking-device/

R2-D2 - November 17, 2015, 2:11 pm 
Thanks for sharing. I will be using some of the tools tomorrow, so hopefully they will work.

priyanka11 - November 17, 2015, 6:19 pm 
Your welcome buddy. If you like it shARE it among your friends :)

+mK - November 17, 2015, 7:33 pm 
zANTI is another good application, however, it runs it through their servers.

LSUEAUX - November 19, 2015, 5:16 am 
do you have anything for tracking Cell phones. i want to catch my cheating wife on the act and i
couldnt find anything on kickass

Tech - November 19, 2015, 3:49 pm 
 (Nov 19, 2015 06:16 AM)LSUEAUX Wrote: [CITE] do you have anything for tracking Cell phones. i
want to catch my cheating wife on the act and i couldnt find anything on kickass
 Hahahahahahaha, jeez man solid first post

Fish - November 19, 2015, 3:52 pm 
isint droid sheep broken? or atleast you cant get as much shit as you did back in 2007

GOD OF SARADOMIN - November 20, 2015, 4:00 am 
nice dude thank you that tutorial <3 KEEP HQ

Federiccio - November 22, 2015, 1:26 pm 
Fake GPS location spoofer is another cool app

jackharper - November 23, 2015, 2:16 am 
zAnti is nice and a complete app... you can do a lot more with it if you know what you are doing...
 zAnti can help Kali linux too in many ways...this combination is not much famous but very good for
me..

x.sporkbomb.x - June 1, 2016, 11:27 pm 
good list, has really good tools, what about 
 dsploit or now zanti

tokayto - June 2, 2016, 5:36 am 
Wifikill is my favorite so far. :)

Long Morrison - June 2, 2016, 5:41 am 
 (Jun 1, 2016 11:27 PM)x.sporkbomb.x Wrote: [CITE] good list, has really good tools, what about 
 dsploit or now zanti
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 dsploit is now with Zanti, but there is csploit to continue work of dsploit.

Lexxi. - June 2, 2016, 5:46 am 
thanks for this, posting to check it out soon :)

99DuDe - June 2, 2016, 6:53 am 
Thanks , DroidSheep is so good.

priyanka11 - June 3, 2016, 4:56 am 
Thanks for your feedback. I have uploaded more hacking apps into it - go check the link :)

Durham - June 3, 2016, 11:42 am 
Does any of these apps working with 6.0?

Eur0p - August 9, 2016, 11:56 am 
Many of them are only in demo for the free version and does not work well the rest is fine

priyanka11 - August 9, 2016, 2:33 pm 
 (Jun 3, 2016 11:42 AM)Durham Wrote: [CITE] Does any of these apps working with 6.0?
 Nop they work well in kitkat but not sure about lolipop,marshmallow
   (Aug 9, 2016 11:56 AM)Eur0p Wrote: [CITE] Many of them are only in demo for the free version and
does not work well the rest is fine
 You can find cracked version, if you find any difficulty finding them then you can contact me for full
version

Sidekiq - August 9, 2016, 2:48 pm 
 (Jun 3, 2016 11:42 AM)Durham Wrote: [CITE] Does any of these apps working with 6.0?
 I have used fing, connectbot and orbot in Marshmallow.
 Not sure about the others though.

priyanka11 - August 21, 2016, 9:40 pm 
 (Aug 9, 2016 02:48 PM)Sidekiq Wrote: [CITE] I have used fing, connectbot and orbot in
Marshmallow.
 Not sure about the others though.
 Did you find fing,connectbot and orbot useful? And if you know any other please let me know, so
that i can update this list. :)

VIRUSunknown - August 26, 2016, 3:48 pm 
 (Aug 21, 2016 09:40 PM)priyanka11 Wrote: [CITE] Did you find fing,connectbot and orbot useful?
And if you know any other please let me know, so that i can update this list. :)
 This list needs to be updated for there are apps on there that are outdated.

Slum - August 27, 2016, 3:59 pm 
I've tried Droidsheep, faceniff and shark but none of them works since 2013 I think?

VIRUSunknown - August 31, 2016, 4:48 pm 
 (Aug 27, 2016 03:59 PM)Slum Wrote: [CITE] I've tried Droidsheep, faceniff and shark but none of
them works since 2013 I think?
 Sounds about right. Lol seems like development has stopped for a lot of hijacking apps for some
reason

Client User - September 2, 2016, 12:23 pm 
thanks for sharing i will check these all
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oppkern - September 3, 2016, 4:50 pm 
Hi,
 
 Other similar good apps are: Netstat Plus, Packet Capture, Port Authority and soon will try out
Bugtroid Pentesting FREE

 


