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Thread: Introducing Onu.im | Instant Chat Links | 100% Secure & Anonymous | 100% Browser
Base

National Security Agency - December 4, 2015, 1:11 pm
The Onu.im Site Has Been Purchased By Inveno From The Original Owner
Inveno's Profile Link: https://hackforums.net/member.php?action=profile&uid=46373

"I'm the head of promotion at Onu.im and do not claim that | own the site.”

FOLLOW THE UPDATES: https://hackforums.net/showthread.php?tid=5086381

Inveno - December 4, 2015, 1:12 pm
Been using this now for a few hours with some people from Sythe! Is awesome man! Great work!

K?i?K - December 4, 2015, 1:13 pm
This concept is really nice, I'm gonna use it for further deals!

All the best dude

Inverion - December 4, 2015, 1:13 pm

I'm the back-end/lead developer of Onu.im and this is indeed anonymous, | have patched a few
bugs and it should be okay however if you do find any bugs please message me and I'll fix them as
soon as possible. Vouch for this site!

Enjoy chatting at Onu.im!

Cammy - December 4, 2015, 2:37 pm

| have little use for this since I'm not active in the marketplace or anything like that but you should
definitely get a sticky or something in there to further promote this product, has great potential

Good luck

¢ X y k - December 4, 2015, 3:02 pm
Sure is an interesting concept. Helped a bit with xCoder, it's a decent site.

Inverion - December 4, 2015, 3:08 pm
We've had some problems on the "current users" function but it has been fixed and there should not
be any more socket restarts. Remember to message me if you find any bugs.

Enjoy chatting!

Edit: Sorry for the restarts, there are issues we need to fix instantly.

Vobe - December 4, 2015, 3:08 pm
Love the idea and concept of it.
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Banker - December 4, 2015, 3:10 pm
This seems great, | expect to be using it alot.
Thanks!

Inverion - December 4, 2015, 3:14 pm

(Dec 4, 2015 04:10 PM)Banker Wrote: [CITE] This seems great, | expect to be using it alot.
Thanks!

Great! We seem to have fixed the premium icon bug and we expect to not have any more socket
downtime.

Welcome to Onu.im everyone and enjoy chatting!

henry - December 4, 2015, 3:14 pm
Is this open source? How can users be entirely sure this is logless besides your word?

Inverion - December 4, 2015, 3:16 pm

(Dec 4, 2015 04:14 PM)Orang Wrote: [CITE] Is this open source? How can users be entirely sure this
is logless besides your word?

Our chat Javascript is public (view source) however the server script is not, one reason is to protect
our code from being stolen.

If I could show users the server script | would but | sadly can't.
Thanks.

Canonsx130 - December 4, 2015, 4:53 pm
What kind of encryption is used ?

Alan Watts - December 4, 2015, 4:54 pm
Is this the same on that AloneVampire worked on?

Cammy - December 4, 2015, 4:56 pm
(Dec 4, 2015 05:54 PM)Alan Watts Wrote: [CITE] Is this the same on that AloneVampire worked on?
The URL rang a bell for me too but | did not bother checking it out

SIM-2285183 - December 4, 2015, 4:58 pm
It's about time this got released since you got scammed by whoever it was.

Inverion - December 4, 2015, 4:58 pm
(Dec 4, 2015 05:54 PM)Alan Watts Wrote: [CITE] Is this the same on that AloneVampire worked on?
Yes, correct! However | have recoded the back-end and it's a lot better now.

(Dec 4, 2015 05:53 PM)Canonsx130 Wrote: [CITE] What kind of encryption is used ?
Messages are not stored and only broadcasted once, to only those who are in the channel and
authorized.

Thanks.

haydrazs - December 4, 2015, 4:59 pm
how can | actually trust that its 100% secure

Canonsx130 - December 4, 2015, 5:00 pm
(Dec 4, 2015 05:58 PM)xCoderTV Wrote: [CITE] Yes, correct! However | have recoded the back-end
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and it's a lot better now.

Messages are not stored and only broadcasted once, to only those who are in the channel and
authorized.

Thanks.
So the message is being sent as plain-text?

Inverion - December 4, 2015, 5:03 pm

(Dec 4, 2015 06:00 PM)Canonsx130 Wrote: [CITE] So the message is being sent as plain-text?

It's websockets and there is no need to encrypt it as it's only sent to the clients once and not stored,
if it's a big concern I'll add HTTPS and encryption aswell.

(Dec 4, 2015 05:59 PM)haydrazs Wrote: [CITE] how can | actually trust that its 100% secure
I guess you will have to take our word as we can't share our server script to prevent the code being
stolen.

Thanks.

haydrazs - December 4, 2015, 5:04 pm
(Dec 4, 2015 06:03 PM)xCoderTV Wrote: [CITE] | guess you will have to take our word as we can't
share our server script to prevent the code being stolen.

Thanks.
So you cannot see current chat rooms that are in session? Why do we have to make accounts to
join if its purpose is to be anonymous?

Inverion - December 4, 2015, 5:06 pm

(Dec 4, 2015 06:04 PM)haydrazs Wrote: [CITE] So you cannot see current chat rooms that are in
session? Why do we have to make accounts to join if its purpose is to be anonymous?

This is anonymous and we can't share other users chat rooms as that would not be anonymous at
all. And no, you don't have to make an account at all, you could just register a alias instead.

Thanks.

Edit: We can only see the chatname, banned users and such in the database, no messages, IP's,
users online or such.

Cammy - December 4, 2015, 5:16 pm

(Dec 4, 2015 06:03 PM)xCoderTV Wrote: [CITE] | guess you will have to take our word

That's not how trust works though

You'll have to provide some solid backup to get people to use your service and only then you'll build
trust amongst the community

Inverion - December 4, 2015, 5:18 pm

(Dec 4, 2015 06:16 PM)Jawe Wrote: [CITE] That's not how trust works though

You'll have to provide some solid backup to get people to use your service and only then you'll build
trust amongst the community

Well | can't give out our server code as | don't want our code to be stolen, give me something | can
provide to prove that this is anonymous.

Thanks.
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ROFL OMG - December 4, 2015, 5:18 pm
Holy shit. This is so cool. Hope to see this get big.

Queen Cin - December 4, 2015, 5:20 pm
This is neat but | don't know how anonymous this will be.

Cammy - December 4, 2015, 5:23 pm
(Dec 4, 2015 06:18 PM)xCoderTV Wrote: [CITE] Well | can't give out our server code as | don't want
our code to be stolen, give me something | can provide to prove that this is anonymous.

Thanks.
Compile a group of members well-known and trustworthy (e.g Factor8, Staid, etc.) and ask them if
they would like to vouch review

Inverion - December 4, 2015, 5:25 pm

(Dec 4, 2015 06:23 PM)Jawe Wrote: [CITE] Compile a group of members well-known and trustworthy
(e.g Factor8, Staid, etc.) and ask them if they would like to vouch for this

Alright thanks, I'll get to them shortly. Tomorrow | might make a video of me showing the server
code (private parts removed) anyways.

Thanks.

Inveno - December 4, 2015, 5:44 pm
| have performed an audit on the code and can confirm that it is in fact anonymous and does not log
IPs or any other sort of information.

funtela - December 4, 2015, 8:20 pm
This is amazing! I'll definitely be using this :)

c xy k - December 4, 2015, 11:40 pm
This chat is anonymous from my review.

Groovy Q - December 5, 2015, 5:38 am

Very nice service! However, I'm having some issues. When | type a message and hit enter, nothing
happens. | also tried to disable ad-block.

I'm using chrome.

Inverion - December 5, 2015, 5:40 am

(Dec 5, 2015 06:38 AM)Goddamn Wrote: [CITE] Very nice service! However, I'm having some
issues. When | type a message and hit enter, nothing happens. | also tried to disable ad-block.

I'm using chrome.

We've done some socket restarts, try refreshing the page. Message me if it still doesn't work and I'll
help you.

Thanks.

Inveno - December 5, 2015, 8:54 am
Just used this with a member from Bitcointalk, he loved it!

theChive - December 5, 2015, 9:07 am
Wow. Great work, man. | am very pleased with your product!

Inverion - December 5, 2015, 9:34 am
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(Dec 5, 2015 10:07 AM)theChive Wrote: [CITE] Wow. Great work, man. | am very pleased with your
product!

Thanks alot! Glad you enjoy it. We are not going to be restarting the socket any time soon so we
should have alot of uptime. :)

Enjoy chatting!

National Security Agency - December 5, 2015, 12:36 pm
Thanks!

| really appreciate it Omni!

Biometric - December 5, 2015, 12:37 pm
I'll have to use this in the future, it looks nice!

Spooks_ - December 5, 2015, 12:38 pm
It looks and works good OP

Inverion - December 5, 2015, 12:56 pm
Great to see that we now have a sticky! If you need any help or have any questions, feel free to post
here or message me.

Enjoy chatting!

SIM-1729678 - December 5, 2015, 12:57 pm
If | say this right, the original creator is Alone Vampire.
Last time HF flooded it, it totally crashed everything. And BTW, Fix Firefox.

Inverion - December 5, 2015, 1:04 pm

(Dec 5, 2015 01:57 PM)ScreemS Wrote: [CITE] If | say this right, the original creator is Alone
Vampire.

Last time HF flooded it, it totally crashed everything. And BTW, Fix Firefox.

| have recoded the whole back-end and it's alot better now. And it's not possible to fix Firefox due to
that it hates websockets, even tried with a public source.

Thanks.

Inveno - December 5, 2015, 1:05 pm

(Dec 5, 2015 01:57 PM)ScreemS Wrote: [CITE] If | say this right, the original creator is Alone
Vampire.

Last time HF flooded it, it totally crashed everything. And BTW, Fix Firefox.

The original developer was Alone Vampire but my mate said he fucked it up and it had to be
recoded or something?

Inverion - December 5, 2015, 1:06 pm

(Dec 5, 2015 02:05 PM)Inveno Wrote: [CITE] The original developer was Alone Vampire but my mate
said he fucked it up and it had to be recoded or something?

That is correct - it had to be recoded and it was.

We should have a giveaway soon for premium on the site aswell. :)

Thanks, and enjoy chatting everyone!
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lithuani? - December 5, 2015, 2:06 pm
The Ul looks very clean and nicely thought out, best of luck with this, OP.

Yoshikage Kira - December 5, 2015, 2:26 pm

You have a few issues you need to fix:
-XSS in room name.

-no httponly flag set on secure cookies.

Inverion - December 5, 2015, 2:29 pm

(Dec 5, 2015 03:26 PM)Krul Tepes Wrote: [CITE] You have a few issues you need to fix:
-XSS in room name.

-no httponly flag set on secure cookies.

| thought that was fixed but it wasn't. I'll fix that in a moment, thanks for telling me!

Thanks.
Edit: Fixed, thanks for reporting.

lllya - December 5, 2015, 7:14 pm
Oh nice, | might use this something in the future

Inveno - December 5, 2015, 8:10 pm

The deal has been done, I've purchased all rights to this website and am now the owner.

I'll leave this thread here on NSA's profile until the sticky expires. | will hire a professional PHP
developer to fully review all of the code and consider making it open source.

Cyrus - December 5, 2015, 11:57 pm
Looks cool, | don't really talk to anyone from HF or online anymore though Imao!

CocoaNut - December 6, 2015, 6:48 am
Malwarebytes detected the site as malicious, | am expecting a lame excuse.

Inverion - December 6, 2015, 6:50 am

(Dec 6, 2015 07:48 AM)CocoaCut Wrote: [CITE] Malwarebytes detected the site as malicious, | am
expecting a lame excuse.

We actually only use websockets and there is nothing else actually. Check the JavaScript for
yourself and you'll see. | will contact Malwarebytes about this aswell.

Thanks.

Cammy - December 6, 2015, 7:34 am

(Dec 6, 2015 07:48 AM)CocoaCut Wrote: [CITE] Malwarebytes detected the site as malicious, | am
expecting a lame excuse.

MalwareBytes detected my site as malicious too once, and it didn't even have any content in the
HTML file save for a single line of text

iLogic™ - December 6, 2015, 11:04 am
Interesting concept. Good luck w/ this project.

Blackbolt - December 6, 2015, 1:30 pm
This is a pretty cool idea OP, keep it up :)

Wyatt Garcia - December 6, 2015, 4:21 pm
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Nice site, | will use this later :)

Microrobot - December 6, 2015, 8:24 pm
You should add OTR. Take a look at CryptoCat

xtremegamer1882 - December 7, 2015, 3:47 am
But is there encryption?

and what data is collected? i.e chat logs, ip etc

Transporter007 - December 7, 2015, 8:22 am
| like the website layout and you should make an iPhone app.

Inverion - December 7, 2015, 8:44 am
A staff at Malwarebytes told me they were not blocking Onu.im. Anyways, we are adding verification
to users soon.

Enjoy chatting!

EchtPS - December 7, 2015, 8:49 am
This is actually really cool, the whole concept is really good, and the Ul looks great. Would redo your
logo though, just a personal preference.

Optimized - December 7, 2015, 9:28 am
Can you stop people using the same nicks in chat pls ;(

Inveno - December 7, 2015, 9:36 am
(Dec 7, 2015 10:28 AM).opti Wrote: [CITE] Can you stop people using the same nicks in chat pls ;(
I will get this done for you :)

(Dec 7, 2015 09:22 AM)Transporter007 Wrote: [CITE] | like the website layout and you should make
an iPhone app.
This is a good suggestion, give me your Onu username and I'll promote you to premium :)

skelly76 - December 7, 2015, 8:57 pm

(Dec 4, 2015 02:12 PM)Inveno Wrote: [CITE] Been using this now for a few hours with some people
from Sythe! Is awesome man! Great work!

You're the owner lol are you vouching?

WTF¢, - December 8, 2015, 12:26 am

Your new slogan should be "nsa on hf, enabling terrorism" (facepalm). Any hacker or
tech-knowledgeable guy wanting to remain anonymous would not use something like this, to many
unknowns, no offense. | like the ui, it looks nice.

Inveno - December 8, 2015, 12:27 am
(Dec 7, 2015 09:57 PM)Venerable Wrote: [CITE] You're the owner lol are you vouching?
I had not yet decided to buy the site at this point.

Tigri - December 8, 2015, 1:56 am
Website is down for me hope this can be solved soon. :)

Inveno - December 8, 2015, 2:37 am

(Dec 8, 2015 02:56 AM)Rich The Kid Wrote: [CITE] Website is down for me hope this can be solved
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soon. :)
Yes, sorry bud, we are just upgrading the host, sorry for the temporary downtime.

B FOR BADASS - December 8, 2015, 3:12 am
This seems great, | expect to be using it alot.
Thanks!

Inverion - December 8, 2015, 4:08 am
Our hosting provider is currently down and this is not a DoS/DDoS attack against us.

We should return shortly and ensure that this won't happen again.
Thanks.

----- - December 8, 2015, 4:10 am
Wasn't there a guy filing a scam report against a staff member, which was coding this webpage?

Wasn't that the exact user, which owned the domain?

Inverion - December 8, 2015, 4:11 am
(Dec 8, 2015 05:10 AM)Yallaaa Wrote: [CITE] Wasn't there a guy filing a scam report against a staff
member, which was coding this webpage?

Wasn't that the exact user, which owned the domain?
Correct, however the site has been purchased by Inveno from the original owner (see post). I'm the
new developer on the site aswell.

Thanks.

Edit: There is a problem with the physical server and the only thing we didn't have a backup of is
the database. We will be starting the site on another server shortly, remember that the database is
not the same as before but it will be reverted back once the original server is online. Thanks for
understanding.

Wardow - December 8, 2015, 7:03 am
Fucking nice one: SQLSTATE[28000] [1045] Access denied for user 'root'@'localhost’ (using
password: YES)

anyways, glws.
Inveno - December 8, 2015, 7:36 am

| have made an update log regarding the recent downtime:
https://hackforums.net/showthread.php?tid=5086381

legendaryfiles - December 8, 2015, 7:44 am
Going to use it for next transactions.

Edit:
Got an error
SQLSTATE[28000] [1045] Access denied for user ‘root'@'localhost’ (using password: YES)

Inverion - December 8, 2015, 1:07 pm
Sorry for the issues today - our host has been down. We have started a temporary Onu.im on a
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temporary server (visit Onu.im) however registrations/logins are disabled.
Enjoy chatting!

Warren Buffett - December 8, 2015, 4:20 pm
| like the idea behind this a lot.

Inveno - December 8, 2015, 4:24 pm

(Dec 8, 2015 05:20 PM)Warren Buffett Wrote: [CITE] | like the idea behind this a lot.
You should get on board with it then bud! Help spread the word :D

KeTz - December 9, 2015, 8:28 am
Don't want to sound like a skeptic here but what proof can you show us that this is not a fbi
honeypot?

Inveno - December 9, 2015, 12:51 pm

(Dec 9, 2015 09:28 AM)KeTz Wrote: [CITE] Don't want to sound like a skeptic here but what proof
can you show us that this is not a fbi honeypot?

Our main purpose is for users to complete exchanges quicker, not for blackhats to come and chat,
although that is a bonus, they don't have to use it.

Imagoose - December 9, 2015, 1:29 pm
This is really cool! Looking forward to purchasing.

Inveno - December 9, 2015, 1:34 pm
(Dec 9, 2015 02:29 PM)Imagoose Wrote: [CITE] This is really cool! Looking forward to purchasing.
This isn't a product buddy, it's free! :D

Inverion - December 10, 2015, 3:08 am
Our server is back online and registrations/logins are enabled, the database is also the same as
before.

And remember to check out our contest at https://hackforums.net/showthread.php?tid=5087783.

Enjoy chatting!

Saint - December 10, 2015, 3:10 am
Looks good i'm going to use this sometimes.

TNF. - December 10, 2015, 3:11 am
It's not an automatic exchanger right? I'm confused.

Inverion - December 10, 2015, 4:09 am

(Dec 10, 2015 04:11 AM)Dirnsum Wrote: [CITE] It's not an automatic exchanger right? I'm confused.
No, it's a anonymous and safe chat system. We've also just added sounds and you can disable
them if you want to.

Enjoy chatting!

spyder___ devil - December 11, 2015, 7:41 am
well....
i know,...about the owner....
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| just saw him in news paper...

Inveno - December 11, 2015, 8:03 am

(Dec 11, 2015 08:41 AM)spyder____devil Wrote: [CITE] well....

i know,...about the owner....

| just saw him in news paper...
What are you talking about?

c xy k - December 12, 2015, 8:22 am
The other developer, in my politest words, was shit.

So yh, new site.

http://onu.im/createchat

Ofc not done, had to whip it up quickly

National Security Agency - December 12, 2015, 8:25 am
There's no other word to describe the previous developer.
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