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 Calcyon - December 23, 2015, 3:00 am 
It's come to my attention that a lot of HF members are getting their accounts hacked and lots of
scams have been originating from this issue, so please take the time to go through this thread and
learn how to secure your PC and your account.
 
 Step 1.) Download a Password Manager
 
 I personally use Dashlane, but all the other ones in this thread work just fine. These pieces of
software encrypt all of your passwords into a file (Dashlane into the cloud) and prevents you from
having your passwords stored in plain-text somewhere on your PC. If you are ratted or allow
someone to view your screen over Skype, TeamViewer, or Join.me, they will be able to see your
login to websites, and HF might be one of them.
 
 Dashlane Website
 KeePass Website
 1Password Website
 
 
 Step 2.) Checking for Malware
 
 To ensure the integrity of your PC, please complete the following actions.
 
 1.) Download Advanced SystemCare 9. Upon opening, select the following from the list and nothing
else:
  - Spyware Removal
  - Security Defense
  - Vulnerability Fix
 
 Once the scan is complete, restart your PC. You should now have your OS updated with the most
recent security updates and removed possibly spyware lingering on your system.
 
 2.) Download Malwarebytes and run a "Full Scan". Let this complete and remove anything it might
have found on your system. After this scan, restart your PC again.
 
 3.) Download Malwarebytes Anti-Exploit. Run the installer and get it all set up, this will protect you
from possible exploits on your system from Google Chrome, Internet Explorer, Firefox, etc.
 
 4.) Download CCleaner and run a cleaner scan to clear your browser history, application logs, etc. 
(Select everything in the dialogs for cleaning). This will prevent hackers (skids) from downloading
your web browser logs, and other files / information possibly containing sensitive data.
 
 5.) Download Zemana AntiLogger. This software will scramble your keys, which protects your
system against keyloggers. Keyloggers are used to capture what you are typing and send it to the
hacker (skid). 
 
 6.) Download the extensions uBlock Origins and Ghostery if you are a Chrome user. If not; I believe
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Ghostery and uBlock Origins have extensions for other popular browsers as well. Ghostery blocks
trackers on websites, and uBlock Origins is a really good adblock.
 
 Step 3.) Use Common Sense
 
 This one is something that's so basic that it's overlooked a lot. 
 
 Are you using common sense? When a user from HF who you've had 2 conversations with sends
you a "program they made", do you download it and run it? If it really comes down to it, use either a
virtual machine or SandBoxie to run the files you are sent before you run them on your actual
system. Do not trust anyone, regardless of their reputation, their upgrade, their awards, etc. Always
be cautious with everyone, you never know if they're compromised, have gone rogue, etc.
 
 If you still believe you are infected or have any questions, feel free to PM me or post down below
and I will assist you.

Nachfolger - December 23, 2015, 3:03 am 
Thanks for this tutorial. However, they are getting hacked because of the SPAM situation. Also, it's
called 2FA, that would've prevented every unwanted login from the 000host issue.

Calcyon - December 23, 2015, 3:04 am 
 (Dec 23, 2015 04:03 AM)Nachfolger Wrote: [CITE] Thanks for this tutorial. However, they are getting
hacked because of the SPAM situation. Also, it's called 2FA, that would've prevented every
unwanted login from the 000host issue.
 Omniscient is yet to add 2FA for L33T users. 
 
 Yes, SPAM is an issue; but lots of other people are just being infected with malware. Either way, I
have a solution to the SPAM thing that I will fix soon.

KFC Watermelon - December 23, 2015, 3:11 am 
Good tutorial...But please don't recommend iObit software.

Ahri????? - December 23, 2015, 3:12 am 
I'v already been doing this for over a year. In fact I just renewed my last pass subscription. Cheaper
than dashlane lol

Calcyon - December 23, 2015, 3:15 am 
 (Dec 23, 2015 04:11 AM)KFC Watermelon Wrote: [CITE] Good tutorial...But please don't recommend
iObit software.
 Why not? I personally have no complaints about Advanced SystemCare 9.
 
 It's the only one of their products I use, because I admit; the rest are trash.

Cookie® - December 23, 2015, 6:18 am 
Great tutorial ?
 Will use all this now <3

'Cynical - December 23, 2015, 6:21 am 
 (Dec 23, 2015 04:15 AM)Calcyon Wrote: [CITE] Why not? I personally have no complaints about
Advanced SystemCare 9.
 
 It's the only one of their products I use, because I admit; the rest are trash.All of them are trash.
Including that one.
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 I recommend CCleaner.

AnonCensored - December 23, 2015, 6:34 am 
Thank's for this tutorial checking out the thing's you linked! :D

Nachfolger - December 23, 2015, 7:11 am 
 (Dec 23, 2015 04:04 AM)Calcyon Wrote: [CITE] Omniscient is yet to add 2FA for L33T users. 
 
 Yes, SPAM is an issue; but lots of other people are just being infected with malware. Either way, I
have a solution to the SPAM thing that I will fix soon.Omni has hinted towards him adding it to leet,
expect it within the following weeks.

Shifty™ - December 23, 2015, 7:56 am 
Thank you so much for the tut!

Calcyon - December 23, 2015, 9:18 am 
 (Dec 23, 2015 08:11 AM)Nachfolger Wrote: [CITE] Omni has hinted towards him adding it to leet,
expect it within the following weeks.
 I know he did; hence why I said "he's yet to add it".

HellBreather - December 23, 2015, 9:26 am 
WOW!! nice post!! ?
 Thanks a lot! ;)

Calcyon - December 23, 2015, 11:19 am 
 (Dec 23, 2015 10:26 AM)HellBreather Wrote: [CITE] WOW!! nice post!! ?
 Thanks a lot! ;)
 Thank you, I hope it was able to help you stay secure.

Donuts ™ - January 27, 2016, 11:41 am 
thix for it i will try that

5chn4pp - January 27, 2016, 2:11 pm 
 (Jan 27, 2016 12:41 PM)jakubkosom Wrote: [CITE] thix for it i will try that
 thank you for gravedigging a thread with bad advise. ?

 

https://hackforums.net/showthread.php?pid=49082766#pid49082766
https://hackforums.net/showthread.php?pid=49084775#pid49084775
https://hackforums.net/showthread.php?pid=49086150#pid49086150
https://hackforums.net/showthread.php?pid=49584109#pid49584109

