
Forum:Hack Forums 

 Thread: USB spreader?
 

 CrypticX - February 29, 2016, 2:42 am 
Hi there
 
 I was wondering if it is still possible to infect usb sticks? If so, does anyone know where I could get
one?
 
 Thanks in advance ?

SysAdmin - February 29, 2016, 2:43 am 
You can, but you'd have to manually run the USB, as AutoRun features have been disabled in latest
versions of Windows (7,8,10)

CrypticX - February 29, 2016, 2:56 am 
 (Feb 29, 2016 03:43 AM)Squad-3™ Wrote: [CITE] You can, but you'd have to manually run the USB,
as AutoRun features have been disabled in latest versions of Windows (7,8,10)
 Heard about that, but what exactly do you mean by "manually run the USB"?

SysAdmin - February 29, 2016, 3:01 am 
As in, put in the USB and manually run the stub that you've put on it.

CrypticX - February 29, 2016, 3:03 am 
 (Feb 29, 2016 04:01 AM)Squad-3™ Wrote: [CITE] As in, put in the USB and manually run the stub
that you've put on it.
 Oh ok damn it, thanks a lot for the answser though ?

Insane Developer - February 29, 2016, 3:06 am 
Or you can use the .lnk method
 It works, however not FUD

w34k - March 1, 2016, 12:18 am 
Rubber Ducky: https://hakshop.myshopify.com/products/usb-rubber-ducky-deluxe
 Teensy: https://pjrc.com/teensy
 BadUSB: https://github.com/adamcaudill/Psychson
 
 Basically what you want. Either of them will be able to auto run your stub or do whatever you want
within your custom payload when inserted into PC. It's all automated, no need to even press a key.
 
 They have some payloads here for example, but you can code it to whatever you want to do.
 http://ducktoolkit.com/payload

CrypticX - March 1, 2016, 1:39 pm 
 (Mar 1, 2016 01:18 AM)w34k Wrote: [CITE] Rubber Ducky: 
https://hakshop.myshopify.com/products/usb-rubber-ducky-deluxe
 Teensy: https://pjrc.com/teensy
 BadUSB: https://github.com/adamcaudill/Psychson
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 Basically what you want. Either of them will be able to auto run your stub or do whatever you want
within your custom payload when inserted into PC. It's all automated, no need to even press a key.
 
 They have some payloads here for example, but you can code it to whatever you want to do.
 http://ducktoolkit.com/payload
 So this basically means its still possible to autorun, right? I'll look into that a bit later, thank you ?

w34k - March 3, 2016, 3:45 am 
 (Mar 1, 2016 02:39 PM)Scarface Junior Wrote: [CITE] So this basically means its still possible to
autorun, right? I'll look into that a bit later, thank you ?
 That is correct. Okay, no problem. ?
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