Forum:Hack Forums

Thread: What could someone do with my SSL private key?

Orgy - March 13, 2016, 12:52 pm
Say for example my site was ketzen.co.uk

and my SSL private key was

Code ----- BEGIN PRIVATE KEY-----
MIIEVQIBADANBgkghkiGOWOBAQEFAASCBKcwggSJAgEAACIBAQC7xgBEL3rQ8kqg
rJGINpLjTsrjZWOMAzsdk1Ywt49PRL6FNVv/wee6TpiHSIxffépn6za7lk699R/x
wlaFlocd1jBOHVCcRsiOWFcr6 JXHHWOXTz2b6ZTd/5mbu0c5LukuwWVJIWn8m+0JK?2
PQX70YFlaZzOLD3iHD68LxKOBQr3b4DriLH72AxL1efNzVXgboefHikX+z30GosJw
JUdEOZ55TdyA06sA6YKAHJI5Z0nk2rLdloBerjZRXUkQeD67Zdds90pDaSoqumfqq
d/kC/VjWjBRrmRUuPZQRuUS6RXyVz2JQ50rQ30U6kgH+GQOMCtI7PHh8exes9n8ak
kHeGb95/AgMBAAECggEAROMDOhIV7owGIsOQy/WMSI1v8+pDcfZIv7x4VUavTBzL
4U+SnsoNrbwWgkPx3WIM9oqyfddh7xPIEyFo9Qxaa4fpoSZhAMPKVUa0QGdX1Hw/
EhkPUMF3TcnVv12jzMRljia5upa956 FUW6Ci1xPsD/KXHTOLjtkCbhc5JiaYzwiOd
YMFMNeWPnm7M98dZ7CuXSTijUTpLB8p15ZHviOL350Gnelwo02F2aT1vRh6kd4Gl
GMLAKFKONn809T+8xhYNzWXEO2I16YhacRkpuAIUZZIrFIsKKINn/ALKfSSQIERpu;j
gw+f4Er/Ola3Ue7/GoZVBvhcpP4YG7NtCiajtp4dVWQKBgQDIi6vqOPECQGa3/obAB
6H6XO3KcKwY050XHI6GIOXAgjoX0SGMcQIUGOix/6Fny8KRTQA8D5n5LW60OHB15e
OPmjFb1Ecr+rggmLMhFPpiuEFsLcm8uYMw88+n/gKKpbEXR+VQN9BATNKWdAIPUhz
NgVow6VvxONQKO0aNjOLSY9zN5QKBgQDT1rgeplEpIinc4s+nwKZIg+49tK1B75lua
auhJqTEyszSnioSgZzIEzY5eMMW6EH3NQMTkfzM3DzfuSXrJhmaoD/hGuQjNmpGAe
z3XJzm2iluQfuqv26gkd97oNjFVcTggZcLwQ8gF+9X5PvvK/IEYThXZsSDLTO+6SIi
rCémYVTUKkwKBgDu8ypVKS2DkMcdbZH+MGIZEJuUAepWndMpRGgsf/eHEQ4AWEzPqy
7nYdfHOLOqo/Izcn3zMiqdri3BD/IpvBegb6x+WqcntLi3+pSGvaR82DJsTDsntOJ
|ZhjBeu6GubwmG9tgbx/nX8JSFRINcSG/VKwWNsxPc+wWCHPZRBIJCub1AoGAPkVz
MEdRunjpqPhyP0/pDdsFCWFMIy/9r+Qcv7SYIX/Z3S3IOPtGMWYISYTKahPHHar
xSZOIk3tstQlealTIJgNMrT320CiXvNbdWCpfXhkfDBiyrk2TyoRk49CpOw15Igla
rlyEhg6iR8z0ozNplVrqlwgNmLyYX+I3FBNGOvXMCQgYEAIbTFdzI9SKyEITy4IRKI
ux0ejU90+kjoA+GsY8Ii/PKESToel95e1rFVBXfY3717V|8jd61bxzN3L3cDaV3z
40n0ynSRWDGa43BvWTVo/tKQd/31k/5711Y S01pr65yHI3kGUd+dKKAI6VIIg4+6
x3F8dV8mymMUyCkxnxX8kXI|=

what could anyone actually do?

)

+Haze - March 13, 2016, 12:54 pm
Why you being mean Orgy? Why :(

Orgy - March 13, 2016, 12:55 pm
(Mar 13, 2016 12:54 PM)+Haze Wrote: [CITE] Why you being mean Orgy? Why :(
are you implying that this isn't my ssl cert's private key and instead some scammer's?

minimalist - March 13, 2016, 12:55 pm
I'm not sure, but | guess we'll wait and see.


https://hackforums.net
https://hackforums.net/showthread.php?tid=5202199
https://hackforums.net/showthread.php?pid=50166191#pid50166191
https://hackforums.net/member.php?action=profile&amp;uid=2752357

+Haze - March 13, 2016, 12:56 pm

(Mar 13, 2016 12:55 PM)Orgy Wrote: [CITE] are you implying that this isn't my ssl cert's private key
and instead some scammer's?

no offcourse not, obviously it's your website, obviously..

exploit.c - March 13, 2016, 12:58 pm
this made my day, Imfao. top keks

Pillows - March 13, 2016, 12:58 pm
Create your own SSL cert for the website. Somehow do a MITM attack and get session info.

b?xxy - March 13, 2016, 12:58 pm
Thank you Orgy for making my day.

Orgy - March 13, 2016, 12:58 pm

(Mar 13, 2016 12:58 PM)Pillows Wrote: [CITE] Create your own SSL cert for the website. Somehow
do a MITM attack and get session info.

right but say that i maybe only get like 20 unique visitors a day

MathiasHansen - March 13, 2016, 1:00 pm
Oh how I do love you Orgy

Verizur - March 13, 2016, 1:54 pm

(Mar 13, 2016 12:55 PM)Orgy Wrote: [CITE] are you implying that this isn't my ssl cert's private key
and instead some scammer's?

I may be wrong but isn't it against the rules to call someone a scammer without a link to a valid
scam report?

Orgy - March 13, 2016, 1:54 pm

(Mar 13, 2016 01:54 PM)Verizur Wrote: [CITE] | may be wrong but isn't it against the rules to call
someone a scammer without a link to a valid scam report?

only in reputation

We recommend you take the time to read the HF Help Documents section. The answer to your
guestions should be contained in there.

J?ey - March 13, 2016, 1:57 pm
these are some nice memes

Verizur - March 13, 2016, 1:58 pm
(Mar 13, 2016 01:54 PM)Orgy Wrote: [CITE] only in reputation

We recommend you take the time to read the HF Help Documents section. The answer to your
guestions should be contained in there.
Are you 100% sure? Because it doesn't sound logical at all.?

Oh, before you waste your time; you already negged me.

Orgy - March 13, 2016, 2:07 pm

(Mar 13, 2016 01:58 PM)Verizur Wrote: [CITE] Are you 100% sure? Because it doesn't sound logical
at all.?

Oh, before you waste your time; you already negged me.
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If you're unsure, We recommend you take the time to read the HF Help Documents section. The
answer to your questions should be contained in there.
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