Forum:Hack Forums

Thread: Stolen main account

ChemicalBRH_stolen - March 29, 2016, 8:58 am
Hey HF )
My main account ChemicalBRH (that now is Meme.) was stolen..
I've got the original email address and | already contacted HF by Contact Form lol. What should |
do for verify that?
Here is the account UID: 2841416
Sorry, | forget it

minimalist - March 29, 2016, 9:01 am
Stolen accounts usually won't be recovered, according to the help document below. If your account
was used to scam, it definitely won't be recovered.

https://hackforums.net/misc.php?action=help&hid=17

Meme. - March 29, 2016, 9:02 am
The account isn't stolen. 1 still do have access to it. I'm not sure why the user posted this ?

Regan - March 29, 2016, 9:03 am

(Mar 29, 2016 09:02 AM)Meme. Wrote: [CITE] The account isn't stolen. | still do have access to it. I'm
not sure why the user posted this ?

What the fuck this just got confusing. So you have hacked his account?

12Chainz - March 29, 2016, 9:04 am
Yo Meme. mind doing a Gauth Validation if it's really you? That should settle this quickly.

Meme. - March 29, 2016, 9:04 am

(Mar 29, 2016 09:03 AM)Regan Wrote: [CITE] What the fuck this just got confusing. So you have
hacked his account?

No Imfao. | don't even know why the user made this post.

Trapology - March 29, 2016, 9:04 am

(Mar 29, 2016 09:02 AM)Meme. Wrote: [CITE] The account isn't stolen. | still do have access to it. I'm
not sure why the user posted this ?

Last Username Change: Today

Last Login IP Change Date: Today

Last Email Change: Today

You sure?

Regan - March 29, 2016, 9:05 am

(Mar 29, 2016 09:04 AM)Louis Vos Wrote: [CITE] Last Username Change: Today
Last Login IP Change Date: Today

Last Email Change: Today

You sure?He has 2FA on though?


https://hackforums.net
https://hackforums.net/showthread.php?tid=5219604
https://hackforums.net/misc.php?action=help&amp;hid=17
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12Chainz - March 29, 2016, 9:05 am
https://hackforums.net/gauth.php Please validate it Meme.

Meme. - March 29, 2016, 9:05 am

(Mar 29, 2016 09:04 AM)Louis Vos Wrote: [CITE] Last Username Change: Today
Last Login IP Change Date: Today

Last Email Change: Today

You sure?
Yep. I'll do a gauth validation.

ChemicalBRH_stolen - March 29, 2016, 9:05 am
| read what help document says and I've got everything needed.
Thief saw the thread, proof: http : //i.imgur. com /gK5rzS6.png

Jollibee - March 29, 2016, 9:05 am
Odd but funny! haha, Goodluck OP if it's true

Trapology - March 29, 2016, 9:06 am
Gauth/2FA: Enabled Today

This just changed lol wtf

Meme. - March 29, 2016, 9:07 am
My 2FA is on so :) Not sure how to prove it anymore.

Regan - March 29, 2016, 9:07 am
(Mar 29, 2016 09:06 AM)Louis Vos Wrote: [CITE] Gauth/2FA: Enabled Today

This just changed lol wtfCause he done validation | believe.

12Chainz - March 29, 2016, 9:07 am
Nvm user activated Gauth today too, odds are the Meme. is compromise.

ChemicalBRH_stolen - March 29, 2016, 9:08 am

(Mar 29, 2016 09:05 AM)Groundhog Wrote: [CITE] Odd but funny! haha, Goodluck OP if it's trueLots
of thanks ahahah.. User deactivated the gauth authentication and enabled it now, I think..

Anyway don't worry guys.. I'm very happy to collaborate with staff members.. They can see my IPs,
where do | live and all the things lol.

I'm not worried.

Trapology - March 29, 2016, 9:08 am

(Mar 29, 2016 09:07 AM)Regan Wrote: [CITE] Cause he done validation | believe.
It said he enabled it on 03-10-2016 before so..

Im confused.

Regan - March 29, 2016, 9:08 am

(Mar 29, 2016 09:07 AM)12Chainz Wrote: [CITE] Nvm user activated Gauth today too, odds are the
Meme. is compromise.

That just changed it was activated weeks ago. | think the validation updated it | am not sure.

Meme. - March 29, 2016, 9:09 am
(Mar 29, 2016 09:08 AM)Louis Vos Wrote: [CITE] It said he enabled it on 03-10-2016 before so..


https://hackforums.net/gauth.php
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Im confused.
Oh it's probably because | switched apps.

Trapology - March 29, 2016, 9:09 am

(Mar 29, 2016 09:08 AM)Regan Wrote: [CITE] That just changed it was activated weeks ago. | think
the validation updated it | am not sure.

Last Gauth/2FA Validation: Never

Never though?

\

L?g?nd - March 29, 2016, 9:10 am
| disabled my 2FA without putting in any code. Validate your trust scan not disable it then enable it
again.

Actually nevermind, you're using different credentials that you have control over so obviously you
can validate it. You fucked up though, you needed to validate it before disabling gauth becasue after
you disable it anyone can activate gauth again.

With that and the IP changes, things don't look good for you.

Meme. - March 29, 2016, 9:10 am

(Mar 29, 2016 09:09 AM)Louis Vos Wrote: [CITE] Last Gauth/2FA Validation: Never
Never though?

\

| just did the gauth. I'll record a video of me doing it?

Trapology - March 29, 2016, 9:11 am
andd he just got banned gg

ChemicalBRH_stolen - March 29, 2016, 9:12 am
(Mar 29, 2016 09:09 AM)Meme. Wrote: [CITE] Oh it's probably because | switched apps.Wow, good
lier.. I'm just waiting for staff members that can help me with recovery my acc.

User's details:
Skype username - memes.exe

Happy about account's ban
| hope that | can recovery it and staff unban it.

?aba Yaga - March 29, 2016, 9:13 am
Looks like the account is indeed stolen.
https://gyazo.com/9497ab110f6ba20c5d19b0881748c13b

Regan - March 29, 2016, 9:13 am

(Mar 29, 2016 09:12 AM)ChemicalBRH_stolen Wrote: [CITE] Wow, good lier.. I'm just waiting for staff
members that can help me with recovery my acc.

User's details:

Skype username - memes.exel think your account is gonna get rep killed. Unlucky friend.

ChemicalBRH_stolen - March 29, 2016, 9:15 am


https://hackforums.net/showthread.php?pid=50359043#pid50359043
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(Mar 29, 2016 09:13 AM)Regan Wrote: [CITE] | think your account is gonna get rep killed. Unlucky
friend.I'm sorry for what can happen but.. what should | say?
You never stop learning, so that will be for me a new begin :)Thanks for all the support guys

Roger Waters - March 29, 2016, 9:18 am
Accounts that are compromised or stolen without Gauth enabled Will Not be recovered.

I can confirm the account was compromised and the account probably did not have Gauth enabled
when the account was stolen and that the person who stole the account was bullshitting on this
thread. If you don't take the time to secure your account with the tools provided to you, there's no
reason for Site Administration to recover the account.

OP should use the contact form, but there's a 99.9% chance this account will end up closed and not
recovered.

ChemicalBRH_stolen - March 29, 2016, 9:47 am
| just wanted to post this screenshot from Authy app. Is the only way to confirm that | had activated
the 2FA.
https : // beta.postimg. org/image/jzgxdkc7v/
Other update: http: //i.imgur . com/NkNKxea.jpg
Conversation with thief before and after the theft.

Omniscient - March 29, 2016, 11:51 am
You still haven't explained how he gained access to your account.

ChemicalBRH_stolen - March 29, 2016, 12:29 pm
(Mar 29, 2016 11:51 AM)Omniscient Wrote: [CITE] You still haven't explained how he gained access
to your account.wow.. That's what | wonder from hours..

Omniscient - March 29, 2016, 12:31 pm

(Mar 29, 2016 12:29 PM)ChemicalBRH_stolen Wrote: [CITE] wow.. That's what | wonder from
hours..

Are you downloading files from HF members?

ChemicalBRH_stolen - March 29, 2016, 12:32 pm
(Mar 29, 2016 12:31 PM)Omniscient Wrote: [CITE] Are you downloading files from HF members?I
downloaded few ebooks..

RainSpider3000 - March 29, 2016, 12:33 pm
(Mar 29, 2016 12:32 PM)ChemicalBRH_stolen Wrote: [CITE] | downloaded few ebooks..
Someone may be using some doc exploit. What eBooks did you download?

ChemicalBRH_stolen - March 29, 2016, 12:35 pm

(Mar 29, 2016 12:33 PM)RainSpider3000 Wrote: [CITE] Someone may be using some doc exploit.
What eBooks did you download?Ebooks that users are offering in the free services section.. | don't
remember what ebooks had | downloaded, in this moment but | think they were 7 or 8 ebooks

12Chainz - March 29, 2016, 12:40 pm

(Mar 29, 2016 12:35 PM)ChemicalBRH_stolen Wrote: [CITE] Ebooks that users are offering in the
free services section.. | don't remember what ebooks had | downloaded, in this moment but | think
they were 7 or 8 ebooks

Omni could go through your pm's and see which ones you are downloading. What's more
interesting is how he managed to bypass authentication.
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ChemicalBRH_stolen - March 29, 2016, 12:46 pm

(Mar 29, 2016 12:40 PM)12Chainz Wrote: [CITE] Omni could go through your pm's and see which
ones you are downloading. What's more interesting is how he managed to bypass authentication.I'm
interested too.. I'm just asking to me what should | do now.

nuckle - March 29, 2016, 1:03 pm
(Mar 29, 2016 12:32 PM)ChemicalBRH_stolen Wrote: [CITE] | downloaded few ebooks..This is
exactly why you should sandbox or virtual machine everything. Good luck man! ?

ChemicalBRH_stolen - March 29, 2016, 1:20 pm

(Mar 29, 2016 01:03 PM)nuckle Wrote: [CITE] This is exactly why you should sandbox or virtual
machine everything. Good luck man! ?That's for the next time.. as | said, you never stop learning..
So that will be a new begin.

labroca - March 29, 2016, 1:22 pm
You said stolen MAIN account, you are probably a multi any ways.

ChemicalBRH_stolen - March 29, 2016, 1:28 pm

(Mar 29, 2016 01:22 PM)?Globe Wrote: [CITE] You said stolen MAIN account, you are probably a
multi any ways.yeaaaah how not, just let Omni check all of my accounts -.-

| said main account because I'm posting from this new account.

RainSpider3000 - March 29, 2016, 2:32 pm

(Mar 29, 2016 01:28 PM)ChemicalBRH_stolen Wrote: [CITE] yeaaaah how not, just let Omni check
all of my accounts -.-

| said main account because I'm posting from this new account.

That does make sense. | think you may be fixed if Omni checks all your ips and looks for any
"hacker".

?M1IN?M - March 29, 2016, 10:02 pm
I'm sure you've been answered already, but

Your IP you created the account with, city, inbox messages, payment proofs, last known
passwords.

If omni reviews it, it will likely be closed, repfucked, banned, or all 3. But a homie can dream right.

Night - March 29, 2016, 10:04 pm
(Mar 29, 2016 10:02 PM)EMINEM _temp Wrote: [CITE] I'm sure you've been answered already, but

Your IP you created the account with, city, inbox messages, payment proofs, last known
passwords.

If omni reviews it, it will likely be closed, repfucked, banned, or all 3. But a homie can dream right.
His main account already got closed.

DuguWudi - March 30, 2016, 12:22 am

(Mar 29, 2016 12:33 PM)RainSpider3000 Wrote: [CITE] Someone may be using some doc exploit.
What eBooks did you download?

| also download free stuff too, | also want to know.
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