Forum:Hack Forums

Thread: [WARNING] RazorCrypt Germany

CO000000000000N - April 4, 2016, 11:13 pm
The owner of RazorCrypt got caught, his database with customer accounts got leaked.

German police came into my rooms with a search warrant, they confiscated my PC, phones
everything. Luckily | didn't use razorcrypt at all.

Typing this from a friends laptop real quick. Just a warning for my fellow Hackforum users.

?

Do you have a news article or something? Guess this is kinda bad karma for Razor.

~Jay~ - April 4, 2016, 11:14 pm
Link to the DB or GTFO. | want those combos fam.

Ice Poseidon - April 4, 2016, 11:14 pm
Thats what u get for stealing money smhhhh

C0000000000000N - April 4, 2016, 11:15 pm
(Apr 4, 2016 11:13 PM)william. Wrote: [CITE] Do you have a news article or something? Guess this
is kinda bad karma for Razor.

He's under arrest, saw his name on the warrant.

Okay got time to give some details now.

Police knocked at my door 5:50 am +1 UTC with a search warrant issued by the the german "FBI"
in Koblenz.

The warrant is part of a nationwide investigation targeting the HF user "Razor" and his product
RazorCrypt. His name showed up in the BlackShades investigation ~2 years ago and while
searching his house they found his customer database and several finished/unfinished blackhat
products.

They didn't tell me if the investigation is international or just here in Germany, be carefull whom you
open the door guys.

RainbowdJizz™ - April 5, 2016, 2:40 am
i know how you feel, you're not alone. they had a search warrant to came into my rooms, too -.-

i never really used this tool. i'm so sick of the incompetence of our german police. they took
everthing.. even a freakin' Powerbank (just because it had 2 usb ports)

Uppermost - April 5, 2016, 2:42 am
That's why you shouldn't buy tools like these but just create them yourself.
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C0000000000000N - April 5, 2016, 2:50 am
(Apr 5, 2016 02:40 AM)RainbowdJizz™ Wrote: [CITE] i know how you feel, you're not alone. they had
a search warrant to came into my rooms, too -.-

i never really used this tool. i'm so sick of the incompetence of our german police. they took
everthing.. even a freakin' Powerbank (just because it had 2 usb ports)
They even took my PS4.

There was a pretty cool IT guy with them tho, he warned me not to say that my TV is a smarttv or
they would've to take it too haha

Heart - April 5, 2016, 2:53 am
jesus christ i'd understand getting raided in this situation but at the crack of dawn????

Weco - April 5, 2016, 2:55 am
OOps, | am happy that | am not a customer. | also live in germany.

StevenKing - April 5, 2016, 2:57 am
https://hackforums.net/showthread.php?tid=5227234
look at bottom

C0000000000000N - April 5, 2016, 3:01 am
(Apr 5, 2016 02:53 AM)$uicide Wrote: [CITE] jesus christ i'd understand getting raided in this
situation but at the crack of dawn????

"Cause people are usually at home around this time" was the answer of them.

Backpack-Rucksack - April 5, 2016, 3:14 am
Fucking shit, | bought it too back in 2014.

C0000000000000N - April 5, 2016, 3:33 am
(Apr 5, 2016 03:14 AM)Backpack-Rucksack Wrote: [CITE] Fucking shit, | bought it too back in 2014.
Then I'd advise you to hide everything with a cord asap.

Caliban - April 5, 2016, 3:35 am

Lmao im from germany too, not really a great country for torrents and apparently for other shit
aswell. Good thing i've never been into to RATs and crypters yet lol. Im wondering... did you have
TrueCrypt/VeraCrypt? Will they be able to break it?

C0000000000000N - April 5, 2016, 3:41 am
(Apr 5, 2016 03:35 AM)Caliban Wrote: [CITE] Lmao im from germany too, not really a great country
for torrents and apparently for other shit aswell. Good thing i've never been into to RATs and
crypters yet lol. Im wondering... did you have TrueCrypt/VeraCrypt? Will they be able to break it?
No my HDD isn't crypted but it shouldn't matter, theres no blackhat stuff on my pc at all. Truecrypt
isn't breakable as far as | know.

SteezyHB - April 5, 2016, 3:42 am

(Apr 5, 2016 02:50 AM)Ihadtochangemyname Wrote: [CITE] There was a pretty cool IT guy with
them tho, he warned me not to say that my TV is a smarttv or they would've to take it too hahaHeh,
that's pretty awesome :P

Can't wait for the police to break down my door and steal all my hardware and stuff, got around 50
HDD's lieing around with random peoples data just to waste their time :)

C0000000000000N - April 5, 2016, 3:46 am
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(Apr 5, 2016 03:42 AM)SteezyHB Wrote: [CITE] Heh, that's pretty awesome :P

Can't wait for the police to break down my door and steal all my hardware and stuff, got around 50
HDD's lieing around with random peoples data just to waste their time :)

Yeah they were all (but one asshole) pretty friendly.

The whole search was pretty relaxed too, | guess they already knew that im a small fish and not a
criminal. | even offered them a cup of coffee Imao

Shorta - April 5, 2016, 4:29 am
| bought this with a fake paypal, should | be concerned?

DragonForce! - April 5, 2016, 4:31 am
Welp fuck. | was testing with Razor about two weeks ago. UK here. If | get searched I'll let you
know.

Fiber - April 5, 2016, 4:32 am

(Apr 5, 2016 04:31 AM)tier0.dIl Wrote: [CITE] Welp fuck. | was testing with Razor about two weeks
ago. UK here. If | get searched I'll let you know.

About two weeks ago? notify him of his scam reports ?

Zyionz - April 5, 2016, 4:32 am

(Apr 5, 2016 04:29 AM)Victoria. Wrote: [CITE] | bought this with a fake paypal, should | be
concerned?

do u live in germany

DragonForce! - April 5, 2016, 4:34 am
(Apr 5, 2016 04:32 AM)F?iber Wrote: [CITE] About two weeks ago? notify him of his scam reports ?
RazorCrypt not Razor himself.

Shorta - April 5, 2016, 4:35 am
(Apr 5, 2016 04:32 AM)Zyionz Wrote: [CITE] do u live in germanyno, but pretty close.

insurance - April 5, 2016, 4:42 am
When you low key want to be raided by police but live in the USA

Stashyy - April 5, 2016, 4:43 am

(Apr 5, 2016 04:42 AM)insurance Wrote: [CITE] When you low key want to be raided by police but
live in the USA

So you can brag to your friends that you're a hakurr?

Shorta - April 5, 2016, 4:43 am

https://hackforums.net/showthread.php?tid=5227234

?2unx - April 5, 2016, 4:44 am
| think we might be seeing raids that are related to razorcrypt in other EU countries soon enough.
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German HF users who bought razorcrypt.
(Click to View)

257207954 - April 5, 2016, 4:46 am
| guess this is what people get for using PayPal for shit like this.

insurance - April 5, 2016, 4:46 am
(Apr 5, 2016 04:43 AM)$tash Wrote: [CITE] So you can brag to your friends that you're a hakurr?
Exactly m8 | want to be a h4x0r God

No but on a serious note if you have purchased the program through PayPal start hiding your
electronics with family and friends...unless you don't have any blackhat shit on them then you
shouldn't worry all I know is | would rather ruin every device of mine then have the police find them
and me be 10x as fucked

Punkbastard - April 5, 2016, 5:06 am

| bought RazorCrypt back in like 2013 or 2014 but never really used it. Payed with bitcoin, | live in
the Netherlands.

I'm pretty safe | guess?

Marshall Mathers - April 5, 2016, 5:13 am
What about RazorScanner?
| won Razorcrypter with a giveaway but | did buy razorscanner.

?2unx - April 5, 2016, 5:15 am

(Apr 5, 2016 05:13 AM)Emboil Wrote: [CITE] What about RazorScanner?
| won Razorcrypter with a giveaway but | did buy razorscanner.

Delete everything, move to mexico and start a new life.

Marshall Mathers - April 5, 2016, 5:18 am
(Apr 5, 2016 05:15 AM)Bydlo Wrote: [CITE] Delete everything, move to mexico and start a new life.
will definitely do

TehBVM - April 5, 2016, 5:20 am

(Apr 5, 2016 05:13 AM)Emboil Wrote: [CITE] What about RazorScanner?
| won Razorcrypter with a giveaway but | did buy razorscanner.

Bet you dont feel very luck now. :P

Backpack-Rucksack - April 5, 2016, 5:25 am

| crypted my ssd with veracrypt with 16 random characters only in my mind, should be safe | guess.
And I'm going to throw away everything I'm having here, will prepare for them. Living in germany as
well that's why | think they will come for me

Caliban - April 5, 2016, 5:29 am

(Apr 5, 2016 05:25 AM)Backpack-Rucksack Wrote: [CITE] | crypted my ssd with veracrypt with 16
random characters only in my mind, should be safe | guess.

And I'm going to throw away everything I'm having here, will prepare for them. Living in germany as
well that's why | think they will come for me

keep us updated lol, i wanna see their reaction if you are like "come at me popo, there is no
evidence ;)))"
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xLelouch - April 5, 2016, 5:33 am

(Apr 5, 2016 05:25 AM)Backpack-Rucksack Wrote: [CITE] | crypted my ssd with veracrypt with 16
random characters only in my mind, should be safe | guess.

And I'm going to throw away everything I'm having here, will prepare for them. Living in germany as
well that's why I think they will come for me

Don't panic. They don't arrest everyone. They just take the PCs and stuff from you to check. They
only check your house so just move the pc you done blackhat things to somewhere else (Friend's
house maybe) and just give a police a pc with microsoft word(Not cracked ? ) and some card games
on it. Just act dumb. Deny every shit.

(Apr 5, 2016 05:13 AM)Emboil Wrote: [CITE] What about RazorScanner?

| won Razorcrypter with a giveaway but | did buy razorscanner.Did you pay for razorscanner via
paypal? In that image theres razorscanner too. Yes you should worry too but not much as others.
Just hide your fkin pc as | mentioned above and tell them you just wanted to scan a file.

Good luck. Don't panic. Just Deny everyshit.

Sjp77933 - April 5, 2016, 5:40 am

| was busted too .

From the other topic imgur /HPB851c .

| have all the papers here , there are around 300 people alone in Germany who will get house visits
today and later on .

As for the site razorscaner or what ever ... They have logged all ips that have visited this site to use
it , the restis up to you .

No but for real fuck Germany , bought crypter to test it and check if it can be cracked , police won't
believe me that | used it for calc.exe

xLelouch - April 5, 2016, 5:41 am

Btw,

What if they mixed it up with payco.re ?
We are fucked.

Sjp77933 - April 5, 2016, 5:49 am

They took 9 HDD , 6 pcs, 1 Mac, 2 iPhones , one iPad , multiple PS3 jbed, one ps4 and xbox and
some USB drives . Best thing when they said "our forensic team is on vacation for 4 month, but we
will try to do it as quickly as possible "

21st Century Schizoid Man - April 5, 2016, 5:51 am

(Apr 5, 2016 05:49 AM)sjp77933 Wrote: [CITE] They took 9 HDD , 6 pcs, 1 Mac, 2 iPhones , one
iPad , multiple PS3 jbed, one ps4 and xbox and some USB drives . Best thing when they said "our
forensic team is on vacation for 4 month, but we will try to do it as quickly as possible "Best of luck
to you buddy,

Hope everyone is ok.

xLelouch - April 5, 2016, 5:52 am

(Apr 5, 2016 05:49 AM)sjp77933 Wrote: [CITE] They took 9 HDD , 6 pcs, 1 Mac, 2 iPhones , one
iPad , multiple PS3 jbed, one ps4 and xbox and some USB drives . Best thing when they said "our
forensic team is on vacation for 4 month, but we will try to do it as quickly as possible "

If they came to my place, they will give me some of HDDS/ PCs they have,because | have only 1 pc
and 1 mobile. thats it


https://hackforums.net/showthread.php?pid=50444897#pid50444897
https://hackforums.net/showthread.php?pid=50444820#pid50444820
https://hackforums.net/showthread.php?pid=50445073#pid50445073
https://hackforums.net/showthread.php?pid=50445073#pid50445073

YUNG BoY - April 5, 2016, 5:53 am
What makes crypters illegal anyways? Not exactly a banking trojan :/

21st Century Schizoid Man - April 5, 2016, 5:54 am

(Apr 5, 2016 05:53 AM)Elden Wrote: [CITE] What makes crypters illegal anyways? Not exactly a
banking trojan :/Same reason they're banning guns

Sure they dont kill people, but in the wrong hands it can do alot of damage.

sjp77933 - April 5, 2016, 5:55 am

(Apr 5, 2016 05:53 AM)Elden Wrote: [CITE] What makes crypters illegal anyways? Not exactly a
banking trojan :/

It is against German law . Since a crypter can only be used for criminal activities as stated by the
police who raided me ....

xLelouch - April 5, 2016, 5:58 am

(Apr 5, 2016 05:55 AM)sjp77933 Wrote: [CITE] It is against German law . Since a crypter can only be
used for criminal activities as stated by the police who raided me ....

You can use crypters to protect your file but this case is different. Maintaining FUDness,Anti
firewalls is something they may care about

Threshold - April 5, 2016, 6:00 am

If anyone from another country gets raided please let us know, | also bought it last year but im not
from Germany.

sjp77933 - April 5, 2016, 6:01 am

(Apr 5, 2016 05:58 AM)xLelouch Wrote: [CITE] You can use crypters to protect your file but this case
is different. Maintaining FUDness,Anti firewalls is something they may care about

That's true , but the main reason for those visits is "xyz is suspected in private data steal as
forbidden by law §202.."

(Apr 4, 2016 11:13 PM)lhadtochangemyname Wrote: [CITE] The owner of RazorCrypt got caught,
his database with customer accounts got leaked.

German police came into my rooms with a search warrant, they confiscated my PC, phones
everything. Luckily | didn't use razorcrypt at all.

Typing this from a friends laptop real quick. Just a warning for my fellow Hackforum users, hide
your shit.

?

Star
(Apr 5, 2016 02:40 AM)RainbowJizz™ Wrote: [CITE] i know how you feel, you're not alone. they had
a search warrant to came into my rooms, too -.-

i never really used this tool. i'm so sick of the incompetence of our german police. they took
everthing.. even a freakin' Powerbank (just because it had 2 usb ports)
A question for the German users who got busted , what will you do ?

My pc is clean , because it's a new one. Since | bought razor in 2013 and used it only to test it with
calc.exe , | don't have razor nor the crypted calc.exe , but | have some logins from sites where |
found sqgli and some self made Python bruter. What should | do ? Deny everything , my good friend
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Google gave it to me ?
Problem is , all those logins are from German people :/

C0000000000000N - April 5, 2016, 6:25 am
(Apr 5, 2016 06:01 AM)sjp77933 Wrote: [CITE] That's true , but the main reason for those visits is
"Xyz is suspected in private data steal as forbidden by law §202.."

A question for the German users who got busted , what will you do ?

My pc is clean , because it's a new one. Since | bought razor in 2013 and used it only to test it with
calc.exe , | don't have razor nor the crypted calc.exe , but | have some logins from sites where |
found sqli and some self made Python bruter. What should | do ? Deny everything , my good friend
Google gave it to me ?

Problem is , all those logins are from German people :/
| created new email accounts and changed my email/pass on every account, HF,Skype etc.

Luckily I used google chrome and could delete my whole browsing history on gmail from my mates
pc.

I never used Razercrypt. Pretty sure they will close my case, only thing im worried about is getting
my hardware back this could take years.

pipnpico - April 5, 2016, 6:34 am
i bought this and now am very concerned

ErudiN - April 5, 2016, 6:35 am
Damn.... l use it, but i live in Serbia, and they dont give a fuck for that xD

Sjp77933 - April 5, 2016, 6:39 am
(Apr 5, 2016 06:25 AM)Ihadtochangemyname Wrote: [CITE] | created new email accounts and
changed my email/pass on every account, HF,Skype etc.

Luckily 1 used google chrome and could delete my whole browsing history on gmail from my mates
pc.

| never used Razercrypt, only downloaded it for reverse enginering purposes and formatted my
HDD several times since 2014. Pretty sure they will close my case, only thing im worried about is
getting my hardware back this could take years.

Here the same , deleted my Facebook , vk , email account .

Changed iCloud password and Gmail .

| also just wanted to look at the code , but the police does not belive this story .
Any advice on what to do about the login.txt from my problem :(?

goldpieces - April 5, 2016, 6:41 am

| was aware of this already.. i knew soon or later this gonna happen. | bought that crypter back in
2013 maybe, with BTC..

And crypter was always been shitty and support were ignorant and sitty ) thought i wasted some of
my bucks
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but now i can say it's worth it :)

Hope u get ur HDD and stuffs back soon mate..
Thats fucked up

Duk. - April 5, 2016, 6:42 am
What was logged? | had bought with PP a long time ago and I'm in the US. | posted a thread
regardless but | think someone knowledgeable should post more info.

AnOnyJ - April 5, 2016, 6:48 am
the evidence is here , all you claiming you wiped your hdd's and bought it. so the police would come
on here and your busted.

just like the fbi agent. ?

C0000000000000N - April 5, 2016, 6:49 am
(Apr 5, 2016 06:39 AM)sjp77933 Wrote: [CITE] Here the same , deleted my Facebook , vk , email
account .

Changed iCloud password and Gmail .

| also just wanted to look at the code , but the police does not belive this story .

Any advice on what to do about the login.txt from my problem :(?

Theres nothing you can do anymore. If you're 100% sure theres nothing for them to find I'd just
relax and wait for the case to get closed. In any other case contact a lawyer.

Duk. - April 5, 2016, 6:51 am
(Apr 5, 2016 06:48 AM)AnOnyJ Wrote: [CITE] the evidence is here , all you claiming you wiped your
hdd's and bought it. so the police would come on here and your busted.

just like the fbi agent. ?
Circumstantial evidence and no admission to crime nice try asshat.

Sjp77933 - April 5, 2016, 6:52 am

(Apr 5, 2016 06:49 AM)lhadtochangemyname Wrote: [CITE] Theres nothing you can do anymore. If
you're 100% sure theres nothing for them to find I'd just relax and wait for the case to get closed. In
any other case contact a lawyer.

| am sure they won't find razor but what about the logins.txt that | got from sqli and the self made
Python bruters?

Had the idea to pass them as "site security checker" .

It wouldn't be a big problem if the text file was mixed with gmail and aol , but it's only t-online , Arcor
and web. ?

C0000000000000N - April 5, 2016, 6:57 am
(Apr 5, 2016 06:52 AM)sjp77933 Wrote: [CITE] | am sure they won't find razor but what about the
logins.txt that | got from sqli and the self made Python bruters?

Had the idea to pass them as "site security checker" .

It wouldn't be a big problem if the text file was mixed with gmail and aol , but it's only t-online , Arcor
and web. ?

Theres no evidence where you got the logins.txt from and a bruter could be used as a pentest. Im
not a lawyer tho, I'd wait a month and contact a lawyer to see if he can find out more about your
case.
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Sjp77933 - April 5, 2016, 6:59 am

(Apr 5, 2016 06:57 AM)lIhadtochangemyname Wrote: [CITE] Theres no evidence where you got the
logins.txt from and a bruter could be used as a pentest. Im not a lawyer tho, I'd wait a month and
contact a lawyer to see if he can find out more about your case.

Did they told you any eta when they are done ?

Or did they tell you the same ".. 4 month vacation, but we try as quickly as possible.."

xanaxboy - April 5, 2016, 7:00 am

Yo, my friend in belgium had this, i dunno if he payed through paypal but he hasnt been on for the
whole day and from how i know him that aint normal.

Anyone knows if they search people in belgium too?

PM me

C0000000000000N - April 5, 2016, 7:01 am

(Apr 5, 2016 06:59 AM)sjp77933 Wrote: [CITE] Did they told you any eta when they are done ?
Or did they tell you the same ".. 4 month vacation, but we try as quickly as possible.."

Pretty sure that's bullshit to piss you off. | didn't ask tho.

4158996621556 - April 5, 2016, 7:02 am
this is blackshades all over again.
best of luck to everyone who bought the program with paypal :/

rfz777 - April 5, 2016, 7:05 am

| remember two years ago when Razor got affiliated with the Blackshades incident. He posted on
forum about it saying they went to his school and (I think they took his hardware. I'm a HF user, not
a historian.) either way, | saw it coming and quit the scene years ago.

ghotl3 - April 5, 2016, 7:08 am
Well that's shit...

Jungs wie hat sich das angefuhlt als die vor euerer Tur waren xD war es das LKA?

Himitsu - April 5, 2016, 7:08 am
Reckless of the owner. Should have encrypted his PC, same as all customers.

rezzex - April 5, 2016, 7:20 am
If i would get hit, i live in Germany, would they also look for other Crime's like copied Movies?

Sjp77933 - April 5, 2016, 7:20 am

So some users already know about this razor thing, but there is no clear information about it.
| will try to sum it up from the papers | got :

What is the reason for this visits ?

8202c German law "sharing or stealing private data"

13.05.2014 : the day when Razer maker was busted
They have all Skype conversations , ips from people who visited the razerscanner site.

In the letter it gives the exact date when i bought the program , from what PayPal @ , where | did
send it to , the amount of $ and transaction ID.

Somewhere end of 2015:
They put all this information together and started working.
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Today:
You have all those house visits in Germany . The letter says there were alone 300 clients from
Germany . But no information about other countries.

(Sorry posted from a hidden Nokia)

xanaxboy - April 5, 2016, 7:21 am
guys im really worried if they took my friend, will they go through all of our chats? If so, i am very..
very fucked

rfz777 - April 5, 2016, 7:22 am

(Apr 5, 2016 07:20 AM)rezzex Wrote: [CITE] If i would get hit, i live in Germany, would they also look
for other Crime's like copied Movies?

Might wanna delete anything illegal if you might get raided...

rezzex - April 5, 2016, 7:23 am
(Apr 5, 2016 07:22 AM)rfz777 Wrote: [CITE] Might wanna delete anything illegal if you get raided...
kk, already formatting laptop and pc is encrypted

Himitsu - April 5, 2016, 7:35 am
Encrypt all your harddrives and systempartition(s).

Ace Of Jesus - April 5, 2016, 7:35 am
Holy shit, rip everyone...

DragonForce! - April 5, 2016, 7:37 am
Whatever you do. DO NOT ENCRYPT YOU DRIVED! If you do not hand your keys over you can do
up to four years in prison. Guilty until proven innocent.

Chao - April 5, 2016, 7:37 am
That's why you retards get for using PayPal lol.

Regulus - April 5, 2016, 7:38 am
| wonder if they'll come to Sweden.
I'm not worried though.

rezzex - April 5, 2016, 7:39 am

(Apr 5, 2016 07:37 AM)tier0.dIl Wrote: [CITE] Whatever you do. DO NOT ENCRYPT YOU DRIVED!
If you do not hand your keys over you can do up to four years in prison. Guilty until proven
innocent.

Exactly the other way dude, https://en.wikipedia.org/wiki/Presumption_of _innocence

Chao0 - April 5, 2016, 7:40 am

(Apr 5, 2016 07:37 AM)tier0.dll Wrote: [CITE] Whatever you do. DO NOT ENCRYPT YOU DRIVED!
If you do not hand your keys over you can do up to four years in prison. Guilty until proven
innocent.

That is not true, depending on what country you live in. And it's not 4 years, more like a few months
and that's only in a couple of country like Russia and the UK.

GDreamer - April 5, 2016, 7:44 am
okay after all this shit does anyone even have a source to this shit ? Also i doubt the police has a
warrent that says "so and so from hf* Imao no dude they would use legitimate names
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https://hackforums.net/showthread.php?pid=50445875#pid50445875
https://en.wikipedia.org/wiki/Presumption_of_innocence
https://hackforums.net/showthread.php?pid=50445875#pid50445875

Ace Of Jesus - April 5, 2016, 7:46 am
| sold netflix account on payco.re, will | get raided?

Sjp77933 - April 5, 2016, 7:46 am

(Apr 5, 2016 07:44 AM)GDreamer Wrote: [CITE] okay after all this shit does anyone even have a
source to this shit ? Also i doubt the police has a warrent that says "so and so from hf" Imao no
dude they would use legitimate names/showthread.php?tid=5227212
/showthread.php?tid=5227234

| also have papers , but can't censor them with this Nokia :/

Himitsu - April 5, 2016, 7:52 am

(Apr 5, 2016 07:37 AM)tier0.dll Wrote: [CITE] Whatever you do. DO NOT ENCRYPT YOU DRIVED!
If you do not hand your keys over you can do up to four years in prison. Guilty until proven

innocent.

Its legal to encrypt your PC in germany. You have a right for privacy, unlike some other EU countrys
and america.

C0000000000000N - April 5, 2016, 7:53 am

(Apr 5, 2016 07:44 AM)GDreamer Wrote: [CITE] okay after all this shit does anyone even have a
source to this shit ? Also i doubt the police has a warrent that says "so and so from hf* Imao no
dude they would use legitimate names

Razors full name is stated in the warrant, I'm not giving out personal info tho (After all he's a person
like everyone else here, you wouldn't want your full name on HF would you ?).

GDreamer - April 5, 2016, 7:54 am

(Apr 5, 2016 07:53 AM)lhadtochangemyname Wrote: [CITE] Razors full name is stated in the
warrant, I'm not giving out personal info tho (He's a person like everyone else here, you wouldn't
want your full name on HF would you ?).

Blur it out and postit. | mean if its true and he's over 18 he will be posted publicly anyways

chercheur - April 5, 2016, 7:57 am
sad For him , police have spoiled many people business by arresting him

C0000000000000N - April 5, 2016, 8:01 am

(Apr 5, 2016 07:54 AM)GDreamer Wrote: [CITE] Blur it out and post it . | mean if its true and he's
over 18 he will be posted publicly anyways

sigh Spoiler (Click to View)

Happy now ?

GDreamer - April 5, 2016, 8:04 am
(Apr 5, 2016 08:01 AM)Ihadtochangemyname Wrote: [CITE] sigh Spoiler (Click to View)

Happy now ?
thats fucking alien to me . that could be a porn script for all i know

sodastreama - April 5, 2016, 8:05 am
Not a fake, also got a warrent. There will be a press release in the coming days.

Sjp77933 - April 5, 2016, 8:07 am
Let's all create a "busted” group .. Jokes aside , who of you , who got busted , used this crypter for
real ? And didn't buy it to just look under the interface ?


https://hackforums.net/showthread.php?pid=50445925#pid50445925
https://hackforums.net/showthread.php?pid=50445875#pid50445875
https://hackforums.net/showthread.php?pid=50445925#pid50445925
https://hackforums.net/showthread.php?pid=50446021#pid50446021
https://hackforums.net/showthread.php?pid=50446033#pid50446033
javascript:void(0);
https://hackforums.net/showthread.php?pid=50446098#pid50446098
javascript:void(0);

GZUZ - April 5, 2016, 8:09 am
Marcel Wald? Or whats his last name? xD

You censored Marcel pretty bad. :P
Also a full photo would have been nice. | will translate it for other users if you want :)

sjp77933 - April 5, 2016, 8:12 am
(Apr 5, 2016 08:09 AM)krOnfOx Wrote: [CITE] Marcel Wald? Or whats his last name? xD

You censored Marcel pretty bad. :P

Also a full photo would have been nice. | will translate it for other users if you want :)
Check this topic
/showthread.php?tid=5227234

sodastreama - April 5, 2016, 8:14 am

It is a crypter, imho, it is nothing illegal like in the Blackshades RAT bust.
A crypter can be used to protect your souce code, etc...

This is bullshit.

Sjp77933 - April 5, 2016, 8:17 am

(Apr 5, 2016 08:14 AM)sodastreama Wrote: [CITE] It is a crypter, imho, it is nothing illegal like in the
Blackshades RAT bust.

A crypter can be used to protect your souce code, etc...

This is bullshit.

Welcome to Germany, the police said , after reading multiple Skype conversations , that this crypter
only can be used for criminal activities , and is not valid as a dual-purpose program.

sodastreama - April 5, 2016, 8:21 am

(Apr 5, 2016 08:17 AM)sjp77933 Wrote: [CITE] Welcome to Germany, the police said , after reading
multiple Skype conversations , that this crypter only can be used for criminal activities , and is not
valid as a dual-purpose program.

I know, | also had a warrent. Still | believe that many people who are in this position now will get a
good lawyer and fight for the thing, that a crypter is nothing illegal - it cannot be compared to
Blackshades imho. What actually happened to the people who had warrents from Blackshades?
Pretty sure you wont go to jail for this lol.

Sjp77933 - April 5, 2016, 8:22 am

(Apr 5, 2016 08:21 AM)sodastreama Wrote: [CITE] | know, | also had a warrent. Still | believe that
many people who are in this position now will get a good lawyer and fight for the thing, that a crypter
is nothing illegal - it cannot be compared to Blackshades imho. What actually happened to the
people who had warrents from Blackshades? Pretty sure you wont go to jail for this lol.

| think they point on the inject & bind function .

Stupid Germany .. ?

ghotl3 - April 5, 2016, 8:24 am
War es die LKA?? Wieviel Personen waren ca. da und haben die viel Stress gesucht? Wie ist das
abgelaufen mit der Durchsuchung? Antwort ware cool :)

Pretty shit situatuilon guyd, hope it gets better

Sjp77933 - April 5, 2016, 8:26 am


https://hackforums.net/showthread.php?pid=50446170#pid50446170
https://hackforums.net/showthread.php?pid=50446224#pid50446224
https://hackforums.net/showthread.php?pid=50446253#pid50446253
https://hackforums.net/showthread.php?pid=50446285#pid50446285

(Apr 5, 2016 08:24 AM)ghot13 Wrote: [CITE] War es die LKA?? Wieviel Personen waren ca. da und
haben die viel Stress gesucht? Wie ist das abgelaufen mit der Durchsuchung? Antwort ware cool :)

Pretty shit situatuilon guyd, hope it gets better

Es war 06:30 , es stehen 4 voll bewaffnete Manner in meinem Zimmer , mit Pistolen und
Taschenlampen auf mich Gerichtet , der Morgen begann mit dem Satz "haben sie eine Waffe " ...
Und 2 weitere ein begutachter und noch jemand

samtenny - April 5, 2016, 8:26 am
This is why you should stay the fuck away from ratting.

C0000000000000N - April 5, 2016, 8:29 am
(Apr 5, 2016 08:24 AM)ghot13 Wrote: [CITE] War es die LKA?? Wieviel Personen waren ca. da und
haben die viel Stress gesucht? Wie ist das abgelaufen mit der Durchsuchung? Antwort ware cool :)

Pretty shit situatuilon guyd, hope it gets better
Nope the "FBI" . 4 people and no they were actually somewhat friendly and professional. They
handed me the warrant and told me that they will confiscate my pc etc.

| did the paperwork with one guy while the rest searched through my rooms.
German:

Nein war die Kripo. Sind mit 4 Mann gekommen waren aber eigentlich ganz nett (was vielleicht
auch daran lag das ich locker reagiert hab). Haben mir den Durchsuchungsbefehl in die Hand
gedruckt und dann angefangen PC etc. mitzunehmen. Alles in allem eher argerlich wegen der
Hardware als sonst was.

sodastreama - April 5, 2016, 8:31 am
lol. Kripo = FBI. Interessant was man hier alles erfahrt. Sollen wir vlit echt eine Skype Gruppe 0.A.
machen fir Betroffene?

Infinity. - April 5, 2016, 8:34 am
https://hackforums.net/showthread.php?tid=5227479

RottenCrow - April 5, 2016, 8:35 am
Here's a brief summary of this text (https://imgur.com/HPB851c):

- first chapter: what laws apply in this case (probably not interesting for anyone but a lawyer)

- second chapter: police found out about their products through confiscated devices. They're also
explaining what their software (crypter, binder) does.

- third chapter: They claim that their software is solely designed for criminal purposes.
- fourth chapter: Same goes for his website RazorScanner, it's only designed for checking malware.

ghotl3 - April 5, 2016, 8:36 am

(Apr 5, 2016 08:26 AM)sjp77933 Wrote: [CITE] Es war 06:30 , es stehen 4 voll bewaffnete Manner in
meinem Zimmer , mit Pistolen und Taschenlampen auf mich Gerichtet , der Morgen begann mit dem
Satz "haben sie eine Waffe " ... Und 2 weitere ein begutachter und noch jemand

Hahahahahah feir ich dass du das so gelassen nimmst xD Ich war den warscheinlich die ganze
Woche mad xD


https://hackforums.net/showthread.php?pid=50446320#pid50446320
https://hackforums.net/showthread.php?pid=50446320#pid50446320
https://hackforums.net/showthread.php?tid=5227479
https://imgur.com/HPB851c
https://hackforums.net/showthread.php?pid=50446346#pid50446346

(Apr 5, 2016 08:29 AM)lhadtochangemyname Wrote: [CITE] Nope the "FBI" . 4 people and no they
were actually somewhat friendly and professional. They handed me the warrant and told me that
they will confiscate my pc etc.

I did the paperwork with one guy while the rest searched through my rooms.
German:

Nein war die Kripo. Sind mit 4 Mann gekommen waren aber eigentlich ganz nett (was vielleicht
auch daran lag das ich locker reagiert hab). Haben mir den Durchsuchungsbefehl in die Hand
gedriickt und dann angefangen PC etc. mitzunehmen. Alles in allem eher &argerlich wegen der
Hardware als sonst was.

Danke dir, intressant mal zu wissen :)

I hope things turn to be good for yall germans. #FluchtlingeSindSchuld

Motiv - April 5, 2016, 8:58 am

(Apr 5, 2016 03:42 AM)SteezyHB Wrote: [CITE] Heh, that's pretty awesome :P

Can't wait for the police to break down my door and steal all my hardware and stuff, got around 50
HDD's lieing around with random peoples data just to waste their time :)

Lol, just go to a dollar store and buy a shitload of powerbricks.

Shadow4222 - April 5, 2016, 9:13 am
should i be worried if i was using razorscanner but I'm not from Germany?

HIGH PAID FELLA - April 5, 2016, 9:21 am
| am really not surprised, Germany is really strict on this and they will get other countries' police to
raid you too. Encrypt your whole system with VeraCrypt and ask to speak a lawyer first.

LordCoder - April 5, 2016, 10:17 am

(Apr 5, 2016 09:13 AM)ShadOw_ Wrote: [CITE] should i be worried if i was using razorscanner but
I'm not from Germany?

Same question here.

McCaskey - April 5, 2016, 10:23 am
Hide yo kids.
Hide yo wife.
Ain't no one safe out here!!

BITCHLESS - April 5, 2016, 10:34 am
R.I.P All germany users. Do you have any newspaper article about this?

tattooedig - April 5, 2016, 10:54 am

Got busted too. | don't have any of this shit still on my Computer.

Are they able to see trough my Chats on skype when I'm not logged in for example?
I'm still very afraid

Why I'm afraid | have photos of girls on my PC who are definately not 18. They are around my age
(16).

Is this classified as childpron?

| mean they send to me over Facebook | just saved.

Will | get busted for this? Any opinions?


https://hackforums.net/showthread.php?pid=50446379#pid50446379
https://hackforums.net/showthread.php?pid=50444314#pid50444314
https://hackforums.net/showthread.php?pid=50446811#pid50446811

Cyber Coder - April 5, 2016, 10:56 am
razor got raided before like 1 year ago, if this second time he didint encrypted all his hdds and shit,
he is plain retarded

Marshall Mathers - April 5, 2016, 11:03 am

I'm really curious about this: What if the cops come & ring ur door, and you aren't home or you just
don't open (pretend you aren't there)?

Do they like come back the next day or what do they actually do?

Anyone experience with this?

sjp77933 - April 5, 2016, 11:05 am

(Apr 5, 2016 10:54 AM)tattooedig Wrote: [CITE] Got busted too. | don't have any of this shit still on
my Computer.

Are they able to see trough my Chats on skype when I'm not logged in for example?

I'm still very afraid

Why I'm afraid | have photos of girls on my PC who are definately not 18. They are around my age
(16).

Is this classified as childpron?

I mean they send to me over Facebook | just saved.

Will | get busted for this? Any opinions?

Do a remote logout on another device + change password

But | don't think this will help , since the actual logs are still there , for maybe 1 week but can even
be 3 month log

C0000000000000N - April 5, 2016, 11:05 am
(Apr 5, 2016 11:03 AM)Emboil Wrote: [CITE] I'm really curious about this: What if the cops come &
ring ur door, and you aren't home or you just don't open (pretend you aren't there)?

Do they like come back the next day or what do they actually do?

Anyone experience with this?

Usually they call a locksmith to open the door but if you have an extra secure door that he can't pick
they will try to break it down or come on through a window.

Fluxify - April 5, 2016, 12:02 pm

If someone bought it with PayPal, maybe share the e-mail (or part of it) that the money was sent too,
so people that had RazorCrypt in the past could search if they bought it with PayPal or not. Just an
idea! :)

NoodleBot™ - April 5, 2016, 12:04 pm
(Apr 5, 2016 06:25 AM)lhadtochangemyname Wrote: [CITE] | created new email accounts and
changed my email/pass on every account, HF,Skype etc.

Luckily I used google chrome and could delete my whole browsing history on gmail from my mates
pc.

I never used Razercrypt. Pretty sure they will close my case, only thing im worried about is getting
my hardware back this could take years.

Talking about it doesn't help. And telling everyone what you did definitely doesn't help either.

How dumb are you guys becoming?

227 2-2 2 222 227 - April 5, 2016, 12:26 pm
(Apr 5, 2016 08:36 AM)ghot13 Wrote: [CITE] [...] . #FlUchtlingeSindSchuld
Alter was geht. :'D


https://hackforums.net/showthread.php?pid=50447790#pid50447790
https://hackforums.net/showthread.php?pid=50447863#pid50447863
https://hackforums.net/showthread.php?pid=50445322#pid50445322
https://hackforums.net/showthread.php?pid=50446468#pid50446468

This Thread gave me good chuckles. :P

Ooze - April 5, 2016, 12:37 pm

(Apr 5, 2016 12:02 PM)Fluxify Wrote: [CITE] If someone bought it with PayPal, maybe share the
e-mail (or part of it) that the money was sent too, so people that had RazorCrypt in the past could
search if they bought it with PayPal or not. Just an idea! :)

This is what | want I've been checking PayPal dm me so we can go over stuff

Fluxify - April 5, 2016, 12:38 pm

(Apr 5, 2016 12:37 PM)The JOker Wrote: [CITE] This is what | want I've been checking PayPal dm
me so we can go over stuff

| didn't purchase it. So | can't help you unfortunately.

Wafflemonger - April 5, 2016, 12:40 pm
(Apr 5, 2016 06:01 AM)sjp77933 Wrote: [CITE] That's true , but the main reason for those visits is
"Xyz is suspected in private data steal as forbidden by law §202.."

A question for the German users who got busted , what will you do ?

My pc is clean , because it's a new one. Since | bought razor in 2013 and used it only to test it with
calc.exe , | don't have razor nor the crypted calc.exe , but | have some logins from sites where |
found sqgli and some self made Python bruter. What should | do ? Deny everything , my good friend
Google gave it to me ?

Problem is , all those logins are from German people :/

Don't deny it, but don't admit it either. Literally say nothing. From the moment you start speaking,
you either tell the truth, or lie. You will give them information that will make your situation worse. The
ONLY person you should speak to is a lawyer. Then, let the lawyer speak for you. Never open your
mouth to a police officer, ever. It will only turn out poorly.

For example, the police ask, "have you ever used this software for malicious purposes?" and you
reply to them, "No, | never have." The police then respond, "According to you, you have never used
this software for malicious purposes, but you tested it to see if you could break the encryption, which
means that you could potentially use those skills to break other encryption as well, correct? If you're
on a site such as HackForums, where users routinely perform malicious actions, is it not feasible
that just through using it, you could potentially have malicious intent in the future, if you broke it?"

See what | mean? If what you say is true, you definitely didn't use it for a malicious purpose, but just
by denying that you used the software for malicious purposes, you also potentially admitted that you
actively used the software. It's always best never to speak to the police, ever.

Dennis - April 5, 2016, 12:43 pm
Razor was one of the kids that got busted during the blackshades bullshit. If you bought any of his
products you have to be stupid af.

Deus_ - April 5, 2016, 12:49 pm
Do anyone know which database they got? The very old one from '13?

Or everything?


https://hackforums.net/showthread.php?pid=50448461#pid50448461
https://hackforums.net/showthread.php?pid=50448801#pid50448801
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Katarina Du Couteau - April 5, 2016, 12:50 pm
DID THE POLICE LEGIT COME TO YOUR HOUSE? BECAUSE YOU USED A CRYPTER?
LOL

How did they find your adress?
(Apr 5, 2016 12:26 PM)??? ?2-? ? ??? ??7? Wrote: [CITE] Alter was geht. :'D

This Thread gave me good chuckles. :P
Ach, herrje diese flichlinge...

RootBite - April 5, 2016, 12:56 pm

(Apr 5, 2016 02:42 AM)Uppermost Wrote: [CITE] That's why you shouldn't buy tools like these but
just create them yourself.

Like you could. LOL

Katarina Du Couteau - April 5, 2016, 1:04 pm
Die Unterhaltung mit Skype fortsetzen: https://join.skype.com/ffVeffSxT40f
Chat fur alle, denen die Kripo hallo gesagt hat!

Chat for everyone, who got rekt :)

(Apr 5, 2016 12:56 PM)RootBite Wrote: [CITE] Like you could. LOL
Just because he didnt spend money on HF upgrades?
Fucking ub3rs.... (°?°)

Regulus - April 5, 2016, 1:05 pm
(Apr 5, 2016 12:49 PM)Amycoxx Wrote: [CITE] Do anyone know which database they got? The very
old one from '13?

Or everything?
I'm also curious about this actually.

Motiv - April 5, 2016, 1:21 pm
(Apr 5, 2016 01:05 PM)Regulus Wrote: [CITE] I'm also curious about this actually.
I need to know...if it was recent years, I'm fine.

Varane - April 5, 2016, 1:21 pm
Free up to my homies in Germany, i hope Razor isn't a snitch.

Squadie - April 5, 2016, 1:50 pm

(Apr 5, 2016 01:21 PM)Vyr?z Wrote: [CITE] Free up to my homies in Germany, i hope Razor isn't a
snitch.

He Il probably do anything what's best for him tbh

Wardow - April 5, 2016, 1:58 pm

You specify customer accounts but RazorCrypt was only registered with hardware id's, and
password in RazorScanner were probably hashed using b-crypt or something, so this might be hard
to reverse back to the real password as for RazorScanner

Sjp77933 - April 5, 2016, 2:01 pm
(Apr 5, 2016 12:40 PM)Wafflemonger Wrote: [CITE] Don't deny it, but don't admit it either. Literally
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say nothing. From the moment you start speaking, you either tell the truth, or lie. You will give them
information that will make your situation worse. The ONLY person you should speak to is a lawyer.
Then, let the lawyer speak for you. Never open your mouth to a police officer, ever. It will only turn

out poorly.

For example, the police ask, "have you ever used this software for malicious purposes?" and you
reply to them, "No, | never have." The police then respond, "According to you, you have never used
this software for malicious purposes, but you tested it to see if you could break the encryption, which
means that you could potentially use those skills to break other encryption as well, correct? If you're
on a site such as HackForums, where users routinely perform malicious actions, is it not feasible
that just through using it, you could potentially have malicious intent in the future, if you broke it?"

See what | mean? If what you say is true, you definitely didn't use it for a malicious purpose, but just
by denying that you used the software for malicious purposes, you also potentially admitted that you
actively used the software. It's always best never to speak to the police, ever.Thanks buts it's too

late now , looks like | am going to get the best lawyer and fuck those fuckers for violating my privacy

(Apr 5, 2016 12:49 PM)Amycoxx Wrote: [CITE] Do anyone know which database they got? The very
old one from '13?

Or everything?They don't have a db, it's his PayPal account and many others that belongs to him
Since all the names + addresses are on the payments ....

justmatty - April 5, 2016, 2:18 pm

Friend bought Razorcrypt for me in 2014 with Paypal... Only used it once or twice. I'm not really into
black hat and was just fucking around, playing with settings when | wanted to RAT my old computer
but the antivirus blocked it. I hope nothing happens to us, lol; very worried for him.

Infinity. - April 5, 2016, 2:21 pm
https://hackforums.net/showthread.php?tid=5227836

Confirmed.

DaPiranha - April 5, 2016, 2:23 pm
(Apr 5, 2016 02:21 PM)Infinity. Wrote: [CITE] https://hackforums.net/showthread.php?tid=5227836

Confirmed.
Looks like he only got raided not arrested.

Jim Crow - April 5, 2016, 2:34 pm
lol got raided back in blackshades times - they told me it would take 3 days to get my stuff back...in
the end it took 3 years.

Shadow Reign - April 5, 2016, 2:42 pm

I've never personally used razorcrypt but i'm interested in this as | always thought encryption
programs were legal to make and distribute anywhere in the world or does razorcrypt have more
than just encryption functions? Perhaps Germany is more strict on these types of programs?

Weco - April 5, 2016, 2:50 pm

(Apr 5, 2016 02:42 PM)Shadow Reign Wrote: [CITE] I've never personally used razorcrypt but i'm
interested in this as | always thought encryption programs were legal to make and distribute
anywhere in the world or does razorcrypt have more than just encryption functions? Perhaps
Germany is more strict on these types of programs?
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No, just look at KillaMuvz

DaPiranha - April 5, 2016, 2:59 pm
(Apr 5, 2016 02:50 PM)Weco Wrote: [CITE] No, just look at KillaMuvz
what about him nothing happened to him in the end.

Sadistic - April 5, 2016, 3:48 pm
Lets have a Funeral
Spoiler (Click to View)

Copywriter - April 5, 2016, 3:48 pm
Damn, that's gotta suck. GL to those who purchased RazorCrypt.

BOssMan - April 6, 2016, 2:09 am
If you brought with BTC you have nothing to worry about right?

rezzex - April 6, 2016, 2:10 am

(Apr 6, 2016 02:09 AM)B0OssMan Wrote: [CITE] If you brought with BTC you have nothing to worry
about right?

No you shouldnt, they cant get your Name nor your Address.

good luck to anyone that purchased this, try to stay out of blackhat activity like this please do
yourself a favor, won't be worth it in the end.

unless ur 133t;) but you're most likely not. fucking tunnelbear won't save your ass. be safe homies

Makaveli. - April 6, 2016, 3:44 am
Damn | come back to HF since an age and people getting raided up again.

rspower - April 6, 2016, 7:54 am

Hat mich gestern auch erwischt rechner war an haben alle daten bin jetzt richtig am arsch da war
nicht nur hacking zeug drauf auch server daten vom root kann mich eigentlich gleich vor die gleise
werfen .... rip guys

Sjp77933 - April 6, 2016, 9:20 am

(Apr 6, 2016 07:54 AM)rspower Wrote: [CITE] Hat mich gestern auch erwischt rechner war an haben
alle daten bin jetzt richtig am arsch da war nicht nur hacking zeug drauf auch server daten vom root
kann mich eigentlich gleich vor die gleise werfen .... rip guys

Ander schnell das password oder I6sch ihn

rspower - April 6, 2016, 9:26 am
Hab ich schon alles bin mir aber nicht sicher ob sie backup haben hatte noch viele filme und games
drauf alles warez

Yakless - April 6, 2016, 9:37 am
They can't raid you for purchasing a crypter?

rezzex - April 6, 2016, 9:38 am
(Apr 6, 2016 09:37 AM)? Goat ? Wrote: [CITE] They can't raid you for purchasing a crypter?
It is descriped as a non-Dual-use Program, so they can.
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SourMan - April 6, 2016, 9:40 am
any raids in Canada or the United States of America?

rezzex - April 6, 2016, 9:41 am
(Apr 6, 2016 09:40 AM)SourMan Wrote: [CITE] any raids in Canada or the United States of America?
Yes, they were.

The Unusual Hunter - April 6, 2016, 9:43 am
(Apr 6, 2016 09:41 AM)rezzex Wrote: [CITE] Yes, they were.
He is joking with you, only people in Germany are being raided

SourMan - April 6, 2016, 9:44 am

(Apr 6, 2016 09:43 AM)The Unusual Hunter Wrote: [CITE] He is joking with you, only people in
Germany are being raided

that's what | thought

rspower - April 6, 2016, 10:26 am

Internationale Durchsuchungen und Festnahmen gegen weltweit agierende Hacker sowie eine
Vielzahl von InternetkriminellenDie Landeszentralstelle Cybercrime (LZC) der
Generalstaatsanwaltschaft Koblenz und das Polizeiprasidium Koblenz fihren einen umfangreichen
Ermittlungskomplex gegen international agierende Hacker, die flr andere Internetkriminelle
sogenannte Hackertools bereitstellten. Zu den angebotenen Dienstleistungen gehdrte unter
anderem eine spezielle Software, die der Tarnung fremder Schadsoftware (bspw. Viren, Trojaner)
diente, um diese fur Antivirenprogramme unsichtbar zu machen. Die Einsatzpalette der
Schadsoftware reichte vom Ausspionieren von Daten (insbesondere Passworter und Bankdaten)
Uber die Begehung von Betrugsdelikten bis hin zu Erpressungen. Dem Zugriff auf private und
sensible Daten einer Vielzahl ahnungsloser Burgerinnen und Burgern war Tur und Tor geotffnet.In
einer bundesweit abgestimmten Einsatzmal3nahme wurden am frihen Morgen des 05.04.2016
zeitgleich ein Haftbefehl gegen den 22-Jahrigen Hauptbeschuldigten aus dem nérdlichen
Rheinland-Pfalz vollstreckt sowie bei 170 Tatverdachtigen 175 Wohnungen und Firmenrdume in
allen 16 Bundeslander durchsucht. Parallel hierzu erfolgten weitere Durchsuchungen und
Datensicherungen im Ausland, unter anderem in den Niederlanden, Frankreich und Kanada.Nach
einer ersten Auswertung konnten tiber 300 Computer und Datentréger sichergestellt werden. Bei
einem Beschuldigten fanden sich zudem Betdubungsmittel im Kilobereich sowie Waffen. Auch
gegen diesen Beschuldigten wurde die Untersuchungshaft angeordnet.Unter der Sachleitung der
LZC wurden die sehr umfangreichen und auf3erst aufwendigen Ermittlungen durch die
Kriminalinspektion Mayen des Polizeiprasidiums Koblenz gefuhrt. Das Dezernat Cybercrime des
Landeskriminalamtes Rheinland-Pfalz koordinierte gemeinsam mit seinen Partnerdienststellen der
polizeilichen Zentralstellen der Lander (Landeskriminalamter bzw. Landespolizeiprasidien) sowie
des Bundeskriminalamtes die bundesweiten sowie internationalen Malinahmen. Insgesamt waren 3
Staatsanwalte und anndhernd 700 Polizeibeamte im In- und Ausland eingesetzt.Die
Generalstaatsanwaltschaft Koblenz sowie das Polizeiprasidium Koblenz bedan

Peeka - April 6, 2016, 10:29 am

(Apr 6, 2016 10:26 AM)rspower Wrote: [CITE] Internationale Durchsuchungen und Festnahmen
gegen weltweit agierende Hacker sowie eine Vielzahl von InternetkriminellenDie Landeszentralstelle
Cybercrime (LZC) der Generalstaatsanwaltschaft Koblenz und das Polizeiprasidium Koblenz fiihren
einen umfangreichen Ermittlungskomplex gegen international agierende Hacker, die fur andere
Internetkriminelle sogenannte Hackertools bereitstellten. Zu den angebotenen Dienstleistungen
gehorte unter anderem eine spezielle Software, die der Tarnung fremder Schadsoftware (bspw.
Viren, Trojaner) diente, um diese fur Antivirenprogramme unsichtbar zu machen. Die Einsatzpalette
der Schadsoftware reichte vom Ausspionieren von Daten (insbesondere Passworter und
Bankdaten) tber die Begehung von Betrugsdelikten bis hin zu Erpressungen. Dem Zugriff auf
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private und sensible Daten einer Vielzahl ahnungsloser Birgerinnen und Burgern war Tar und Tor
gedffnet.In einer bundesweit abgestimmten Einsatzmalinahme wurden am frihen Morgen des
05.04.2016 zeitgleich ein Haftbefehl gegen den 22-Jahrigen Hauptbeschuldigten aus dem
nordlichen Rheinland-Pfalz vollstreckt sowie bei 170 Tatverdachtigen 175 Wohnungen und
Firmenraume in allen 16 Bundeslander durchsucht. Parallel hierzu erfolgten weitere
Durchsuchungen und Datensicherungen im Ausland, unter anderem in den Niederlanden,
Frankreich und Kanada.Nach einer ersten Auswertung konnten tiber 300 Computer und Datentrager
sichergestellt werden. Bei einem Beschuldigten fanden sich zudem Betaubungsmittel im Kilobereich
sowie Waffen. Auch gegen diesen Beschuldigten wurde die Untersuchungshaft angeordnet.Unter
der Sachleitung der LZC wurden die sehr umfangreichen und auf3erst aufwendigen Ermittlungen
durch die Kriminalinspektion Mayen des Polizeiprasidiums Koblenz gefiihrt. Das Dezernat
Cybercrime des Landeskriminalamtes Rheinland-Pfalz koordinierte gemeinsam mit seinen
Partnerdienststellen der polizeilichen Zentralstellen der Lander (Landeskriminalamter bzw.
Landespolizeiprasidien) sowie des Bundeskriminalamtes die bundesweiten sowie internationalen
MalRnahmen. Insgesamt waren 3 Staatsanwalte und anndhernd 700 Polizeibeamte im In- und
Ausland eingesetzt.Die Generalstaatsanwaltschaft Koblenz sowie das Polizeiprasidium Koblenz
bedan

International searches and arrests against global hackers and a variety of InternetkriminellenDie
country central office Cybercrime (LZC) the Prosecutor General Koblenz and the police
headquarters Koblenz carry out an exhaustive investigation complex against internationally active
hackers that provided the so-called other cybercriminals hacking tools. Among the services
included, among other things, a special software, which served as camouflage foreign malicious
software (eg. Viruses, Trojans), to make them invisible to antivirus programs. The application range
of malicious software ranged from spying on data (especially passwords and banking information)
about the commission of fraud to extortion. The access to private and sensitive data of a plurality of
unsuspecting citizens was floodgates getffnet.In a nationwide coordinated emergency measure, an
arrest warrant against the 22-year-old main suspect from the northern Rhineland-Palatinate were
the early morning of 04.05.2016 simultaneously enforced and in 170 suspects 175 homes and
company premises searched in all 16 states. In parallel, carried out further searches and backups
abroad, among others in the Netherlands, France and Kanada.Nach a first evaluation were more
than 300 computers and disks can be ensured. When an accused is also found narcotics in the Kilo
area as well as weapons. Even against this accused remand was angeordnet.Unter the property line
of the LZC very extensive and extremely costly investigations were conducted by the Criminal
Investigation Police Headquarters inspection Mayen Koblenz. The Department cybercrime the state
criminal police Rheinland-Pfalz coordinated nationwide and international action together with its
partner services of police central offices of the country (state criminal police offices or national police
headquarters) and the BKA. Total 3 prosecutors and approximately 700 police officers at home and
abroad eingesetzt.Die Prosecutor General Koblenz and the police headquarters Koblenz were
bedan

ZCash - April 6, 2016, 10:57 am

Read this

dailystar
.com.Ib/News/World/2016/Apr-06/346007-police-raids-target-cyber-criminals-in-four-countries-germa
ny.ashx

P€rkan777 - April 6, 2016, 11:32 am

Wow razor had so many customers?

Those who used fake/stealth paypals are fine or they are busted too? As someone told they got into
his PayPal account and saw the transactions.

RottenCrow - April 6, 2016, 11:55 am
(Apr 6, 2016 09:43 AM)The Unusual Hunter Wrote: [CITE] He is joking with you, only people in
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Germany are being raided
Nope.

http://www.focus.de/regional/koblenz/koblenz-internationale-durchsuchungen-und-festnahmen-gege
n-weltweit-agierende-hacker-sowie-eine-vielzahl-von-internetkriminellen id 5412064.html

http://lwww2.mjv.rlp.de/icc/justiz/nav/a0b/broker.jsp?uMen=a0bc3768-b0b2-11d4-a737-0050045687a
b&uCon=ede7cb66-ab9e-351d-62ff-6b402e4e2711&uUuTem=aaaaaaaa-aaaa-aaaa-aaaa-000000000
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Quote:Parallel hierzu erfolgten weitere Durchsuchungen und Datensicherungen im Ausland, unter
anderem in den Niederlanden, Frankreich und Kanada.

At the same time there have been raids, among other countries, in the Netherlands, France and
Canada.

There will also be a press conferece on the 7th of April:

Quote:Die Generalstaatsanwaltschaft Koblenz, das Polizeiprasidium Koblenz sowie das
Landeskriminalamt Rheinland-Pfalz richten am Donnerstag, 07.04.2016, um 14:00 Uhr eine
Pressekonferenz im Polizeiprasidium Koblenz, Moselring 10 — 12, 56068 Koblenz, aus.

Perhaps we will learn more after that.

Armada - April 6, 2016, 12:43 pm

(Apr 6, 2016 10:57 AM)Matparrel Wrote: [CITE] Read this

dailystar
.com.lb/News/World/2016/Apr-06/346007-police-raids-target-cyber-criminals-in-four-countries-germa
ny.ashx

Had not heard anything about Canada. Good to know.

(Apr 6, 2016 09:40 AM)SourMan Wrote: [CITE] any raids in Canada or the United States of
America?
Seems there was some Canadians in the mix...

TheEntrepreneur - April 6, 2016, 4:54 pm
ITS DIRECT NEWS FROM KENNY/ELIOS Please have a read

- https://hackforums.net/showthread.php?tid=5229049&pid=50463742#pid50463742

Flowerson - April 6, 2016, 4:59 pm

(Apr 5, 2016 04:42 AM)insurance Wrote: [CITE] When you low key want to be raided by police but
live in the USA

They are not raiding anyone in the US?

Benz - April 6, 2016, 5:12 pm
(Apr 6, 2016 04:59 PM)Flowerson Wrote: [CITE] They are not raiding anyone in the US?
No don't think they are

Cesar Morales - April 6, 2016, 5:13 pm
(Apr 6, 2016 05:12 PM)boombaklotl Wrote: [CITE] No don't think they are
Not yet at least :(
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Lrrr - April 6, 2016, 5:23 pm
(Apr 6, 2016 04:59 PM)Flowerson Wrote: [CITE] They are not raiding anyone in the US?
Purchasing a crypter in the united states is not ground for a search warrant.

(Apr 6, 2016 05:13 PM)Equilibriume Wrote: [CITE] Not yet at least :(
Won't happen, at-least not JUST for buying software with dual uses.

NXXX - April 6, 2016, 5:24 pm
Does using a normal vpn not work guys?

| feel bad for you motherfuckers mang..

v4p3 - April 7, 2016, 3:45 am
This is what happens when you go around RATTING.

The arrest of xvisceral should have been warning enough especially since the FBI got a hold of the
customer DB back then, any and all info will be used to link paypals, partnerships and various other
info.

Now they have an even bigger DB with all of RazorCrypters info, skype logs, emails, transactions
etc, this is only the beginning of something much larger, take a leaf out of DarkCoderSC's book he
developed DC for a long time until it appeared under the microscope due to being used so widely.
They will be collating all info they have to make even further arrests, so devs and skids be warned.

A little OPSEC:

Rule 1: Never reveal your operational
details

Rule 2: Never reveal your plans
Rule 3: Never trust anyone

Rule 4: Never confuse recreation and
hacking

Rule 5: Never operate from your own
house

Rule 6: Be proactively paranoid, it doesn’t work
retroactively

Rule 7: Keep personal life and hacking
separated

Rule 8: Keep your personal environment
contraband free

Rule 9: Don't talk to the police

Rule 10: Don't give anyone power over you
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TheEntrepreneur - April 7, 2016, 7:54 am
(Apr 7, 2016 03:45 AM)v4p3 Wrote: [CITE] This is what happens when you go around RATTING.

The arrest of xvisceral should have been warning enough especially since the FBI got a hold of the
customer DB back then, any and all info will be used to link paypals, partnerships and various other
info.

Now they have an even bigger DB with all of RazorCrypters info, skype logs, emails, transactions
etc, this is only the beginning of something much larger, take a leaf out of DarkCoderSC's book he
developed DC for a long time until it appeared under the microscope due to being used so widely.
They will be collating all info they have to make even further arrests, so devs and skids be warned.

A little OPSEC:

Rule 1: Never reveal your operational
details

Rule 2: Never reveal your plans
Rule 3: Never trust anyone

Rule 4: Never confuse recreation and
hacking

Rule 5: Never operate from your own
house

Rule 6: Be proactively paranoid, it doesn’t work
retroactively

Rule 7: Keep personal life and hacking
separated

Rule 8: Keep your personal environment
contraband free

Rule 9: Don't talk to the police

Rule 10: Don't give anyone power over you
Your not smart. You registered on hf

Sift - April 7, 2016, 8:00 am
Happy that I'm not a customer yay.

NoodleBot™ - April 7, 2016, 4:13 pm
(Apr 6, 2016 05:23 PM)Lrrr Wrote: [CITE] Purchasing a crypter in the united states is not ground for a
search warrant.

Won't happen, at-least not JUST for buying software with dual uses.
Lol, he said "dual uses".


https://hackforums.net/showthread.php?pid=50468583#pid50468583
https://hackforums.net/showthread.php?pid=50464057#pid50464057

v4p3 - April 7, 2016, 8:31 pm
(Apr 7, 2016 07:54 AM)TheEntrepreneur Wrote: [CITE] Your not smart. You registered on hf
It's not illegal to learn new things, it's illegal to use what you've learned in a malicious way.

xor r12 r12 - April 7, 2016, 10:55 pm

Just encrypt your entire partition with AES 256 and throw away the key. (including the MBR, infact
replace the MBR and display 'fuck you feds' once the computer is booted. | believe the OS starts at
0x1000 + partition phyiscal drive O track O.

TheEntrepreneur - April 8, 2016, 10:13 am

(Apr 7, 2016 08:31 PM)v4p3 Wrote: [CITE] It's not illegal to learn new things, it's illegal to use what
you've learned in a malicious way.Omni will give out your info in a heartbeat. So doing next to
anything on hf without being smart about it is a sentence.

Marshall Mathers - April 9, 2016, 4:51 am
(Apr 6, 2016 11:55 AM)RottenCrow Wrote: [CITE] Nope.

http://www.focus.de/regional/koblenz/koblenz-internationale-durchsuchungen-und-festnahmen-gege
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At the same time there have been raids, among other countries, in the Netherlands, France and
Canada.

There will also be a press conferece on the 7th of April:

Perhaps we will learn more after that.Will the raids be over then? after the press conference, as I'm
still pretty scared...

.trigious - May 16, 2016, 5:38 pm

(Apr 9, 2016 04:51 AM)Emboil Wrote: [CITE] Will the raids be over then? after the press conference,
as I'm still pretty scared...

Sorry for bumping. Honestly, | am. But are they over?

saaf333 - July 9, 2016, 4:34 pm
i have the cracked version???

Sinnex - July 9, 2016, 4:37 pm
Thanks for sharing mate, | am happy that I've read this

emsonacid - March 8, 2017, 8:27 am
Got raided in germany a few days ago. Can post proof.
Raids are not over yet.

MightyOne - March 8, 2017, 10:46 am
Hey atleast you kept your tv ! :)
i never heard of police from my country goign with warrant's over people houses and taking their
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computers and stuff for using blackhat stuff. i guess its just alot less known activity here?
Creepy shit.

@Emsonacid, you shouldnt bump a year old post for no reason..



