Forum:Hack Forums

Thread: [LEGENDS] Private Investigation Methods and Anonymity Helpdesk

Epicur - April 20, 2016, 1:46 am
"Others toil their entire lives to make a name for themselves, some are just born LEGENDS."
Hey all!

On behalf of Legends, I'd like to present our Private Investigation Methods and Anonymity
helpdesk. We're here to answer any and all of your questions, but please remember HF rules when
asking them.

Do note that this is NOT a doxing service. We will NOT be completing doxings for you. Do not
contact us if this is what you're looking for. We're here to offer advice on an education basis, and to
try and help you out with anything you may be struggling with.

Members:

Epicur - although my business on HF is 100% WH, I'm a freak of security and like to be as much
protected as | can. I'm studying Telecommunications Engineer, and one of my subects is about
Tunnels and MLPS, which is similar to the technology VPN's use. I'll try to answer your questions as
good as | can.

Stazzy - 8 months of experience in pi and anonymity topics. | do my work privately offsite, feel free
to contact me if you have any questions.

Zayzo - | complete services for doxing/de-tracing on HF and off-site. I've been doing services of this
kind for a multitude of years. Contact me if you have any questions.

?nalyse - A young doxer with about 1 year of doxing experience as a hobby.

Things we can help you with on this thread:

- Any questions related to the building of an OPSEC

- VPN/Socks/Proxy questions

- Doxing

- And many more, everything that fits in the section!We will do our best to help you out!

Got a question? We're here to help! Drop it below or PM one of us. Things PM'd to us will be
automatically classed as confidential and will not be shared :)

Formal - April 20, 2016, 10:07 am
Vouch for OP and his service!

Tokyo - April 20, 2016, 2:19 pm
Feel free to leave a question on this thread. If you need privacy, don't hesitate to contact me or
Epicur.

Formal - April 20, 2016, 3:25 pm

(Apr 20, 2016 02:19 PM)Stazzy Wrote: [CITE] Feel free to leave a question on this thread. If you
need privacy, don't hesitate to contact me or Epicur.

What vpn you recommend thats cheap but actually good?


https://hackforums.net
https://hackforums.net/showthread.php?tid=5243650
https://hackforums.net/member.php?action=profile&amp;uid=2683293
https://hackforums.net/member.php?action=profile&amp;uid=1813061
https://hackforums.net/member.php?action=profile&amp;uid=2373463
https://hackforums.net/member.php?action=profile&amp;uid=1813061
https://hackforums.net/showthread.php?pid=50639367#pid50639367

diabloll - April 20, 2016, 4:21 pm

How do you feel about tor or i2p?

Is running a vpn then i2p service on a linux OS not secure enough? What do you believe is the
most ideal setup for anonymity (SOCKS5, VPS, VPN, tor, i2p, iceweasel, disabled JavaScript,
parrot/tails, etc)

thanks for any suggestions you might have. i really look forward to hearing this!

Tokyo - April 20, 2016, 9:40 pm
(Apr 20, 2016 03:25 PM)iAntiKids Wrote: [CITE] What vpn you recommend thats cheap but actually
good?
Mullvad. They're located in Sweden and accept Bitcoin, Cash, and Bank Wire. An alternative would
be Torguard.

(Apr 20, 2016 04:21 PM)diabloll Wrote: [CITE] How do you feel about tor or i2p?
Is running a vpn then i2p service on a linux OS not secure enough? What do you believe is the
most ideal setup for anonymity (SOCKS5, VPS, VPN, tor, i2p, iceweasel, disabled JavaScript,
parrot/tails, etc)

thanks for any suggestions you might have. i really look forward to hearing this!

Tor and 12P are different in their own ways. Although | can't discuss dw content here, 12P is better
for that. It all comes down to personal preference. That setup wouldn't be secure enough.
Something | would do is Linux VPS > VM routed to TOR > VPN > SOCKS5 CHAIN > TOR. You
could also use other people's wifi while connecting to vps. Burner is also recommended.

Epicur - May 5, 2016, 3:50 am
After some down time, this Helpdesk is active again! Ask whatever you need!

Epicur - May 17, 2016, 11:45 pm
This thread is still going on, don't hesitate to contact me or post below.

Prawnster - May 18, 2016, 4:30 pm

| have an email and | do not know how to get the address of the guy or any extra info, | tried already
using this list of search engines

https://hackforums.net/showthread.php?tid=5171262

but cannot seem to get any information?

Any other sites?

Tokyo - May 18, 2016, 7:03 pm

(May 18, 2016 04:30 PM)Mazl Wrote: [CITE] | have an email and | do not know how to get the
address of the guy or any extra info, | tried already using this list of search engines
https://hackforums.net/showthread.php?tid=5171262

but cannot seem to get any information?

Any other sites?

Have you tried searching through dbs or doing the 'forgot password' technique for his name? I'm
naming a few, there are more you could do to get information off of the guy.

Tokyo - May 21, 2016, 6:51 pm
We are still accepting questions regarding pi or anonymity! Please post them here or pm any of us.

Zayzo - May 22, 2016, 4:36 pm
Anyone with any questions, lets get this active.

zilo - May 22, 2016, 11:21 pm
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In your opinion, what is the best security setup?

The Boogeyman - May 23, 2016, 12:23 am
What is the best way to fight against DDoS attacks if you have a static IP?

Zayzo - May 23, 2016, 8:46 am
(May 22, 2016 11:21 PM)vekeni Wrote: [CITE] In your opinion, what is the best security setup?
https://hackforums.net/showthread.php?tid=5232016

Thread above written by me should be the best standard setup for everyone. You can increase
security, by booting raspberry pi2 to tor as router.

(May 23, 2016 12:23 AM)The Boogeyman Wrote: [CITE] What is the best way to fight against DDoS
attacks if you have a static IP?Check out my post above for security setup, once you get all that set
up. | would recommend getting a new router/modem from your ISP which will assign you a new IP.
Once you have this done, you can hide your new IP so it won't ever be leaked.

figox - May 23, 2016, 11:29 am
How important is google for doxing? What are some tips and tricks to use to filter results down?

Zayzo - May 23, 2016, 8:14 pm

(May 23, 2016 11:29 AM)figox Wrote: [CITE] How important is google for doxing? What are some
tips and tricks to use to filter results down?Google is extremely helpful for doxing, and probably your
best resource.

Some tips:
site:hackforums.net "figox"
site:hackforums.net "figox" "skype"

site:hackforums.net "figox" "email" "@gmail.com”

zilo - May 23, 2016, 9:51 pm
Is DuckDuckGo good? Is it worth the terrible search results in exchange not being tracked?

How do you feel about Privacy Badger?

How do you feel about HF blocking proxies, vpns and tor?

Zayzo - May 23, 2016, 9:56 pm

(May 23, 2016 09:51 PM)vekeni Wrote: [CITE] Is DuckDuckGo good? Is it worth the terrible search
results in exchange not being tracked?

How do you feel about Privacy Badger?

How do you feel about HF blocking proxies, vpns and tor?The only two browsers | use are firefox
(with a multitude of privacy plugins) and then Tor. | wouldn't bother with DuckDuckGo personally.

Not much experience, however seems like a straight-forward useful plugin.

This is a clearnet forum, and if your conducting blackhat activites with no protection your pretty
stupid and deserve whats coming to you imo.

| think the policy is good personally, | wouldn't care either way. Doesn't affect me, | separate my
activities for my own safety regardless if HF allowed or didn't allow proxies.
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THC - May 23, 2016, 10:02 pm
What do you find is the best technique for acquiring SSNs?
Also, borkity boink doo.

Zayzo - May 23, 2016, 10:09 pm

(May 23, 2016 10:02 PM)M.D. Wrote: [CITE] What do you find is the best technique for acquiring
SSNs?

Also, borkity boink doo.Grabbing SSN info isn't allowed to be discussed, ranges on the blackhat
side. Theres a easy way and a complicated way. If you don't know the easy way, you shouldn't be
grabbing them at all.

zilo - May 23, 2016, 10:22 pm
(May 23, 2016 09:56 PM)Zayzo Wrote: [CITE] The only two browsers | use are firefox (with a
multitude of privacy plugins) and then Tor. | wouldn't bother with DuckDuckGo personally.

Not much experience, however seems like a straight-forward useful plugin.

This is a clearnet forum, and if your conducting blackhat activites with no protection your pretty
stupid and deserve whats coming to you imo.

| think the policy is good personally, | wouldn't care either way. Doesn't affect me, | separate my
activities for my own safety regardless if HF allowed or didn't allow proxies.

What privacy plugins?

Tokyo - May 25, 2016, 10:32 pm
(May 23, 2016 10:22 PM)vekeni Wrote: [CITE] What privacy plugins?
For example Disconnect, HTTPS always, No Javascript, etc.

jachockey012 - May 26, 2016, 12:33 am

Hay have you ever had access to tracersinfo or similar sites? If so, how did you go about obtaining
access?

OGSellin - May 26, 2016, 5:23 pm
How can you find the real IP through someone using a VPN/Proxy?

How do get the address of someone whos house isnt in there name?
If someone on this website who is harmful and has scammed you what can you do about it?

Sift - May 28, 2016, 3:30 pm
(May 26, 2016 05:23 PM)OGSellin Wrote: [CITE] How can you find the real IP through someone
using a VPN/Proxy?

How do get the address of someone whos house isnt in there name?

If someone on this website who is harmful and has scammed you what can you do about it?
You can try set up an webrtc stun script ip logger and find a way to get him to open the link, or you
can try skype deob I don't have a link of Skype DEOB atm.

Epicur - May 28, 2016, 3:33 pm

(May 26, 2016 05:23 PM)OGSellin Wrote: [CITE] How can you find the real IP through someone
using a VPN/Proxy?You should have to Social Engineer them into some webiste that exploits some
Adobe Flash Player or Browser vulnerability that reveals their real IP, but in most of the cases is not
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simple.

(May 26, 2016 05:23 PM)OGSellin Wrote: [CITE] How do get the address of someone whos house
isnt in their name?Maybe you could dox their parents and check where they live. If not maybe
through some database dump where he has put his personal information or through social engineer
(you send him a message on skype from a new account saying you are giving something free, if he
is interested, then you can ask him for his address (first stupid example | could think of)).

(May 26, 2016 05:23 PM)OGSellin Wrote: [CITE] If someone on this website who is harmful and has
scammed you what can you do about it?By abiding to HF rules you can not threaten any HF
members. You should be careful when trading, if you ever get scammed HMU we will see what we
can do about it.

(May 26, 2016 12:33 AM)jachockey012 Wrote: [CITE] Hay have you ever had access to tracersinfo
or similar sites? If so, how did you go about obtaining access?

I don't even know what that is, so unfortunately no.

Soccer saz - May 28, 2016, 5:22 pm
Any good doxing websites?

Tokyo - May 28, 2016, 7:01 pm
(May 28, 2016 05:22 PM)Soccer saz Wrote: [CITE] Any good doxing websites?
You would have to elaborate on this. Doxing websites as in tools you could use to help you dox?

evolution™ - May 29, 2016, 7:12 pm

Hey guys, | was hoping you could PM me, | have some questions regarding anonymity and Linux. |
am new to Linux (Kali), and want to begin website hacking. | need to be anonymous, but | am
having a very difficult time finding anything about this on a Linux system. They are all setup for
Windows.

Basically, my main question for you guys is, do you know of any good tutorials for Linux (kali) that
will help me become anonymous while doing this?

Also, the whole thing about creating a separate identity confuses me a little bit. So, | know | have to
make a new identity by using Fake Name Generator, but does that mean | should go online and
delete everything that has to do with me personally? And when | do create an online identity, before
| use the Internet for it, | need to make sure | delete cookies and all of that and make sure that | do
not use the same IP address or connect the two in any ways. | just find this confusing, and was
looking for something to help me with this.

?Astronaut? - May 30, 2016, 3:58 am
| found a couple of accounts on someone, also his IP. | just can't seem to get a name or email out of
anything. Do you have any tips for getting his name?

SIM-1073426 - May 30, 2016, 10:00 am

If you have 20 people on a forum and you know that two of them are the same people, how would
you use stylometric analysis to match them? Except the very basics e.g both have misspelled words
or have a very unique way of using grammar.

BorkoSquad - May 30, 2016, 10:10 am

(May 30, 2016 03:58 AM)??t?????t Wrote: [CITE] | found a couple of accounts on someone, also his
IP. | just can't seem to get a name or email out of anything. Do you have any tips for getting his
name?

Go on HavelbeenPWNed/Leakedsource and lookup his IP/Aliases, if you come up with anything
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and see a database try and find someone with it who can look it up if you don't have it.
Use simple google searches on the aliases to get emails, applications for staff which can reveal
age/skype and use ip2skype etc.

?Astronaut? - May 30, 2016, 10:48 am

(May 30, 2016 10:10 AM)BorkoSquad Wrote: [CITE] Go on HavelbeenPWNed/Leakedsource and
lookup his IP/Aliases, if you come up with anything and see a database try and find someone with it
who can look it up if you don't have it.

Use simple google searches on the aliases to get emails, applications for staff which can reveal
age/skype and use ip2skype etc.

Searched all the information and none of it was a match to the basic info | have.

Agonises - May 31, 2016, 12:01 pm

(May 30, 2016 10:00 AM)Aces. Wrote: [CITE] If you have 20 people on a forum and you know that
two of them are the same people, how would you use stylometric analysis to match them? Except
the very basics e.g both have misspelled words or have a very unique way of using grammar.
You're a funny guy Aces.

doodol12 - May 31, 2016, 1:50 pm

What is currently best VPN to use? | was looking online and found something about vip72.com but i
dont understand that vpn, and it really cost fine amount. Could you tell me what you suggest to buy
? thx

Voxi - May 31, 2016, 4:50 pm

(May 31, 2016 01:50 PM)doodo12 Wrote: [CITE] What is currently best VPN to use? | was looking
online and found something about vip72.com but i dont understand that vpn, and it really cost fine
amount. Could you tell me what you suggest to buy ? thxVIP72 Are proxies. | personally found them
slow but they were good as most sites do not block them. The VPN | would personally recommend
right now is CryptoStorm: https://cryptostorm.is/ There is no sign up, all you do is buy with btc and
they give you a token to use, simple setup! It is also very cheap at $4 a month.

Agonises - June 1, 2016, 1:41 am

(May 31, 2016 01:50 PM)doodo12 Wrote: [CITE] What is currently best VPN to use? | was looking
online and found something about vip72.com but i dont understand that vpn, and it really cost fine
amount. Could you tell me what you suggest to buy ? thx

Like the user above stated, VIP72 (as far as | am aware) are both a Proxy & VPN provider.

| have one article, that'll help you choose which VPN provider to go with, read away.
https://torrentfreak.com/vpn-anonymous-review-160220/

doodol2 - June 1, 2016, 8:48 am
(Jun 1, 2016 01:41 AM)Agonises Wrote: [CITE] Like the user above stated, VIP72 (as far as | am
aware) are both a Proxy & VPN provider.

| have one article, that'll help you choose which VPN provider to go with, read away.
https://torrentfreak.com/vpn-anonymous-review-160220/

Well every provider claim they dont keep the ip logs, but i belive every single one is keeping them
:D i mean im not looking to hide some bh or cding, just need to remove my country ip and my place
from map so i can do some research

Tokyo - June 1, 2016, 8:04 pm
(May 30, 2016 10:48 AM)??t??7?7?7?t Wrote: [CITE] Searched all the information and none of it was a
match to the basic info | have.
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If you still can't find any information on him with the current info you have, I'd recommend you to
keep on digging. You'll eventually come up with more. Make sure the information you currently have
isn't false as well.

(Jun 1, 2016 08:48 AM)doodo12 Wrote: [CITE] Well every provider claim they dont keep the ip logs,
but i belive every single one is keeping them :D i mean im not looking to hide some bh or cding, just
need to remove my country ip and my place from map so i can do some research
Cryptostorm or Torguard.

(May 29, 2016 07:12 PM)evolution™ Wrote: [CITE] Hey guys, | was hoping you could PM me, |
have some questions regarding anonymity and Linux. | am new to Linux (Kali), and want to begin
website hacking. | need to be anonymous, but | am having a very difficult time finding anything
about this on a Linux system. They are all setup for Windows.

Basically, my main question for you guys is, do you know of any good tutorials for Linux (kali) that
will help me become anonymous while doing this?

Also, the whole thing about creating a separate identity confuses me a little bit. So, | know | have to
make a new identity by using Fake Name Generator, but does that mean | should go online and
delete everything that has to do with me personally? And when | do create an online identity, before
| use the Internet for it, | need to make sure | delete cookies and all of that and make sure that | do
not use the same IP address or connect the two in any ways. | just find this confusing, and was
looking for something to help me with this.

Before you even start with Kali Linux and being anonymous, | would recommend you start detracing
yourself. | took a peek at your HF and already found crucial information on you.

(May 30, 2016 10:00 AM)Aces. Wrote: [CITE] If you have 20 people on a forum and you know that
two of them are the same people, how would you use stylometric analysis to match them? Except
the very basics e.g both have misspelled words or have a very unique way of using grammar.

By the analysis of function words.

(Jun 1, 2016 01:41 AM)Agonises Wrote: [CITE] Like the user above stated, VIP72 (as far as | am

aware) are both a Proxy & VPN provider.

| have one article, that'll help you choose which VPN provider to go with, read away.
https://torrentfreak.com/vpn-anonymous-review-160220/

This article isn't recommended to help choose a VPN provider. Some VPN services interviewed
keeps logs such as pia.

Agonises - June 2, 2016, 2:19 am

(Jun 1, 2016 08:04 PM)Stazzy Wrote: [CITE] If you still can't find any information on him with the
current info you have, I'd recommend you to keep on digging. You'll eventually come up with more.
Make sure the information you currently have isn't false as well.

Cryptostorm or Torguard.

Before you even start with Kali Linux and being anonymous, | would recommend you start detracing
yourself. | took a peek at your HF and already found crucial information on you.

By the analysis of function words.
This article isn't recommended to help choose a VPN provider. Some VPN services interviewed
keeps logs such as pia.

Please show me proof Private Internet Access keeps logs.

Enzio - June 2, 2016, 1:40 pm
(Jun 2, 2016 02:19 AM)Agonises Wrote: [CITE] Please show me proof Private Internet Access keeps
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logs.
Don't quote me on that, but I,too, read an article saying that PIA keeps logs.
Unfortunately, | don't have it anymore. There are better VPNs than PIA anyway.

Agonises - June 2, 2016, 2:06 pm

(Jun 2, 2016 01:40 PM)Squalo Wrote: [CITE] Don't quote me on that, but I,too, read an article saying
that PIA keeps logs.

Unfortunately, | don't have it anymore. There are better VPNs than PIA anyway.

As far as | am aware, there have been no factual and truthful articles that have claimed Private
internet access keep logs (Proof backing up their statements). Nor have | ever heard of anyone who
has been fucked over because PIA sold/gave logs to Government officals.

But since the user above me stated PIA keeps logs. I'd like to see substantial proof. But then again,
| may be wrong - and they do keep logs.

In my opinion, PIA, TorGuard, CryptoStorm are probably the best VPNS when it comes to
anonymity.

Enzio - June 2, 2016, 2:09 pm

(Jun 2, 2016 02:06 PM)Agonises Wrote: [CITE] As far as | am aware, there have been no factual and
truthful articles that have claimed Private internet access keep logs (Proof backing up their
statements). Nor have | ever heard of anyone who has been fucked over because PIA sold/gave
logs to Government officals.

But since the user above me stated PIA keeps logs. I'd like to see substantial proof. But then again,
| may be wrong - and they do keep logs.

In my opinion, PIA, TorGuard, CryptoStorm are probably the best VPNS when it comes to
anonymity.
TorGuard is good so whether other VPNs keep logs or not, is not my problem :).

Tokyo - June 2, 2016, 3:48 pm

(Jun 2, 2016 02:06 PM)Agonises Wrote: [CITE] As far as | am aware, there have been no factual and
truthful articles that have claimed Private internet access keep logs (Proof backing up their
statements). Nor have | ever heard of anyone who has been fucked over because PIA sold/gave
logs to Government officals.

But since the user above me stated PIA keeps logs. I'd like to see substantial proof. But then again,
| may be wrong - and they do keep logs.

In my opinion, PIA, TorGuard, CryptoStorm are probably the best VPNS when it comes to
anonymity.
PIA Conduct Conditions:

Spoiler (Click to View)You agree to comply with all applicable laws and regulations in connection
with use of this service. You must also agree that you nor any other user that you have provided
access to will not engage in any of the following activities:

Uploading, possessing, receiving, transporting, or distributing any copyrighted, trademark, or
patented content which you do not own or lack written consent or a license from the copyright
owner.

Accessing data, systems or networks including attempts to probe scan or test for vulnerabilities of a
system or network or to breach security or authentication measures without written consent from the
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owner of the system or network.
Accessing the service to violate any laws at the local, state and federal level in the United States of
America or the country/territory in which you reside.

If you break their conduct conditions:

Spoiler (Click to View)Failure to comply with the present Terms of Service constitutes a material
breach of the Agreement, and may result in one or more of these following actions:

Issuance of a warning;

Immediate, temporary, or permanent revocation of access to Privateinternetaccess.com with no
refund;

Legal actions against you for reimbursement of any costs incurred via indemnity resulting from a
breach;

Independent legal action by Privateinternetaccess.com as a result of a breach; or

Disclosure of such information to law enforcement authorities as deemed reasonably necessary.

I may also be wrong they don't keep logs but | still wouldn't trust them. The reason why is there are
many articles you can find complaining about PIA's "no log" policy (whether there are no proof or
not). Torguard and Cryptostorm is indeed the top choices.

Agonises - June 3, 2016, 1:41 am
(Jun 2, 2016 03:48 PM)Stazzy Wrote: [CITE] PIA Conduct Conditions:

Spoiler (Click to View)You agree to comply with all applicable laws and regulations in connection
with use of this service. You must also agree that you nor any other user that you have provided
access to will not engage in any of the following activities:

Uploading, possessing, receiving, transporting, or distributing any copyrighted, trademark, or
patented content which you do not own or lack written consent or a license from the copyright
owner.

Accessing data, systems or networks including attempts to probe scan or test for vulnerabilities of a
system or network or to breach security or authentication measures without written consent from the
owner of the system or network.

Accessing the service to violate any laws at the local, state and federal level in the United States of
America or the country/territory in which you reside.

If you break their conduct conditions:

Spoiler (Click to View)Failure to comply with the present Terms of Service constitutes a material
breach of the Agreement, and may result in one or more of these following actions:

Issuance of a warning;

Immediate, temporary, or permanent revocation of access to Privateinternetaccess.com with no
refund;

Legal actions against you for reimbursement of any costs incurred via indemnity resulting from a
breach;

Independent legal action by Privateinternetaccess.com as a result of a breach; or

Disclosure of such information to law enforcement authorities as deemed reasonably necessary.

I may also be wrong they don't keep logs but | still wouldn't trust them. The reason why is there are
many articles you can find complaining about PIA's "no log" policy (whether there are no proof or
not). Torguard and Cryptostorm is indeed the top choices.
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Every VPN service has some sort of Terms of service, like Torguard for example:

You agree to abide by all applicable federal, state and local laws and regulations in connection with
the use of TorGuard.net's services. You also agree that you or any other user(s) provided with
access to your account will NOT engage in the following:

» Transmitting, Sending or Receiving unsolicited and/or commercial emails, promotional material,
"jJunk messages," "spam," "chain letters," or "pyramid schemes";

* Exploiting, Transmitting, possessing, producing, receiving, transporting, or distributing any illegal
content, including but not limited to any sexually explicit depiction of children;

* Uploading, Transmitting, possessing, receiving, transporting, or distributing any copyrighted,
trademark, or patented content which you do not own or lack written consent or a license from the
copyright owner;

* Forging headers or otherwise manipulating e-mail identifiers in order to mask or mislead the
origins of certain content;

* Interfering with the service to any other user, client, host or network which reduces the quality of
service for other clients and users;

* Using the service to engage in Denial-of-service ("DOS") attacks to any third-parties or to
TorGuard.net;

» Accessing data, systems or networks including attempts to probe scan or test for vulnerabilities of
a system or network or to breach security or authentication measures without the express written
consent from the owner of the system or network;

* Using this service to transmit any material (by email, uploading, posting, or otherwise) that
threatens or encourages bodily harm, injury or destruction of property, defames one or more third
parties, or promotes any act of cruelty to animals; or

» Accessing the service to violate any laws at the local, state and federal level in the United States
of America or the country/territory in which you reside.

That doesn't mean they will pass over logs to government officials if you break their Terms of
service. It's the same for a stresser, breaking their TOS will result in account clouser as oppose to
them handing logs over to authorities if requested.

In that sense, PIA, Torguard as far as | am aware, don't keep logs. Companies like PIA have strict
Terms of service, yes. As they're needed and obliged to have TOS. It's all part of being a company
that offer goods.

Also would like to point out:

" Disclosure of such information to law enforcement authorities as deemed reasonably necessary."
Since they don't log IPS (for now, lets say they don't ), the only information they most PROBABLY
log, is your Email address. This relates to the "Parallel Construction”.

fieryblast - June 3, 2016, 4:29 am
i have a question about doxing

please don't see my posting status as newbie and dismiss me immediately.
i maybe new to doxing but i'm very interested and want to learn.

my question: more of a challenge i guess, because i want to know the limits of existing doxing
methods.

casel:
All'i have is a first name and age and face pictures and country of residence. is it even possible to
trace this person.



case2:

first name, email (not personal email, more like a side email), not a good quality face pic, age,
country and state of residence, kik messenger username and a very specific piece of (potential)
information (Those who are serious in guiding me, PM me for this information)

Epicur - June 3, 2016, 7:16 am
(Jun 3, 2016 04:29 AM)fieryblast Wrote: [CITE] | have a question about doxing

please don't see my posting status as newbie and dismiss me immediately.
i maybe new to doxing but i'm very interested and want to learn.

my question: more of a challenge i guess, because i want to know the limits of existing doxing
methods.

casel:

All'i have is a first name and age and face pictures and country of residence. is it even possible to
trace this person.

case2:

first name, email (not personal email, more like a side email), not a good quality face pic, age,
country and state of residence, kik messenger username and a very specific piece of (potential)
information (Those who are serious in guiding me, PM me for this information)casel.:

Yes, ofc it is possible to dox that person. | would start by searching them on social media sites, and
from there try to get their email.

Once you have their email you can do some sort of social engineering and send them a mail with a
pic or something that when they click it you see their ip.

Quite an easy dox, tbh, always assuming, ofc, that the person uses social media sites and has a
computer.

case2:
I guess if you have that information you almost have the completed dox ?

I'd do some social network searching with their name and their country of residence and once you
have exactly who that person is you can try to social engineer him aswell.

I'd so some searches on LeakedSource or some web like that with their side email, maybe you can
find some valuable information.

I hope | helped u, if you have any more questions don't hesitate to ask.

SIM-1073426 - June 3, 2016, 7:28 am
(Jun 3, 2016 04:29 AM)fieryblast Wrote: [CITE] i have a question about doxing

please don't see my posting status as newbie and dismiss me immediately.
i maybe new to doxing but i'm very interested and want to learn.

my question: more of a challenge i guess, because i want to know the limits of existing doxing
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methods.

casel:
All'i have is a first name and age and face pictures and country of residence. is it even possible to
trace this person.

case2:

first name, email (not personal email, more like a side email), not a good quality face pic, age,
country and state of residence, kik messenger username and a very specific piece of (potential)
information (Those who are serious in guiding me, PM me for this information)

It's not a lot of information, now it depends on the country and the name but if | search on my own
firstname and age on the whitepages belonging to my own country | have 1287 results. so seems
like it's too little. However it's very possible you can do something with the email as it's possible to
get the recovery email of some emails. Then you got his original email and can go from there.

You can use the face picture and do some reverse image search but they rarely get good hits, It

depends on where you got the image and how good it is | suppose.

As for the Kik username, hoping it's not unique for only that account go ahead and do a username
search for it on Google or https://namechk.com

Based on the information given so far | can guess it might be time-consuming finding the person.
But for someone a little more experienced it's very possible.

fieryblast - June 3, 2016, 8:27 am
(Jun 3, 2016 07:16 AM)Epicur Wrote: [CITE] casel.:

Yes, ofc it is possible to dox that person. | would start by searching them on social media sites, and
from there try to get their email.

Once you have their email you can do some sort of social engineering and send them a mail with a
pic or something that when they click it you see their ip.

Quite an easy dox, tbh, always assuming, ofc, that the person uses social media sites and has a
computer.

case2:
| guess if you have that information you almost have the completed dox ?

I'd do some social network searching with their name and their country of residence and once you
have exactly who that person is you can try to social engineer him aswell.

I'd so some searches on LeakedSource or some web like that with their side email, maybe you can
find some valuable information.

I hope | helped u, if you have any more questions don't hesitate to ask.
a sincere thank you for this reply, Sir.

about case 2, i think you'll find the info in case 2 interesting. would you PM me to talk more about
it?
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(Jun 3, 2016 07:28 AM)Aces. Wrote: [CITE] It's not a lot of information, now it depends on the
country and the name but if | search on my own firstname and age on the whitepages belonging to
my own country | have 1287 results. so seems like it's too little. However it's very possible you can
do something with the email as it's possible to get the recovery email of some emails. Then you got
his original email and can go from there.

You can use the face picture and do some reverse image search but they rarely get good hits, It
depends on where you got the image and how good it is | suppose.

As for the Kik username, hoping it's not unique for only that account go ahead and do a username
search for it on Google or can't even quote links coz i don't have 50 posts

Based on the information given so far | can guess it might be time-consuming finding the person.
But for someone a little more experienced it's very possible.

very true about it being laborious.

also, i tried the 'forgot password' option on gmail to find the person's real email (the recovery email).
only got first two letters though.

Epicur - June 3, 2016, 4:03 pm
If you have any inquiries just post them here.
I'm quite busy with exams lately.

fieryblast - June 3, 2016, 7:54 pm
Of course.

If all I have is a first name, won't searching on social networking sites be near impossible? There
are 100s of profiles!

Moralitas - June 3, 2016, 8:08 pm
You're offering a service to "educate” others on anonymity, yet it took me a little less than an hour to
identify all four of you. Esforzarse Mas.

fieryblast - June 4, 2016, 12:16 am

(Jun 3, 2016 08:08 PM)Moralitas Wrote: [CITE] You're offering a service to "educate” others on
anonymity, yet it took me a little less than an hour to identify all four of you. Esforzarse Mas.
Can you please PM me your email? Would love some help

vsteveo - October 1, 2016, 6:27 am
do you have skype bud got a couple of question for you new to this
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