Forum:Hack Forums

Thread: [Free For All Members!] How to setup an IP logger that can bypass a VPN!

Jerry Smith - April 28, 2016, 3:06 pm
Hello, HackForums!

Today I'm releasing my tutorial on how to setup a WebRTC IP logger. It is capable of bypassing
VPNs (for sure) and possibly even proxies (not tested/verified)

Before we get started, here's what you're going to need!

Basic Requirements (Click to View)

+ Basic Webhosting Service (and a domain/subdomain obviously)
+ A brain

+ A basic understanding of technology.

If you need any help, feel free to PM me (click here to PM me)

Let's get started!

First thing you're going to need to do is download the WebRTC files. You can do this by clicking
anywhere on this paragraph. You will need these files in order to complete the next steps, this will
be the active ingredient in your scheme.

Once your files have finished downloading, do not extract them. Now you need to get webhosting.
Even free webhosting will do. If you are in need of assistance, please look in the spoiler labeled
resources (below this paragraph)

Resources (Click to View)
==Basic Users==
https://www.SPAM.com/

https://www.2freehosting.com/

==Advanced Users==
PLEASE NOTE, IF YOU SET UP WEBRTC ON A SERVER, THE DIRECTIONS WILL NOT BE
THE SAME, AND YOU WILL HAVE TO DO SOME GUESSWORK/EXTRA RESEARCH.

https://www.youtube.com/watch?v=wrZQDYa-9NM

https://www.digitalocean.com/community/tutorials/how-to-install-linux-apache-mysql-php-lamp-stack-
on-ubuntu

Once you have your webhosting setup, navigate to your cPanel and find 'File Manager'.

Image #1 (Large) (Click to View)
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For advanced users, connect via FTP or SFTP and go to /var/www/html.

Now, near the top of the page in the file manager, find the upload button and click it. After that you
need to upload the ZIP file you downloaded earlier in this tutorial. Finally, go back to the file
manager, find the 'Refresh’ button. Click it once. The ZIP file you've uploaded should appear. Now
find the 'Extract’ button. Click it once. Everything is now setup!

Image #2 (Large) (Click to View)

Whenever anybody visits your site (on the domain you registered the host with), it should bring
them to a page saying "Error!". If you'd like to change what it says, make sure you're still in the file
manager. Click once on 'index.php'. Now find the button on the top that reads 'Code Editor'. It may
ask you for an encoding check, simply click ‘Okay' or 'Edit". Now look for '<b>Error!</b>' near the
bottom. Edit 'Error!" to whatever you wish to display to those you have logged.

Click 'Save' on the top, close the tab.

To view your logs, go to whatever domain you have and add /log.txt at the end. If you haven't
logged anybody yet, it will say 'Error 404; Page not found' or something similar.

I hope this helped you all out, again if you need any help, feel free to PM me (click here). Be sure to
reply below if | forgot anything. Thank you!

Protection Against WebRTC (FireFox) (Click to View)
If you'd like to protect yourself against WebRTC, simply install this add-on to your FireFox web
browser!

https://addons.mozilla.org/en-US/firefox/addon/happy-bonobo-disable-webrtc/

Credit to user 'StaveArkle' for bringing this addon to my attention!

Modern day Hippy - April 28, 2016, 3:08 pm
Looks like a HQ thread. Thanks for the guide OP.

Jerry Smith - April 28, 2016, 3:11 pm

(Apr 28, 2016 03:08 PM)Modern day Hippy Wrote: [CITE] Looks like a HQ thread. Thanks for the
guide OP.

No problem! If you have any questions, feel free to PM me (link in thread)!

2C??2?1?x??7? - April 28, 2016, 3:41 pm
Nice guide OP, This should come in use for me in the future and | bet many other people :)

PaulieGolding - April 28, 2016, 5:14 pm
Pretty cool, but not all VPNs will leak

StaveArkle - April 28, 2016, 5:32 pm
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If you want to counter this for yourself, disable WebRTC with this Firefox addon:
https://addons.mozilla.org/en-US/firefox/addon/happy-bonobo-disable-webrtc/

D3vn3t - April 28, 2016, 6:49 pm

(Apr 28, 2016 05:32 PM)StaveArkle Wrote: [CITE] If you want to counter this for yourself, disable
WebRTC with this Firefox addon:
https://addons.mozilla.org/en-US/firefox/addon/happy-bonobo-disable-webrtc/

Or do it yourself in the about:config more secure than a addon

btw cant be disabled on chrome.

ninjahakkui - April 29, 2016, 2:39 am
Thank you!!! Not bad) It's a very nice hack for all!

Jerry Smith - April 29, 2016, 1:37 pm

(Apr 28, 2016 05:32 PM)StaveArkle Wrote: [CITE] If you want to counter this for yourself, disable
WebRTC with this Firefox addon:
https://addons.mozilla.org/en-US/firefox/addon/happy-bonobo-disable-webrtc/

| added this to thread (credit given). Thank you for bringing this to my attention! ?

?Citizen Z / Napalm - April 29, 2016, 5:58 pm
Nice, Good Tutorial, i've been wondering how to do this for a while

arun hacker - April 29, 2016, 9:01 pm

Thanks for this nice tut. Also there's an addon with multiple features, its my all time fave. It also has
the same option.

Addon is Random Agent Spoofer

Jerry Smith - April 30, 2016, 6:28 am

(Apr 29, 2016 09:01 PM)arun hacker Wrote: [CITE] Thanks for this nice tut. Also there's an addon
with multiple features, its my all time fave. It also has the same option.

Addon is Random Agent Spoofer

I'll look into this a bit later, thank you! ?

mm77 - April 30, 2016, 6:34 am
Nice, Good Tutorial
thank you

unknown1492 - April 30, 2016, 6:49 am
Nice tutorial OP, informative for me.

Lemin - April 30, 2016, 6:50 am
Thanks for the post! This will come in handy in the future

ExclenKr - May 1, 2016, 1:35 am
It does not bypass VPN. L2TP/IPSEC & greater.

Jerry Smith - May 1, 2016, 10:52 am
(May 1, 2016 01:35 AM)PaaShA Wrote: [CITE] It does not bypass VPN. L2TP/IPSEC & greater.
Noted, thanks for bringing this to my attention!

Baltazor - May 1, 2016, 11:11 am
awesome tutorial thanks ! :)
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Armada - May 13, 2016, 10:56 pm
Pretty clear Tutorial overall.
Few comments filled in the rest. :)

GamerBoss - May 15, 2016, 1:02 pm
definitely will test it,thanks

Jerry Smith - May 25, 2016, 1:58 am
(May 15, 2016 01:02 PM)GamerBoss Wrote: [CITE] definitely will test it,thanks
If you can, please to leave feedback (PM me).

SneakySnoopy - May 26, 2016, 6:17 pm
Worst person to deal with! Takes for ever! But it Works! Vouch!

L33tness - May 29, 2016, 4:57 am
Great tutorial! Im sure this will help some noobs protect their identity, now that they know there is the
ability to get their IP thru a VPN. Mwahahahaha

JohnHolesten - May 29, 2016, 5:01 am

Sheet VPNS ain't so bullet proof now.

| always thought that they couldn't get compromised this easily | guess | was wrong.
This makes me wonder how long this little hole in a VPN existed for.

Lpower - May 29, 2016, 2:58 pm
That's a excellent way ta track IP addresses ..

Jerry Smith - June 2, 2016, 2:35 am
Thanks for the support on this thread guys! :D

Jerry Smith - July 11, 2016, 6:09 am
Thanks for all the support guys. If you guys are interested, | could release more tutorials in this
format. It's a lot of work, however.

camlto - July 11, 2016, 3:17 pm
Thank you for this one and sure if you can find the time | for one would be grateful for more like it :)

madisonpie2 - July 11, 2016, 10:03 pm
Hi there. Your tutorial is helping me a lot, but you can understand why I'd be a bit concerned to
download something from a hacking forum. Can you please explain what exactly the file is?

CleanZombie - July 12, 2016, 3:15 pm
So how does this "actually" get the IP from a visitor?

Jerry Smith - July 12, 2016, 6:29 pm

(Jul 12, 2016 03:15 PM)CleanZombie Wrote: [CITE] So how does this "actually" get the IP from a
visitor?

Magic. WebRTC is a P2P client, we're just going to be using it in a malicious context. Use this
tutorial for personal security, to see if you can protect yourself from a webRTC based logger.

samakiol - July 13, 2016, 8:56 pm
thanks !! very much ......

Jerry Smith - July 14, 2016, 12:09 am
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Glad to see people are enjoying my tutorial, | am considering making another one here in the next
week or so. Thanks for all the support guys!

CleanZombie - July 14, 2016, 6:19 am

(Jul 12, 2016 06:29 PM)Jerry Smith Wrote: [CITE] Magic. WebRTC is a P2P client, we're just going
to be using it in a malicious context. Use this tutorial for personal security, to see if you can protect
yourself from a webRTC based logger.

Thansk ?

Shmak - July 14, 2016, 6:00 pm
good stuff thanking you my friend

Advertise - July 14, 2016, 11:32 pm
OP, if you ever used the handle 1Gotzit, then PM me please.

Description - July 14, 2016, 11:34 pm
Thanks for the guide, i might fuck around with this!

TNTGriefer - July 26, 2016, 1:42 am
Really nice Guide. It really helped me out dude :)

besthacking - July 27, 2016, 12:01 pm
My browser is Google chrome , does there any adds that protect me from WebRTC IP?

iBUYDATA - July 27, 2016, 2:08 pm
Looks interesting. Saving this for later.

Stirate - August 8, 2016, 1:03 am
Looks very HQ. For Chrome users who want to block this use the extention ScriptSafe, I've used it
for a while and it worked every time. Test if it worked by using ipleak(dot)net

Root Kit - August 8, 2016, 4:27 am
Thank you for this mate.

:D:D

SIM-2499937 - May 26, 2017, 11:14 pm
Thank you for the tutorial bud!

jenjentel10 - May 26, 2017, 11:47 pm
Nice Thread Bro But How it bypass a vpn . How to Decrypt the Victim's VPN ?

intellijidea - June 5, 2017, 6:58 am

tried this sorry cant pm not high enough level

but if someone clicks it and i add /log.txt on the end of my domain it still says not found can you
help

Caked - June 6, 2017, 8:36 am
Nice tut dood! Helped alot..

Jerry Smith - October 4, 2017, 7:54 am
This tutorial still works.


https://hackforums.net/showthread.php?pid=51644120#pid51644120

All the resources and links are still working.
Enjoy!

sp??k? - October 4, 2017, 8:03 am
Are you telling me VPN's aren't protected against webRTC. wif

Jerry Smith - October 4, 2017, 8:06 am

(Oct 4, 2017 08:03 AM)WouldYouEatMe?? Wrote: [CITE] Are you telling me VPN's aren't protected
against webRTC. wtf

VPNSs do what they can but unless the actual VPN client disables it for you (which is very unlikely).

However, | just released a tutorial on protecting yourself against WebRTC leaks.

Misuu - October 11, 2017, 9:37 pm
Very HQ tutorial. | like it! Thanks!

bliu46 - October 11, 2017, 9:39 pm
thanks gonna ddos my friends xd

Toxic Hacker - October 12, 2017, 5:24 am
Nah... Don't try this, it doesn't bypass any VPN or Proxy... Lier.

Jerry Smith - October 12, 2017, 11:49 pm

(Oct 12, 2017 05:24 AM)Toxic Hacker Wrote: [CITE] Nah... Don't try this, it doesn't bypass any VPN
or Proxy... Lier.

> >

If you say so boss man but this has been tested a number of times and | can assure it you it works
on 90% of skids.

Titleman - October 13, 2017, 3:06 am
nice good tutorial thanks !

Misbehave - October 13, 2017, 6:41 am
Thank you so much, OP! Looks good.

macmaltom123 - October 27, 2017, 9:55 pm
Not bad

It really helped me
Thanks


https://hackforums.net/showthread.php?pid=55994767#pid55994767
https://hackforums.net/showthread.php?pid=56049921#pid56049921

