
Forum:Hack Forums 

 Thread: Blockchain Phishing page lol. that was close thank fuck i spotted it.UPDATED!
 

 Biker BoyZ - June 4, 2016, 8:18 pm 
Downvote the phishing website!
 
https://www.virustotal.com/en/url/189555b1af9218c7d64f5f29b7d5d255ff0f1b70a8f75603199fd13e48
a731f1/analysis/1465097502/
 
 And submit a form to Google Safe Browsing!
 
 https://www.google.com/safebrowsing/report_phish/
 Sample Text:
 Phishing listed on google adsense!!
 https://i.imgur.com/nE8sOiL.png
 
 
 
 
 [img]http://image.prntscr.com/image/f3a57d50f1d6491a99a6f88f1151ecbf.png[/img]
 
 Im surprised that the ad company allowed his phishing site lol. i was like how the fuck can he get
through the review stage.
 
 UPDATE
 
 The guy has changed it to:
 [img]http://image.prntscr.com/image/4d03d27671f741a0afd440351533ef89.png[/img]
 
 Please be careful, the guy seems to be doing it again.

Wardow - June 4, 2016, 8:19 pm 
It's most likely an Adware on your computer, Google would never accept such ads.

Reporter - June 4, 2016, 8:20 pm 

Billie Joe - June 4, 2016, 8:22 pm 
 (Jun 4, 2016 08:19 PM)Wardow Wrote: [CITE] It's most likely an Adware on your computer, Google
would never accept such ads.
 its not i see it as well without adblock

The GRim - June 4, 2016, 8:24 pm 
I can't believe google would allow an ad like that, just think about all the lazy people who logged in
to their blockchain after googling it.

Biker BoyZ - June 4, 2016, 8:25 pm 
 (Jun 4, 2016 08:19 PM)Wardow Wrote: [CITE] It's most likely an Adware on your computer, Google
would never accept such ads.
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 I don't have adware on my PC. Its clean.

Fish - June 4, 2016, 8:26 pm 
lol like wtf, that doesn't look like the real site at all. l=i and k and i are switched. wtf. ya its a fake but
lol. but hey, atleast they tried

$uicide - June 4, 2016, 8:28 pm 
Lol, I see that too...
 Really weird

w4RNING - June 4, 2016, 8:28 pm 
holyfuck no way google allowed that shit to be #1st on the page
 Spoiler (Click to View)
 

Biker BoyZ - June 4, 2016, 8:29 pm 
 (Jun 4, 2016 08:28 PM)w4RNING Wrote: [CITE] holyfuck no way google allowed that shit to be #1st
on the page
 ikr. this guy must be banking right now lol

???? - June 4, 2016, 8:29 pm 
That is the shittiest phishing page of all time. The only thing you can click is Log In & it looks like a
image.

Biker BoyZ - June 4, 2016, 8:30 pm 
 (Jun 4, 2016 08:29 PM)Scorpi0n Wrote: [CITE] That is the shittiest phishing page of all time. The only
thing you can click is Log In & it looks like a image.
 I know but some people would still be dumb specially when its on top of google lol

Not Funny - June 4, 2016, 8:31 pm 
This guy seriously knows SEO like no one else to reach the top ad spot on a search like that. Don't
hate me for this but the guy who created that site is incredibly smart.

Elegant - June 4, 2016, 8:32 pm 
I mean, not everyone is stupid but there will be so many stupid people to click on it because it's the
first link and mindlessly click it because they don't read it.

Biker BoyZ - June 4, 2016, 8:32 pm 
 (Jun 4, 2016 08:31 PM)Not Funny Wrote: [CITE] This guy seriously knows SEO like no one else to
reach the top ad spot on a search like that. Don't hate me for this but the guy who created that site is
incredibly smart.
 Its a ad tho mate. google allowed it to become a Ad. Fucking smart plan but he can end up in
serious shit if caught by google lol.

PrivateDonut - June 4, 2016, 8:32 pm 
You would have to be stupid to fall for this site, it might look like it, but you can clearly tell it's a fake.
?
 
 Plus if you can remember "blockchain wallet, why can't you remember blockchain.info? ?

Orgy - June 4, 2016, 8:34 pm 
 (Jun 4, 2016 08:32 PM)PrivateDonut Wrote: [CITE] You would have to be stupid to fall for this site, it
might look like it, but you can clearly tell it's a fake. ?
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 Plus if you can remember "blockchain wallet, why can't you remember blockchain.info? ?
 sometimes you just google things out of laziness. ngl sometimes i just google blockchain

Biker BoyZ - June 4, 2016, 8:34 pm 
 (Jun 4, 2016 08:32 PM)PrivateDonut Wrote: [CITE] You would have to be stupid to fall for this site, it
might look like it, but you can clearly tell it's a fake. ?
 
 Plus if you can remember "blockchain wallet, why can't you remember blockchain.info? ?
 No. I spotted it since it looked like a Image thank god tho. Anyways i just shared to warn people and
how surprising it is lol.

The GRim - June 4, 2016, 8:34 pm 
What if it's owned by someone from HF. I've seen people here selling domains suitable for bitcoin
phishing. Probably Bull's site xD.

Deany - June 4, 2016, 8:35 pm 
What are you talking about? It's legit, I just logged in.

Wardow - June 4, 2016, 8:36 pm 
I got the ad too,
 everyone report the URL here!
 https://www.google.com/safebrowsing/report_phish/
 
 Sample Text:
 Code Phishing listed on google adsense!!
 https://i.imgur.com/nE8sOiL.png

Biker BoyZ - June 4, 2016, 8:36 pm 
 (Jun 4, 2016 08:35 PM)Japanese Wrote: [CITE] What are you talking about? It's legit, I just logged in.
 ????
 
  (Jun 4, 2016 08:36 PM)Wardow Wrote: [CITE] I got the ad too,
 everyone report the URL here!
 https://www.google.com/safebrowsing/report_phish/
 
 Sample Text:
 Code Phishing listed on google adsense!!
 https://i.imgur.com/nE8sOiL.png
 Ill add that to my thread buddy. thanks.

Wardow - June 4, 2016, 8:38 pm 
Also downvote the URL on VirusTotal!
 
 
https://www.virustotal.com/en/url/189555b1af9218c7d64f5f29b7d5d255ff0f1b70a8f75603199fd13e48
a731f1/analysis/1465097502/

PrivateDonut - June 4, 2016, 8:39 pm 
 (Jun 4, 2016 08:34 PM)Orgy Wrote: [CITE] sometimes you just google things out of laziness. ngl
sometimes i just google blockchain
 Even when I Google things, I NEVER click the ads at the top of the site. I always double check the
URL before entering any information. ?
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Orgy - June 4, 2016, 8:47 pm 
 (Jun 4, 2016 08:39 PM)PrivateDonut Wrote: [CITE] Even when I Google things, I NEVER click the
ads at the top of the site. I always double check the URL before entering any information. ?
 depends on my mood. if i want to cost them money, i click the ad

Biker BoyZ - June 4, 2016, 8:49 pm 
 (Jun 4, 2016 08:47 PM)Orgy Wrote: [CITE] depends on my mood. if i want to cost them money, i click
the ad
 Thats the spirit Orgy!

Wardow - June 4, 2016, 8:49 pm 
To avoid damage I tried reaching AdSense by mentioning them
 https://twitter.com/itswardow/status/739302796621647872

Biker BoyZ - June 4, 2016, 8:53 pm 
 (Jun 4, 2016 08:49 PM)Wardow Wrote: [CITE] To avoid damage I tried reaching AdSense by
mentioning them
 https://twitter.com/itswardow/status/739302796621647872
 Exposed haha. Please give me credit tho since i found it.

Wardow - June 4, 2016, 8:57 pm 
 (Jun 4, 2016 08:53 PM)?rsenal Wrote: [CITE] Exposed haha. Please give me credit tho since i found
it.
 No problem, I was short on characters on the message :/

Threebones - June 4, 2016, 8:58 pm 
k which one of you is it, the jig is up.

Wardow - June 4, 2016, 9:01 pm 
OP add this at the very top of the post, it's important people make security solutions and Google
aware of this issue!
 
 Code [size=medium][b][color=#FF0000]Downvote the phishing website![/color]

https://www.virustotal.com/en/url/189555b1af9218c7d64f5f29b7d5d255ff0f1b70a8f75603199fd13e4
8a731f1/analysis/1465097502/
 
 And submit a form to Google Safe Browsing!
 
 https://www.google.com/safebrowsing/report_phish/
 Sample Text:
 Phishing listed on google adsense!!
 https://i.imgur.com/nE8sOiL.png
 
 [/b][/size]

Biker BoyZ - June 4, 2016, 9:06 pm 
 (Jun 4, 2016 09:01 PM)Wardow Wrote: [CITE] OP add this at the very top of the post, it's important
people make security solutions and Google aware of this issue!
 
 Code [size=medium][b][color=#FF0000]Downvote the phishing website![/color]

https://www.virustotal.com/en/url/189555b1af9218c7d64f5f29b7d5d255ff0f1b70a8f75603199fd13e4

https://hackforums.net/showthread.php?pid=51178542#pid51178542
https://hackforums.net/showthread.php?pid=51178610#pid51178610
https://twitter.com/itswardow/status/739302796621647872
https://hackforums.net/showthread.php?pid=51178635#pid51178635
https://twitter.com/itswardow/status/739302796621647872
https://hackforums.net/showthread.php?pid=51178677#pid51178677
https://hackforums.net/showthread.php?pid=51178762#pid51178762


8a731f1/analysis/1465097502/
 
 And submit a form to Google Safe Browsing!
 
 https://www.google.com/safebrowsing/report_phish/
 Sample Text:
 Phishing listed on google adsense!!
 https://i.imgur.com/nE8sOiL.png
 
 [/b][/size]
 Done mate. thanks for this piece of code.

Desolate Night - June 4, 2016, 9:10 pm 
I never saw such a thing happen and it is really a slip up on Google's part. I wonder how the guy
even thought of advertising his phisher on AdSense.
 Damn creepy but the one thing which would save me would probably be the original Blockchain is
remembering my identifier whereas that one does not.

Biker BoyZ - June 4, 2016, 9:11 pm 
 (Jun 4, 2016 09:10 PM)Exuberance Wrote: [CITE] I never saw such a thing happen and it is really a
slip up on Google's part. I wonder how the guy even thought of advertising his phisher on AdSense.
 Damn creepy but the one thing which would save me would probably be the original Blockchain is
remembering my identifier whereas that one does not.
 Well unless he can mess with your Session cookies but i don't thats possible right?  Like make your
credentials load on that site.

ShNuG - June 4, 2016, 9:12 pm 
I saw this too on Google ads but was too lazy to submit it to google

Desolate Night - June 4, 2016, 9:14 pm 
 (Jun 4, 2016 09:11 PM)?rsenal Wrote: [CITE] Well unless he can mess with your Session cookies
but i don't thats possible right?  Like make your credentials load on that site.
 I don't think that is really doable, considering that it has never been seen earlier. I believe cookies
are protected perhaps browser itself would not allow a cookie to be used on a different domain.

funtela - June 4, 2016, 9:16 pm 
Damn that guy must have a shitload of cash on his hands. Karma will bite him in the ass eventually.
Happens to everyone. Hope he gets what he deserves!

Wardow - June 4, 2016, 9:18 pm 
 (Jun 4, 2016 09:11 PM)?rsenal Wrote: [CITE] Well unless he can mess with your Session cookies
but i don't thats possible right?  Like make your credentials load on that site.
 Such things are not possible, hopefully!

Bluffer - June 4, 2016, 9:19 pm 
I bet that's somebody's eBook method on here! I guess his method just got saturated, lmao.
 
 Who's was it? Come on guys don't lie.

Atrocious? - June 4, 2016, 9:20 pm 
What if Google is the owner of the site so that they allow it. xD

3n19ma - June 4, 2016, 9:28 pm 
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Damn I feel bad to whoever didn't notice it was a fake. I honestly would not have caught that.

Meowth - June 4, 2016, 9:31 pm 
Is Google at fault for any Bitcoins lost?  This is absolutely terrible.  Why has Google allowed this ad
to be on page one.  What is really odd is how you type in "Blockchain Bitcoin Wallet" and it is the
first result.  This is terrible lol.

Mr. Robot - June 4, 2016, 9:34 pm 
Looks like all their login credentials are saved in a .txt ? What the hell - they gunna be rich af
 
 Lol also if you go to  
 http://www.biocikchain.info/ with out the /wallet-legacy/lndex.htm
 
 It only lets you click login which leads to http://www.biocikchain.info/wallet-legacy/lndax.htm
 
 LOL indax.htm

Jason™ - June 4, 2016, 9:36 pm 
 (Jun 4, 2016 09:31 PM)Borderlands Wrote: [CITE] Is Google at fault for any Bitcoins lost?  This is
absolutely terrible.  Why has Google allowed this ad to be on page one.  What is really odd is how
you type in "Blockchain Bitcoin Wallet" and it is the first result.  This is terrible lol.
 Impossible.
 
 Google would never do this. Too many people would claim lost coins.

Marshmallow Man - June 4, 2016, 9:38 pm 
This is only good for blockchain addresses not linked with emails, nevertheless good find!

david78428 - June 4, 2016, 9:39 pm 
Lol this guy is gonna make a living with all this

ShNuG - June 4, 2016, 9:44 pm 
 (Jun 4, 2016 09:20 PM)AnonymousPH Wrote: [CITE] What if Google is the owner of the site so that
they allow it. xD
 What if I'm omni and going to ban you! 
 
 LOL

Biker BoyZ - June 5, 2016, 3:06 am 
I would like to keep this up since its bad for people. i would like to see this down today since he
must be stealing alot of BTC right now.

LordCoder - June 5, 2016, 3:16 am 
http://www.biocikchain.info.ipaddress.com/
 
 This idiot has the server on Unified Layer, registered with Namecheap. How could Google allow that
crap?

Biker BoyZ - June 5, 2016, 3:18 am 
 (Jun 5, 2016 03:16 AM)LordCoder Wrote: [CITE] http://www.biocikchain.info.ipaddress.com/
 
 This idiot has the server on Unified Layer, registered with Namecheap. How could Google allow that
crap?
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 Ikr, i wonder how the fuck he got passed the review site stage. jesus. did a google employee have a
bad day and allowed everyone ? lol fucking terrible.

Yoshi - June 5, 2016, 3:24 am 
Holy shit, that dude was making fucking bank. The site is fucking shit tho, how the heck did google
allow this. Really can't believe it.

Biker BoyZ - June 5, 2016, 3:32 am 
 (Jun 5, 2016 03:28 AM)PH?x Wrote: [CITE] Whoever falls for that site deserves to face the
consequences. I don't see how anyone will fall for it because the site looks almost nothing like the
original.
 Nah i think google deserves consequences for being fucking stupid to allow a "Trusted Ad" on top
page. I can imagine how much shit google would be in if blockchain contacted google about this.

-Nath - June 5, 2016, 3:45 am 
I can't believe they'd allow it tbh. Has it been removed as an ad? As I can't find it on Google now.

AK81 - June 5, 2016, 3:49 am 
That is actually insane, the fact this ad was approved and listed. To the human eye, something that
can easily be missed.

Biker BoyZ - June 5, 2016, 3:56 am 
 (Jun 5, 2016 03:48 AM)PH?x Wrote: [CITE] Nah, I think the guy who inspected the site and accepted
it deserves to face the consequences. =)
 
 Has someone reported the site to Google yet?
 Yes, on my thread there are details on how to get this off google. i wish many of you do this.

Wardow - June 5, 2016, 3:59 am 
 (Jun 5, 2016 03:56 AM)?rsenal Wrote: [CITE] Yes, on my thread there are details on how to get this
off google. i wish many of you do this.
 Its already off google, last time I checked, it wasnt there anymore
 Now it's about getting the server suspended, same for domain, and also getting them detected

Insane Developer - June 5, 2016, 4:03 am 
I saw a Perfect Money phishing page the other day, reported it. I don't think they review ads at
all,would take too much time.

Undefined - June 5, 2016, 4:03 am 
This is the worst phishing page ever lmfao.

Unholy- - June 5, 2016, 4:05 am 
Haha it's a funny looking site though. It doesn't even allow me to go further after clicking the "log in"
button, which is conveniently the only clickable thing..

Zeke - June 5, 2016, 4:07 am 
You know what would be clever? If someone intentionally logged into their bitcoin wallet which has 0
money in it and then later sue Google for some millions because they let a site like that pass
through.

Biker BoyZ - June 5, 2016, 4:08 am 
 (Jun 5, 2016 04:07 AM)obnøxious Wrote: [CITE] You know what would be clever? If someone
intentionally logged into their bitcoin wallet which has 0 money in it and then later sue Google for
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some millions because they let a site like that pass through.
 it can work. i wanted to ask google for a bounty for me finding there fucking stupid mistake. but i
cba to go through the legal shit.

An0nyJ - June 5, 2016, 6:00 am 
you cant click anything lool
 
 https://i.gyazo.com/4cdfeb68ec04f9e7fd898abf3a5f1cb7.gif

AAA+ - June 5, 2016, 6:04 am 
Reported this MF lol making money off simple shit

th3c0rrupt3d0n3 - June 5, 2016, 7:39 am 
This is the worst phishing site ever. End of the discussion.
 
 I'm actually filling the "login form" with random garbage just because I'm a sneaky bitch.

sense1 - June 5, 2016, 7:41 am 
I seriously do wonder though how much the person or people that did this have made from this, and
damn this goes to show how much attention you need to pay when it comes to these types of things.

Rita Ora ? - June 5, 2016, 7:42 am 
Honestly, I've only been using Blockchain/BTC for a little while and even that attempt looks terrible
to me.
 
 Lucky for me I don't type anything, I have bookmarks.

Flash ? - June 5, 2016, 7:43 am 
Wtf! its still there omfg! he probs made bank

anonbux0 - June 5, 2016, 7:47 am 
I don't know how he is going to do something because when he try to login it will send a verification
email to confirm, because he login from a diferent IP.

?Synapse - June 5, 2016, 7:47 am 
Spoiler (Click to View)
 
 There's a screenshot from mobile.
 
 Also, nowhere in that ad does it say Blockchain, it replaced the L with an i. It is a clever phishing
scheme and not sure how Google didn't catch that

Tommy Chong- - June 5, 2016, 7:48 am 

 
 I was sceptical about this so i just googled it.
 Holy fuck dude, this guy must've made bank by now.
 
 I must admit, it's amazing that he managed to sneak it through google adsense
 
 EDIT:
 
 If he managed to get it through adsense, he might as well make it more legit lol. just looked on it

https://i.gyazo.com/4cdfeb68ec04f9e7fd898abf3a5f1cb7.gif
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and it's prob one of the worst i've seen so far

Trust - June 5, 2016, 7:53 am 
Just went to the website.
 It's so zoomed in, lol.
 
 Worst phishing site I've ever seen.
 Nice catch, though.

Mix - June 5, 2016, 7:59 am 
Google should remove it asap as its Obv a fake and will get noticed soon i bet other wise this is
fucked up

$lick - June 5, 2016, 7:59 am 
Not using uBlock Origin? That's a paddlin'

?Synapse - June 5, 2016, 8:02 am 
 (Jun 5, 2016 07:59 AM){Nexus} Wrote: [CITE] Not using uBlock Origin? That's a paddlin'
 unlock Origin FTW. I'm tired of seeing all the AdBlock users still even after they publicly said that
they allow some ads through.

.fn. - June 5, 2016, 8:15 am 
 (Jun 5, 2016 08:02 AM)?Synapse Wrote: [CITE] unlock Origin FTW. I'm tired of seeing all the
AdBlock users still even after they publicly said that they allow some ads through.
 Only selected ads which don't disrupt/clog up the page.

Tommy - June 5, 2016, 10:47 am 
The funny thing this was actually done by a member on here lmao

LordCoder - June 5, 2016, 10:53 am 
 (Jun 5, 2016 10:47 AM)Tommy Wrote: [CITE] The funny thing this was actually done by a member
on here lmao
 Really? Lol.

Jcb$ - June 5, 2016, 11:47 am 
LOLOLOLOLOL THEY GOT A NEW ONE BLOCKCHIANS.INFO #KIPCHIANS

Unkn0wnUs3r - June 5, 2016, 11:53 am 
The site barely works. I clicked on legacy wallet and it errors on /indax.htm. Manually adding
index.htm to end of the link works. Lazy people. If you're going to pull a scam like this, pull it good...

B0Trun - June 5, 2016, 11:54 am 
smart way to get the logs by infecting , hmmm

Hash G. - June 5, 2016, 11:58 am 
I am the only one that can see it's a god fucking image and doesn't look like the original blockchain
at all?
 This button doesn't even look half decent.
 

GrandpaSherman - June 5, 2016, 12:00 pm 
Damn that's funny that it's actually a thing
???????????????????????????????????????????????????????????????????????????????
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?????????????????????????????????
 nice find

Biker BoyZ - June 5, 2016, 12:02 pm 
Updated thread with more information!  Guy scamming again

Roytoy - June 5, 2016, 12:03 pm 
Interesting. Never seen anything like this before. Glad you didn't fall for it. Also, wouldn't you have to
put your identifier first?

Biker BoyZ - June 5, 2016, 12:07 pm 
 (Jun 5, 2016 12:03 PM)Roytoy Wrote: [CITE] Interesting. Never seen anything like this before. Glad
you didn't fall for it. Also, wouldn't you have to put your identifier first?
 Yea but he could have some other shady shit on it. Also i updated thread since he changed his
website. me and a few others have sent a report to the DNSes and hopefully we clean it.

Naxsy - June 5, 2016, 12:07 pm 
The guy is smart as fuck, because dumbasses will think this is real and log in.

Trivexlium - June 5, 2016, 12:08 pm 
I got a different one.
 
 
 Upon opening the site I could tell the webpage was a picture with just the text fields and button
working.

Biker BoyZ - June 5, 2016, 12:09 pm 
 (Jun 5, 2016 12:08 PM)Homies4life09 Wrote: [CITE] I got a different one.
 
 
 Upon opening the site I could tell the webpage was a picture with just the text fields and button
working.
 I have already added that to the thread if you look at bottom. it has been dealt with according to
some members who PMed me. They said they reported it to the server.

Ivanka D. Trump - June 5, 2016, 12:23 pm 
Lets ask booter's owners to send a big attack to it

Cxdde3990xc - June 5, 2016, 12:28 pm 
Yeah the phishing page is ridiculous but the fact that he got this through the Google Review system
and managed to SEO this to the top of listings is something worth noticing.

Trivexlium - June 5, 2016, 12:45 pm 
 (Jun 5, 2016 12:23 PM)Y2J. Wrote: [CITE] Lets ask booter's owners to send a big attack to it
 Yes please. 
 
 Spoiler (Click to View)ALL OF USSS. ALLL. MUHAAHAHAHHAHAHA

BITCHLESS - June 5, 2016, 12:47 pm 
I create a new wallet and login to this fake website. After login it's asking about checking email or
insert SMS code. You will get  email from blockchain asking about permit login to your wallet
 
 Time: 2016-06-05 19:33:34
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 IP Address: 212.199.114.161 (Israel)
 Browser: Opera
 User Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/50.0.2661.102 Safari/537.36 OPR/37.0.2178.54

Trivexlium - June 5, 2016, 12:49 pm 
 (Jun 5, 2016 12:47 PM)Dramario Wrote: [CITE] I create a new wallet and login to this fake website.
After login it's asking about checking email or insert SMS code. You will get an email from
blockchain asking about autorisathinon login to your wallet
 
 Time: 2016-06-05 19:33:34
 IP Address: 212.199.114.161 (Israel)
 Browser: Opera
 User Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/50.0.2661.102 Safari/537.36 OPR/37.0.2178.54
 That is smart. I was half thinking this, just sitting in the back of my head of login ip history.
 
 He done fukd up nao.

granz?????????????????? - June 5, 2016, 12:50 pm 
Wait? But how could google allow this ad on their website? I just do not understand lol.
 I bet this guy earns alot right now.

Cxdde3990xc - June 5, 2016, 12:54 pm 
 (Jun 5, 2016 12:47 PM)Dramario Wrote: [CITE] I create a new wallet and login to this fake website.
After login it's asking about checking email or insert SMS code. You will get  email from blockchain
asking about permit login to your wallet
 
 Time: 2016-06-05 19:33:34
 IP Address: 212.199.114.161 (Israel)
 Browser: Opera
 User Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/50.0.2661.102 Safari/537.36 OPR/37.0.2178.54
 Yeah, knew that guy who did this really know what he is doing

Sir Paul McCartney - June 5, 2016, 12:55 pm 
It's literally a bad quality screenshot of the original blockchain without correct responsive resolution
adjustments, with a poorly aligned link over the login button, leading to a 404, it's hardly a phising
page, yet.

Tommy Chong- - June 5, 2016, 12:57 pm 
 (Jun 5, 2016 12:55 PM)Sir Paul McCartney Wrote: [CITE] It's literally a bad quality screenshot of the
original blockchain without correct responsive resolution adjustments, with a poorly aligned link over
the login button, leading to a 404, it's hardly a phising page, yet.
 Not only a bad quality screenshot, it isn't even the up-to-date login page...
 well, i think so because there isnt the original logo next to 'Blockchain'

DragonSlayer666 - June 5, 2016, 12:58 pm 
i saw thread like this few weeks ago lol
 But idk why does google even "allow" this

Blazin - June 5, 2016, 12:59 pm 
Looks like he's setting himself up a nice little phishing site. Odd that google accepted it must be
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some good SEO.

BITCHLESS - June 5, 2016, 1:01 pm 
I think it was some kind of blog. Adsense approved blog and after this he changes this blog into a
phishing site.

Trivexlium - June 5, 2016, 1:28 pm 
Just created one and got this:
 Quote:Time: 2016-06-05 20:25:44
 IP Address: 195.154.191.67 (France)
 Browser: Opera
 User Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/50.0.2661.102 Safari/537.36 OPR/37.0.2178.54
 

MD5 - June 5, 2016, 1:42 pm 
http://blockchians.info/wallet-legacy/lndex.htm
 
 this link showed up when I searched blockchain, first ad. Tbh this is genius but the phishing page is
so fake such a shame.

Tommy - June 5, 2016, 4:19 pm 
you'd be surprised the amount of coins that's been jacked because of this lmao
 
 could have been a better phishing page tho

Tommy Chong- - June 5, 2016, 4:36 pm 
He got a new one again loll
 
 http://www.biocikchain.info/wallet-legacy/lndex.htm
 
 I must say, I'm quite impressed about the adsense thing, phisher itself is still shit

opp - June 5, 2016, 4:37 pm 
That could be very scary. ive used blockchain a ton and I know how much I would rage if I got my
btc stolen by some random site.

Nerdi - June 5, 2016, 4:41 pm 
Um... This is such a shit phishing site! I'm glad because I could never fall for it. This is legitimately
sad though... I made better phishing pages when I was 13 years old. Whoever made this is clearly
new to it.

Biker BoyZ - June 5, 2016, 4:43 pm 
 (Jun 5, 2016 04:41 PM)Nerdi Wrote: [CITE] Um... This is such a shit phishing site! I'm glad because I
could never fall for it. This is legitimately sad though... I made better phishing pages when I was 13
years old. Whoever made this is clearly new to it.
 People would still fall to it tho, you would be surprised on how many would not notice. 
 
 Im surprised that he is doing it again with the new domain. he will get caught soon lol.

Varane - June 5, 2016, 4:45 pm 
It isn't adware, this guy actually got his site to the top..
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Male - June 5, 2016, 4:47 pm 
Could it be ?
 https://hackforums.net/showthread.php?tid=5268995

Biker BoyZ - June 5, 2016, 4:50 pm 
 (Jun 5, 2016 04:47 PM)Redo Wrote: [CITE] Could it be ?
 https://hackforums.net/showthread.php?tid=5268995
 I would not be fucking surprised. i know for a fact the owner of that thread is watching this thread.
and i saw that guy looking at this thread earlier today. you maybe right.

kingfly55 - June 5, 2016, 5:05 pm 
To all of you wondering how the ad got through adsense. There is a seller on # selling something
that "masks" the ad or something like that. He was selling it for a very large sum of money though. I
saw it a long time ago so i cant remember any specific details.

257207954 - June 5, 2016, 5:07 pm 
I wonder how much money the guy is making from this, it must be quite a bit to be honest. It's rather
impressive he managed to do it aswell.

Biker BoyZ - June 5, 2016, 5:12 pm 
I think i already know who is behind this. a member here might of cracked it. if he banking on that
shitty phishing page man. people are dumb as fuck haha

Tommy - June 5, 2016, 5:13 pm 
LOOOOOOOOL
 
 shoutout to the nigga who used the chairty free google ads method to do this
 
 I should have thought of doing this ages ago, nigga made $100k+ in like a week smh

Male - June 5, 2016, 5:17 pm 
 (Jun 5, 2016 05:13 PM)Tommy Wrote: [CITE] LOOOOOOOOL
 
 shoutout to the nigga who used the chairty free google ads method to do this
 
 I should have thought of doing this ages ago, nigga made $100k+ in like a week smh
 You seen him in the bragging section too  ?

Biker BoyZ - June 5, 2016, 5:17 pm 
 (Jun 5, 2016 05:13 PM)Tommy Wrote: [CITE] LOOOOOOOOL
 
 shoutout to the nigga who used the chairty free google ads method to do this
 
 I should have thought of doing this ages ago, nigga made $100k+ in like a week smh
 Maybe you should not do this since alot of members are crawling on his ass.

World Peace - June 5, 2016, 5:18 pm 
Lol it probably is that guy that was mentioned above. That's insane.

Tommy - June 5, 2016, 5:19 pm 
 (Jun 5, 2016 05:17 PM)?rsenal Wrote: [CITE] Maybe you should not do this since alot of members
are crawling on his ass.
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 lol? is that meant to be frighting?

ItsATumor - June 5, 2016, 5:20 pm 
Most of the people who use bitcoin are smart enough to not fall into this trap, so I'd say he is not
doing too well.  That's not to say idiots don't have bitcoin, it's just lots of smart people will notice.

Biker BoyZ - June 5, 2016, 5:20 pm 
 (Jun 5, 2016 05:19 PM)Tommy Wrote: [CITE] lol? is that meant to be frighting?
 No mate lol. Its just fucking nasty to see people get scammed this much. its fucking insane.

SIM-1676753 - June 5, 2016, 5:20 pm 
 (Jun 4, 2016 08:36 PM)Wardow Wrote: [CITE] I got the ad too,
 everyone report the URL here!
 https://www.google.com/safebrowsing/report_phish/
 
 Sample Text:
 Code Phishing listed on google adsense!!
 https://i.imgur.com/nE8sOiL.png
 Is there a way to report fishes?

Tommy - June 5, 2016, 5:25 pm 
 (Jun 5, 2016 05:20 PM)ItsATumor Wrote: [CITE] Most of the people who use bitcoin are smart
enough to not fall into this trap, so I'd say he is not doing too well.  That's not to say idiots don't have
bitcoin, it's just lots of smart people will notice.
 I think you're forgetting the whole concept of it. Of course most people will clock on it but let's say
10 out of let's say 1000 will be dumb enough not to so imagine if 20000+ people manage to go on it
I'm pretty sure the numbers are allot higher. 
 
 I'm 100% sure if the site manages to stay up for another week or so which I'll doubt but he can keep
switching if he's setup more then one Google fake Charity account which has that $100k worth of
free ad limit. Then he'll hit $350k+

Male - June 5, 2016, 5:43 pm 
 (Jun 5, 2016 05:13 PM)Tommy Wrote: [CITE] LOOOOOOOOL
 
 shoutout to the nigga who used the chairty free google ads method to do this
 
 I should have thought of doing this ages ago, nigga made $100k+ in like a week smh
 Lmao tommy's getting inspired

Indecisive enough - June 5, 2016, 5:43 pm 
Damn the nigga that did this is a fucking genius ngl, the money he's making crazy man.

labroca - June 5, 2016, 5:45 pm 
Good catch. I went ahead and submitted a complaint. I also went ahead and downvoted it on Virus
Total.

rrzr - June 5, 2016, 5:54 pm 
Good catch, thanks for the heads up boss

Nysta - June 5, 2016, 6:13 pm 
Dude must seriously be banking, stay safe out there guys and thanks for the heads up op. I've
recently noticed a spark in fake emails and sites.
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Threebones - June 5, 2016, 6:14 pm 
dude is a straight savage giving the finger to google

rajaomair - June 5, 2016, 6:24 pm 
hmmm, let me think please........

Trivexlium - June 5, 2016, 8:57 pm 
Seems to be off google now & is offline.

?Optimal - June 5, 2016, 9:57 pm 
I mean, hes not banking at all.
 
 His site is legit broken lol.

Silent Uprising - June 5, 2016, 10:14 pm 
Did Poutin do this? Who's the HF member. :o
 
  (Jun 5, 2016 05:25 PM)Tommy Wrote: [CITE] I think you're forgetting the whole concept of it. Of
course most people will clock on it but let's say 10 out of let's say 1000 will be dumb enough not to
so imagine if 20000+ people manage to go on it I'm pretty sure the numbers are allot higher. 
 
 I'm 100% sure if the site manages to stay up for another week or so which I'll doubt but he can keep
switching if he's setup more then one Google fake Charity account which has that $100k worth of
free ad limit. Then he'll hit $350k+
 And Tommy rumor has it your a carder. Do you or do you not agree to this accusation.

Tommy Chong- - June 5, 2016, 10:30 pm 
 (Jun 5, 2016 08:57 PM)Homies4life09 Wrote: [CITE] Seems to be off google now & is offline.
 but  there's a new one already as i expected lol
 
 http://biockchanie.info/wallet-legacy/lndex.htm
 
 He is persistant, +1 for that lol

Biker BoyZ - June 6, 2016, 5:32 am 
 (Jun 5, 2016 10:30 PM)Steff™ Wrote: [CITE] but  there's a new one already as i expected lol
 
 http://biockchanie.info/wallet-legacy/lndex.htm
 
 He is persistant, +1 for that lol
 thanks for telling me that. i think its time to take action one step further. how can we stop this guy.
not being horrible but i think its nasty he scamming that much.

Ninetales. - June 6, 2016, 5:33 am 
I checked out the site earlier and it literally is a screenshot with some clickable buttons. Like how did
this guy not think of just copying the source page and replacing their URLs with his..

Biker BoyZ - June 6, 2016, 5:34 am 
 (Jun 6, 2016 05:33 AM)Ninetales. Wrote: [CITE] I checked out the site earlier and it literally is a
screenshot with some clickable buttons. Like how did this guy not think of just copying the source
page and replacing their URLs with his..
 Maybe that part of the SEO Process. PSD Image landing page. i heard about them but i don't know
how they work. but serious we need to do something about it.
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Ninetales. - June 6, 2016, 5:39 am 
 (Jun 6, 2016 05:34 AM)?rsenal Wrote: [CITE] Maybe that part of the SEO Process. PSD Image
landing page. i heard about them but i don't know how they work. but serious we need to do
something about it.
 It's likely the guy is using stolen money to purchase the advertising and such, as well. I thought ads
posted to google had to be checked, honestly, lol.

Zeke - June 6, 2016, 5:42 am 
I have no idea how he's passing the verification phase. He's inside again and has changed the
website to something else. Jeez lol. He must have made a lot by now.

Biker BoyZ - June 6, 2016, 6:20 am 
 (Jun 6, 2016 05:39 AM)Ninetales. Wrote: [CITE] It's likely the guy is using stolen money to purchase
the advertising and such, as well. I thought ads posted to google had to be checked, honestly, lol.
 They do have to be checked like any other site would but maybe google are not familiar to Bitcoin
lol. Its pissing me off seeing such people get scammed.
 
  (Jun 6, 2016 05:43 AM)william. Wrote: [CITE] Lmao how did Google allow that to get #1 on the
search page? It's so obvious too... Lmao. That is pretty dumb
 I know right. im surprised he even doing it again and again. this means he will get caught soon. But
it seems like he is changing the domain daily so he is undetected with stolen goods. fucking Jesus
hell Christ.

Nerdi - June 6, 2016, 1:16 pm 
 
 
 I don't snitch on dealers, I don't snitch on hackers, but I will snitch on thieves. Fuck those guys. 
 If anyone finds more domains of theirs, find out the domain's Registrar and just send an email to
their Legal or Abuse department using a similar email as the one I sent. You can get domains
quickly suspended this way. NameCheap suspended both domains within 2 hours of my report.

Anarchist07 - June 6, 2016, 1:17 pm 
Pretty sure Google wouldn't allow that, it must be an adware or something because I didn't see any
phishing page when I entered Blockchain into Google.

Nerdi - June 6, 2016, 1:24 pm 
 (Jun 6, 2016 01:17 PM)Az96 Wrote: [CITE] Pretty sure Google wouldn't allow that, it must be an
adware or something because I didn't see any phishing page when I entered Blockchain into
Google.
 Yeah, I sent a report to NameCheap legal department and I got both of their domains suspended
last night. Since the domains don't resolve, Google most likely automatically took them off their ad
network, or they manually removed themselves as they'd be spending money for Google ad clicks
on a domain that doesn't resolve to an IP.

SIM-2306826 - June 6, 2016, 1:48 pm 
Damn that is absolutely crazy. I can't believe these guys actually managed to get that domain
passed Google Reviews. 
 
 Someone is going to be without a job.

Biker BoyZ - June 6, 2016, 1:48 pm 
 (Jun 6, 2016 01:17 PM)Az96 Wrote: [CITE] Pretty sure Google wouldn't allow that, it must be an
adware or something because I didn't see any phishing page when I entered Blockchain into
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Google.
 Its not adware. everyone gets this. as i saw people say on here. he managed to sneak through
google adsense and made his site no.1 on the search term "blockchain". it seems to be dealt with
but he will continue to do this.
 
 BINGO. The target is down thanks for submitting this to the reg. i have done it too so i guess both
of our tickets took action.

ZuGgY - June 6, 2016, 1:50 pm 
What in the fuck, Google? They outta their minds?!

Biker BoyZ - June 6, 2016, 1:51 pm 
 (Jun 6, 2016 01:50 PM)ZUGGY Wrote: [CITE] What in the fuck, Google? They outta their minds?!
 Yes but it seems to be down now. i don't see it. we have finally eliminated the account of his
fraudulent sites Yet. lets hope we do not find this shit again. i would like to say thank you to
everyone who helped to take this faggit down.

Creative Cloud - June 6, 2016, 1:54 pm 
Wow google is full of them now, i'm getting different ones every time. Hopefully google cop on to this
and sort this out soon.
 
 

Biker BoyZ - June 6, 2016, 1:55 pm 
 (Jun 6, 2016 01:54 PM)Jord. Wrote: [CITE] Wow google is full of them now, i'm getting different ones
every time. Hopefully google cop on to this and sort this out soon.
 
 
 Oh fuck. Must be a HF User then lurking on this thread and finding out that he has to change his
domain. oh well. if there too many people can spot it easier. but still can be scammed thousands. i
can't believe this is happening.
 
  (Jun 6, 2016 01:52 PM)Mario® Wrote: [CITE] That site was sitting there for months. I doubt they
wont just come back.
 Yea i have to agree with you but im glad i spotted it now than later since im trying to warn others
not to fall for this shit. also try and eliminate these sites. since google can't even be smart enough
for this.

SIM-2306826 - June 6, 2016, 2:09 pm 
Wait what are you guys even googling to see this? I google "block chain", "bitcoin wallet", etc.. and I
don't see these coming up. RIP to the Google Review board employee who fucked this up.

Nerdi - June 6, 2016, 2:28 pm 
I did some more research. The page below shows some domains registered by the person. This
page may be able to be used to stay updated with new domains that they register. 
 https://domlab.net/search/The%20Pantr.html 
 
 Note: some of the domains on that list may be owned by innocent people if 'The Pantr' user is
someone who managed domains for multiple clients (including our phisher).
 
 edit: the domains on that page are registered with CrazyDomains. I went ahead and reported all of
the domains to them, so as long as they're compliant/ethical the domains will be offline within 24
hours.
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 Also the reason I'm having the domains suspended (got 2 of them susp'd last night) is because
eventually he'll run out of viable domains to use as there won't be any good typo domains available
anymore to him... So if I (and anyone who wants to help) can get his domains suspended, he'll go
away or at least be mildly annoyed.

Biker BoyZ - June 6, 2016, 2:52 pm 
 (Jun 6, 2016 02:28 PM)Nerdi Wrote: [CITE] I did some more research. The page below shows some
domains registered by the person. This page may be able to be used to stay updated with new
domains that they register. 
 https://domlab.net/search/The%20Pantr.html 
 
 Note: some of the domains on that list may be owned by innocent people if 'The Pantr' user is
someone who managed domains for multiple clients (including our phisher).
 
 edit: the domains on that page are registered with CrazyDomains. I went ahead and reported all of
the domains to them, so as long as they're compliant/ethical the domains will be offline within 24
hours.
 Also the reason I'm having the domains suspended (got 2 of them susp'd last night) is because
eventually he'll run out of viable domains to use as there won't be any good typo domains available
anymore to him... So if I (and anyone who wants to help) can get his domains suspended, he'll go
away or at least be mildly annoyed.
 Thank you for this mate. im gonna go ahead and do the same buddy. If it was not bad bad then i
wouldn't be asked but this is bad as hell so i wanted to take action.

Biker BoyZ - June 6, 2016, 6:11 pm 
 (Jun 6, 2016 04:02 PM)Electroalek Wrote: [CITE] WOW for this guy, SEO expert. That there is worth
a lot, but the phishing site is so bad, image with fixed position inputs, horrible. Still very dangerous
for people in rush. Be careful.
 Its an AD. Does not require any sort of SEO i guess. Its keyword targeted?
 
 ALSO NEW FAKE SITE HE MADE! http://biockchanie He even improved and changed name. i
think he is a HF User since he fixing all his mistakes lol. This is horrible as fuck. how can we stop
this faggit

Spyro The Dragon - June 6, 2016, 6:25 pm 

 
 holy fuck that's awful

Trivexlium - June 6, 2016, 6:49 pm 
He is trying to filter out custom logins like "you suck" by adding the XXXXX-etc filter so he just gets
logins but I just sent in this lols:
 Quote:yoursite-stillsucks-majorass-youcuntt
 

funtela - June 6, 2016, 6:50 pm 
Damn he's STILL going? I don't get how Google can allow this. Especially multiple times after it's
been taken down and marked as a phishing site.

Spyro The Dragon - June 6, 2016, 7:04 pm 

Trivexlium - June 6, 2016, 7:25 pm 
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 (Jun 6, 2016 07:04 PM)Spyro The Dragon Wrote: [CITE] 
 gotta put dashes

Sta.ze - June 6, 2016, 7:33 pm 
http://biockchanie.info/wallet-legacy/lndex.htm
 
 this is the url for the thing. You can clearly tell this bullshit is fake.

J?cob - June 6, 2016, 7:41 pm 
lol its just a fucking website screenshot, that funny as fuck.

Biker BoyZ - June 6, 2016, 7:52 pm 
 (Jun 6, 2016 07:41 PM)Gosha Wrote: [CITE] lol its just a fucking website screenshot, that funny as
fuck.
 I know right lol. Its a pain to see that he is continuing to do it. i have a feeling he will get fucked
soon. This is alot of money at risk for people who use block chain newly. i feel bad for the people
who got scammed using that site.

Tommy Chong- - June 7, 2016, 2:50 am 
 (Jun 6, 2016 07:52 PM)?rsenal Wrote: [CITE] I know right lol. Its a pain to see that he is continuing to
do it. i have a feeling he will get fucked soon. This is alot of money at risk for people who use block
chain newly. i feel bad for the people who got scammed using that site.
 The only reason why he doesn't change it up where i can think if is that google doesnt detect it that
way, maybe thats why it fools adsense
 
 And also, the reason why he keeps buying new .info domains etc sort of proves that it works
otherwise he wouldve gave up after 4 domains flagged or whatever

Biker BoyZ - June 7, 2016, 5:46 am 
 (Jun 7, 2016 02:50 AM)Steff™ Wrote: [CITE] The only reason why he doesn't change it up where i
can think if is that google doesnt detect it that way, maybe thats why it fools adsense
 
 And also, the reason why he keeps buying new .info domains etc sort of proves that it works
otherwise he wouldve gave up after 4 domains flagged or whatever
 Yea but if the same company keeps flagging his domains or what. they could file him to the
authorities right since he is abusing it alot..

SIM-2914476 - June 7, 2016, 5:51 am 
Reported both of them just in case

Insane Developer - June 7, 2016, 5:53 am 
 (Jun 4, 2016 08:19 PM)Wardow Wrote: [CITE] It's most likely an Adware on your computer, Google
would never accept such ads.
 Google doesn't really review these ads that much, there are Perfect Money and other phishing sites
all around.
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