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 Thread: Stop assuming people can't get your IP on skype.
 

 Mr. Robot - June 19, 2016, 4:03 am 
Please for the love of god, stop assuming you are safe using skype.
 
 Skype was "patched" by enabling direct connections to contacts only in the newest update.
 
 This means peer to peer via IP is only available when you are contacts with a user.
 
 Using what's known as "Skype DEOB" - a user can find your IP address if they are contacts with
you.
 They will also be able to find your IPV4 address which can be harmful if your router is accessible
via your public IP.
 
 I would recommend using web.skype.com with browser proxy/vpn on a browser you don't use as
your main.
 
 For example if you use firefox normally, use chrome with a VPN addon and web.skype.com so you
can use firefox for your other shit.
 
 I think it would be interesting if someone made a small client for web.skype.com and a vpn/proxy
attachment and released it for HF users but that's just a side thing.
 
 
 - This is for you users who don't know.
 
 
 Old IP resolves on websites like skypegrab.net are usually much more valuable than your current IP
for doxing purposes as if a website is hacked, your IP will be connected to your username+email
and quite often a hash:salt which can usually be decrypted - so if you have been resolved in the
past, I personally would advise deleting your skype and making a new one.
 
 SKYPE DEOB can be found here.
 https://hackforums.net/showthread.php?tid=5306888
 
 
 As others have suggested, you can also use a VPN and set up static routing to get to websites like
Hackforums.net while being on a VPN
 
 You can use a gui for route.exe on windows or follow the below tutorial.
 
https://support.hidemyass.com/hc/en-us/articles/202720646-How-to-let-websites-and-IPs-bypass-the
-VPN-using-static-routing
 
 GUI - http://www.nirsoft.net/utils/network_route_view.html

Apoholos - June 19, 2016, 4:06 am 
I never heard of this program,  thank you. I don't use Skype that often but I thought I was safe
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regardless since the last patch.

Nachfolger - June 19, 2016, 4:07 am 
Vouch I was in a call with a friend and he was like "i goted ur ip" and I said "no u cant hack me" and
he said "192.168.1.10" and so i know he can hack me.

Ta-kun - June 19, 2016, 4:07 am 
Literally have no fucking idea why people choose to use Skype when there are tons of other options
out there. Why not just use XMPP? Less bullshit and more security.

Leroy Jethro Gibbs - June 19, 2016, 4:20 am 
I use XMPP for text chats and TeamSpeak for voice chat.

Mr. Robot - June 19, 2016, 4:23 am 
 (Jun 19, 2016 04:07 AM)Mortem Wrote: [CITE] Literally have no fucking idea why people choose to
use Skype when there are tons of other options out there. Why not just use XMPP? Less bullshit
and more security.
 Agreed but I am at the point where I felt this thread would be relevant.
 
  (Jun 19, 2016 04:20 AM)Leroy Jethro Gibbs Wrote: [CITE] I use XMPP for text chats and
TeamSpeak for voice chat.
 Always good to hear.

Bandors Jr. - June 19, 2016, 4:24 am 
Or just stay on a vpn and even if they grab your ip over skype they have your vpn IP

Ambien - June 19, 2016, 4:30 am 
Or use a VPN when your using skype.

Mr. Robot - June 19, 2016, 4:36 am 
 (Jun 19, 2016 04:30 AM)Ambien Wrote: [CITE] Or use a VPN when your using skype.
 That depends on the situation, you might be gaming or want to check hackforums but you would be
unable.

Bandors Jr. - June 19, 2016, 5:19 am 
 (Jun 19, 2016 04:36 AM)Mr. Robot Wrote: [CITE] That depends on the situation, you might be
gaming or want to check hackforums but you would be unable.
 Just add an exception for hackforums and if you have a fast enough vpn close to you, you can
game fine.

Black Shadow - June 19, 2016, 5:23 am 
I couldnt give a fuck who finds my IP if you want my address just ask me.

? [$(1000)$] ? - June 19, 2016, 5:30 am 
I love this idea "I think it would be interesting if someone made a small client for web.skype.com and
a vpn/proxy attachment and released it for HF users but that's just a side thing."
 
 That would be amazing.

icyeagle - June 19, 2016, 5:48 am 
Thank you mr robot . ?

ZuGgY - June 19, 2016, 5:49 am 
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People should honestly ditch Skype and find an alternative.

Pouya - June 19, 2016, 5:52 am 
i always use web skype in another browser on a proxy

Mr. Robot - June 19, 2016, 5:55 am 
 (Jun 19, 2016 05:48 AM)icyeagle Wrote: [CITE] Thank you mr robot . ?
 Welcome.
 
  (Jun 19, 2016 05:49 AM)ZUGGY Wrote: [CITE] People should honestly ditch Skype and find an
alternative.
 Why not make an unofficial HF server chat room?

?Fetz? - June 19, 2016, 6:02 am 
https://hackforums.net/showthread.php?tid=5292512
 
 Tutorial I posted on this.

yotoprules - June 19, 2016, 6:05 am 
I use discord but no-one else uses it.

Rubixa - June 19, 2016, 6:06 am 
 (Jun 19, 2016 04:36 AM)Mr. Robot Wrote: [CITE] That depends on the situation, you might be
gaming or want to check hackforums but you would be unable.
 You would just add hackforums.net as an exemption, most VPN's do this in the client or you can
just route Hackforums's IP in CMD with your Default Gateway, problem fixed. As for gaming on a
VPN, have good internet and have a good VPN, problem again, fixed.

257207954 - June 19, 2016, 6:13 am 
Exatcly what Rubixa said. I just use CMD myself to route shit.

Mr. Robot - June 19, 2016, 6:20 am 
 (Jun 19, 2016 06:06 AM)Rubixa Wrote: [CITE] You would just add hackforums.net as an exemption,
most VPN's do this in the client or you can just route Hackforums's IP in CMD with your Default
Gateway, problem fixed. As for gaming on a VPN, have good internet and have a good VPN,
problem again, fixed.
 Yup you are right and should probably write up a tutorial to help those who need it - an update and
recommended guide.

STYLING - June 19, 2016, 6:26 am 
Either use a VPN, or XMPP/TeamSpeak for voice. That's what I use. Regardless, thank you for this
informative guide, cheers for making this.

Rubixa - June 19, 2016, 6:26 am 
 (Jun 19, 2016 06:20 AM)Mr. Robot Wrote: [CITE] Yup you are right and should probably write up a
tutorial to help those who need it - an update and recommended guide.
 Should just be basic knowledge to be honest, if people are that worried about their IP being
grabbed, simply don't use Skype. I only use Skype because sadly some people don't even know
how XMPP works, lol.

FiftyTwo - June 19, 2016, 6:28 am 
 (Jun 19, 2016 04:07 AM)Nachfolger Wrote: [CITE] Vouch I was in a call with a friend and he was like
"i goted ur ip" and I said "no u cant hack me" and he said "192.168.1.10" and so i know he can hack
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me.
 Idk why but this made me laugh, thx m8.

Mr. Robot - June 19, 2016, 6:29 am 
 (Jun 19, 2016 06:26 AM)Rubixa Wrote: [CITE] Should just be basic knowledge to be honest, if
people are that worried about their IP being grabbed, simply don't use Skype. I only use Skype
because sadly some people don't even know how XMPP works, lol.
 Agreed lol

C Doubt - June 19, 2016, 6:38 am 
why is this in the lounge? and who cares peole known this forever use this or wireshark when in
calls. thats why i sit on a ovh all day

Mr. Robot - June 19, 2016, 6:44 am 
 (Jun 19, 2016 06:38 AM)C Doubt Wrote: [CITE] why is this in the lounge? and who cares peole
known this forever use this or wireshark when in calls. thats why i sit on a ovh all day
 skype DEOB can grab it without being in a call - but besides that, a fair amount of the community
doesn't know this and just a friendly reminder.

Zeke - June 19, 2016, 6:55 am 
or don't care if people get your IP?
 like im broke
 im indian
 ive got nothing on me
 why should I care

Mr. Robot - June 19, 2016, 6:59 am 
 (Jun 19, 2016 06:55 AM)obnøxious Wrote: [CITE] or don't care if people get your IP?
 like im broke
 im indian
 ive got nothing on me
 why should I care
 So you disagree with privacy ?
 
  (Jun 19, 2016 06:02 AM)Fetz Wrote: [CITE] https://hackforums.net/showthread.php?tid=5292512
 
 Tutorial I posted on this.
 Thanks bud - I have too.

 

https://hackforums.net/showthread.php?pid=51361334#pid51361334
https://hackforums.net/showthread.php?pid=51361415#pid51361415
https://hackforums.net/showthread.php?pid=51361544#pid51361544
https://hackforums.net/showthread.php?pid=51361178#pid51361178
https://hackforums.net/showthread.php?tid=5292512

