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All information in this tutorial is for educational purposes only. One day when you grow up you might
realise that you have been a skid, by using mass-deface techniques and SQLI for your entire life. Do
not just hack a site because it is there.

Ethical hacking and online security involves a lot efforts. Many tools are used to test and keep
software secure. The same tools can also be used by hackers for exploitation. Becoming a hacker is
not easy it requires many skills. You can learn a few hacking tricks from free hacking tutorials online,
some really cool hacking books and books on information security . However, Along with all the
skills you need to have best tools to perform hacking, security threat analysis and penetration
testing.

A hacking tool is a computer program or software which helps a hacker to hack a computer system
or a computer program. The existences of hacking tools have made the lives of the hackers much
simpler when compared to the times they did not exist. But it does not mean that if the Hacker is
equipped with a good hacking tool, his entire job is smoothly done. The hacker still requires the skills
of all the aspects of hacking equally well.

These tools are used for computer forensics, especially to sniff out any trace of evidence existing in
a particular computer system.

Sleuth Kit

It is an open source digital intervention or forensic tool kit. It runs on varied operating systems
including Windows, Linux, OS X and many other Unix systems. It can be used for analyzing disk
images along with in-depth analysis of file system like FAT, Ext3, HFS+, UFS and NTFS.

Helix

This is a Linux based incident response system. It is also used in system investigation and analysis
along with data recovery and security auditing. The most recent version of this tool is based on
Ubuntu that promises ease of use and stability.

Maltego

It is an open source forensic and intelligence application. It can be used for gathering information in

all phases of security related work. It saves you time and money by performing the task on time in
smarter way.
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Encase

Encase is the fastest and most comprehensive network forensic solution available in the market. It
is created following the global standard of forensic investigation software. It has the capability of
quickly gathering data from wide variety of devices.
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| could only add a little, because 8000 letter limit.
I'm gonna make a thread for each one separately just so i can add pictures later on.

I'll be doing a different post on other subjects too. You can find all the posts in my Threads in my
profile!

Please leave a comment what you think about this and hope you liked it!
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Blackhawke2002 - October 1, 2018, 2:27 am
everynow and then i will start looking up random things on the web, and just follow the curiosity trail.
This tutorial looks like it's that on steroids! love it, gonna dig into this list later today!



