Forum:Hack Forums

Thread: I'm an idiot. "safefinder" ad ware all over my chrome and more..

DashPHP - June 27, 2016, 2:50 pm
Hey guys,

So | torrented from what it seems to be a very trust worthy DL (had lots of seeds/downloads) and
not only the vid didn't work, but it downloaded a shit load of crap that | can't seem to remove..

| can't even run combofix because I'm on windows 10.
Please if anyone can help me remove this adware I'd be very thankful!

Acceptable - June 27, 2016, 2:53 pm

This thing happened to me and programs were installing too and every time | would uninstall it
would install another thing. | had to resort to wiping my computer clean and reinstalling Windows 10.
| hope you get this solved. Try going into extensions and see if anything can be uninstalled.

DashPHP - June 27, 2016, 2:54 pm

(Jun 27, 2016 02:53 PM)Acceptable Wrote: [CITE] This thing happened to me and programs were
installing too and every time | would uninstall it would install another thing. | had to resort to wiping
my computer clean and reinstalling Windows 10. | hope you get this solved. Try going into
extensions and see if anything can be uninstalled.

Ahh man, | cba formatting my laptop :(

I hope there will be someone here to help me out :(
Checked that, nothing there!

On the table - June 27, 2016, 3:00 pm

I've clean a pc last week with that shit. Use hitman pro www(dot)surfright(dot)nl/en/hitmanpro then
use malwarebyte. i'va manually uninstall all the chinese 3rd party installed by guessing the right
uninstall button

I know i don't have many post and rep but i can't recover my another uber account, it was closed (
madkar)

Spacefiller - June 27, 2016, 3:11 pm

Please do not go astray from these directions. This may cause damage to your computer if done
incorrectly.

Please do not follow any other directions except mine during this time. It may cause a conflict
between tools and specialists.

-\1/-Download FRST (Farbar Recovery Scan Tool) <== Click

-\2/-Close all open programs.

-\3/-Execute it on your desktop.

--\4/--When looking at the menu, make sure that these are all checked:

"Registry”, "Services", "Drivers”, "Processes", "Internet”, "Addition.txt", and "Drivers MD5".
These all must be checked, as they are necessary for me to fully diagnose your PC.
--\5/--Click Scan



https://hackforums.net
https://hackforums.net/showthread.php?tid=5319917
https://hackforums.net/showthread.php?pid=51465337#pid51465337
http://www.bleepingcomputer.com/download/farbar-recovery-scan-tool/

--\6/--After the scan is complete, two windows will appear. One is the FRST.txt file, and the other is
the Addition.txt file. You must copy and paste them into pastebin and paste the two links here.
These two files will also be located in the folder you ran FRST in.

---\l/---If you are unable to post the links here, please say so. If you are unresponsive for 7 days, |
may leave this thread.

If you are unable to download links, please let me know.

DashPHP - June 27, 2016, 3:48 pm
Hey,

An awesome guy PM'd me and helped solve this issue. He installed some sweet AV's which wiped
the adwares out. In addition to resolving this, he installed sandboxie for me to enjoy running my
potentially.

Thanks a lot Notepad++ :)


http://www.pastebin.com/

