Forum:Hack Forums

Thread: QUESTION - Myspace data breach

chaose_marine - July 2, 2016, 6:56 pm

So i just got a hold of a massive 32.8 GB of data from the most recent Myspace data breach, i didnt
know where else ask this as there is nowhere (to my knowledge) on HF about hashing or types of
hashes there are.

However if you look here
"0xDC159044B47B0D1075BC2234CEF74CA3F5B0OCAS5"

this is a password from an account, but i want to know what type of hash this has been through (if
its possible to tell) and what type of rainbow table do i need to crack these passwords

(or any other way you suggest to crack these)

Your Pal - July 3, 2016, 1:53 am
just use hashcat/password pro or online hash crackers

chaose_marine - July 3, 2016, 5:58 am

(Jul 2, 2016 08:07 PM)mObile Wrote: [CITE]
0xDC159044B47B0D1075BC2234CEF74CA3F5B0OCASS : 787229
Are you saying that 787229 is the password/part of the password

(Jul 3, 2016 01:53 AM)Your Pal Wrote: [CITE] just use hashcat/password pro or online hash
crackers

| used an online hash cracker and got no results, i'll try hashcat and or password pro now, ill keep
you posted thanks

Your Pal - July 3, 2016, 8:41 am
(Jul 3, 2016 05:58 AM)chaose_marine Wrote: [CITE] Are you saying that 787229 is the
password/part of the password

That's the unhashed password.

Quote:l used an online hash cracker and got no results, i'll try hashcat and or password pro now, ill
keep you posted thanks

Sounds good. Remember to get quality pw lists.

chaose_marine - July 4, 2016, 1:58 pm
(Jul 3, 2016 08:41 AM)Your Pal Wrote: [CITE] That's the unhashed password.

Sounds good. Remember to get quality pw lists.
Okay thanks and i found a password list page on git hub, have a look its what i call the holy grail
(not my content): github com /danielmiessler/SecLists/tree/master/Passwords
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Here is a link to the data breach file that i referenced, it was requested in PM but i haven't got the
right privileges to PM back that just yet

It is: myspace (dot) thecthulhu (dot) com



