
Forum:Hack Forums 

 Thread: Spoov v2: HF's #1 free shortcut builder - embed scripts, bypass SmartScreen & more
 

 Vuln - July 4, 2016, 7:26 am 
This project is no longer maintained - download link removed
 
 Spoov is a program that can build shell links (Windows file shortcuts) with embedded scripts. It
offers some features that are not available through the "Create Shortcut Wizard".
 
 
 
 A default template in action (FUD download & execute)
 Spoiler (Click to View)
 
 Custom template creator
 Spoiler (Click to View)
 
 Features
 - 2 default templates: download & execute + execute local file
 - Create custom templates
 - Bypass SmartScreen
 - Set a custom shell mouse hover tooltip
 - Hide command-line arguments
 - File extension spoofer
 - Update checker (notification only, no automatic downloading)
 
 Execute local file
 - Works on all Windows versions.
 - No errors if the file doesn't exist
 - Copies target file into Windows Temp folder before executing
 - Can execute any file type.
 - Executable file types can have non-executable file extensions.
 
 Download & Execute
 - Works on Windows 7/8/8.1/10, and also on Windows XP if the SP 2 Support Tools have been
installed.
 - Can download & execute any file type.
 - Executable file types can have non-executable file extensions.
 - If no internet connection is available or another problem occurs, it will keep silently retrying for the
next 14 days.
 
 Default template drawbacks
 - If someone removes the shortcut's read-only file attribute, it will no longer work. This also means
that it would be recommended to archive the shortcut prior to uploading/sharing it.
 - When using the download&execute template, a command prompt window will briefly flash.
 
 Builder dependencies
 .NET Framework 4.0
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danielribero07 - July 7, 2016, 1:21 am 
heard mediafire distributes isn't it a bad idea to upload it there? just curious, but thanks for the write
up and content. looks good i'll check it out

Vuln - July 7, 2016, 5:22 am 
 (Jul 7, 2016 01:21 AM)danielribero07 Wrote: [CITE] heard mediafire distributes isn't it a bad idea to
upload it there? just curious, but thanks for the write up and content. looks good i'll check it out
 MediaFire does indeed scan and distribute all files, but I don't mind, it's only the builder, and it's not
going to affect the generated shortcuts. But I don't care about the shortcuts being distributed either,
their simplicity makes detections unlikely.
 
 The generated downloaders I scanned on VT a few years ago are still FUD today. Well, except for 1
weird TrendMicro heuristic detection, but I could probably get rid of that by contacting TrendMicro.
Also, I'm guessing that it's only detected by VT's version of TrendMicro, and not even by the public
commercial and free version. But I need someone to confirm that.
 
 So, have you tried it yet? Any remarks or suggestions?
 
 I'm thinking about doing a project overhaul, so that users can also choose to embed their own batch
scripts. And I also want to get rid of the current shitty GUI.

Will Grigg - July 7, 2016, 5:42 am 
Can you send this to me would love to try it out.

Vuln - July 7, 2016, 5:58 am 
 (Jul 7, 2016 05:42 AM)Will Grigg Wrote: [CITE] Can you send this to me would love to try it out.
 There's a download link at the bottom of the OP. Big yellow text.

FRI?DBAO™ - July 7, 2016, 9:32 am 
There are alot of shorcut builder and compiler and this one works the best thx!

Welshdroo - July 7, 2016, 2:44 pm 
Looks good OP ... Thank you , Going try it out :D
 
  (Jul 7, 2016 02:18 PM)100thieves Wrote: [CITE] Can you send this to me would love to try it out.
 Link in Post, Didn't you not see it?
 
  (Jul 4, 2016 07:26 AM)Jailbyte Wrote: [CITE] Download link
 http://www.mediafire.com/download/gbc4xxc8fg2653z/Spoov_v1.0.zip

RobinVJ - July 7, 2016, 2:59 pm 
Pm me with the details OP. Thanks btw

Vuln - July 7, 2016, 4:30 pm 
In a few days I will be releasing a new version. It will have more options and a pretty GUI. If anyone
wants me to add a specific feature, please do let me know.
 
  (Jul 7, 2016 09:32 AM)FireGaming123 Wrote: [CITE] There are alot of shorcut builder and compiler
and this one works the best thx!
 Thank you, although I've only seen 1 other shortcut builder on HF, and it was meh.
 
  (Jul 7, 2016 02:44 PM)Welshdroo Wrote: [CITE] Looks good OP ... Thank you , Going try it out :D
 Let me know how it goes!
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  (Jul 7, 2016 02:44 PM)Welshdroo Wrote: [CITE] Link in Post, Didn't you not see it?
 I guess the big yellow text wasn't big and yellow enough...

FreginFantasmic - July 9, 2016, 8:01 am 
This is very good tool, will be trying it out soon.

BluWave - July 10, 2016, 4:30 am 
Looks good. Keep up the hard work.

Kisame? - July 10, 2016, 7:19 am 
AVG detected it as malware..?

Vuln - July 10, 2016, 8:32 am 
 (Jul 10, 2016 04:30 AM)BluWave Wrote: [CITE] Looks good. Keep up the hard work.
 Thank you, I will.
 
  (Jul 10, 2016 07:19 AM)marcova99 Wrote: [CITE] AVG detected it as malware..?
 I really need more info. What kind of detection was it? And what was detected? The builder, the
generated shortcuts, or a file with a spoofed extension? And was it a scantime or runtime detection?
 
 I just generated a shortcut downloader, and it's still (scantime) undetected by AVG. Maybe you
entered a detected string, like a flagged domain or file name. Or perhaps you used a detected icon.
 
 If you can't figure it out, please post a screenshot of your current input and settings.

Elitas - July 10, 2016, 9:14 am 
This tool looks really cool. ?

Don Genovese - July 14, 2016, 10:30 am 
Looks very nice. Will be trying this out soon. Good luck with future development.

Liightman - July 15, 2016, 2:57 am 
Thanks for this share, I will try it soon and give a feedback in my reply!
 Good luck for the developpement of this tool :)

hextra6 - July 15, 2016, 3:49 am 
Mehn, this tool is dope, a vouch for you brother, please l need more insight on how to use the
execute file option

IMorpheu - July 15, 2016, 8:14 am 
suggestion: 1 you could put shortcuts to start with windows.
 
 2: could add binder files.
 
 
 Try something like this: reg add HKCU \ Software \ Microsoft \ Windows \ CurrentVersion \ Run / v
WindowsUpdate / d "% AppData% \ update.bat" / t REG_SZ / f> nul
 
 Add the registry key
 
 echo @echo off> "% AppData% \ Microsoft \ Windows \ Start Menu \ Programs \ Startup \
update.bat"
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 echo title Starting >> "% AppData% \ Microsoft \ Windows \ Start Menu \ Programs \ Startup \
update.bat"
 
 ADD in boot windows
 
 Thank you for tool, I use a donwload and run in .bat is two years, yet this FUD in VT.

Vuln - July 15, 2016, 9:19 am 
Thank you all for the kind comments.
 
  (Jul 15, 2016 03:49 AM)hextra6 Wrote: [CITE] Mehn, this tool is dope, a vouch for you brother,
please l need more insight on how to use the execute file option
 I sent you a PM.
 
  (Jul 15, 2016 08:14 AM)IMorpheu Wrote: [CITE] suggestion: 1 you could put shortcuts to start with
windows.
 
 2: could add binder files.
 
 Try something like this: reg add HKCU \ Software \ Microsoft \ Windows \ CurrentVersion \ Run / v
WindowsUpdate / d "% AppData% \ update.bat" / t REG_SZ / f> nul
 
 Add the registry key
 
 echo @echo off> "% AppData% \ Microsoft \ Windows \ Start Menu \ Programs \ Startup \
update.bat"
 echo title Starting >> "% AppData% \ Microsoft \ Windows \ Start Menu \ Programs \ Startup \
update.bat"
 
 ADD in boot windows
 
 Thank you for tool, I use a donwload and run in .bat is two years, yet this FUD in VT.
 Thanks for your suggestions, I will keep them in mind. But before I add to or improve its current
scripts, I will implement a template system so users can create/import/use their own custom scripts.
 
 Later today I will be releasing a new version made in WPF, but it's not going to include the custom
template option yet. I will probably release another update in a few days for that.

ILuvDis02 - July 16, 2016, 8:58 am 
The shortcut thing dosent work somewhy . It made the readme.txt but when i execute it on myself it
dont work?
 
 what can i be doing wrong.
 
 nothing really happens

Vuln - July 16, 2016, 9:05 am 
 (Jul 16, 2016 08:58 AM)ILuvDis02 Wrote: [CITE] The shortcut thing dosent work somewhy . It made
the readme.txt but when i execute it on myself it dont work?
 
 what can i be doing wrong.
 
 nothing really happens
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 Can you make a screenshot of your settings and input?

ILuvDis02 - July 16, 2016, 9:06 am 
There you go mate.
 imgurDOTcom/FRDNz6e
 
 Cheers

Vuln - July 16, 2016, 9:12 am 
 (Jul 16, 2016 09:06 AM)ILuvDis02 Wrote: [CITE] There you go mate.
 imgurDOTcom/FRDNz6e
 
 Cheers
 It should work fine. What do you see when you enter "bitsadmin /list" in command prompt?

JASON AND MEDEA - July 16, 2016, 9:14 am 
Nice tool OP, thank you! ?

ILuvDis02 - July 16, 2016, 9:15 am 
OK! it works now great as fuck! Fuck me this is a wild! 
 
 It was beacuse i used a upload site! i switched to this one :  /jiiDOTmoe/
 And now it works like a fucking charm i dont know how to thank you
 
 Thank you so much for sharing this

Vuln - July 16, 2016, 9:36 am 
 (Jul 16, 2016 09:14 AM)Conor McGregor Wrote: [CITE] Nice tool OP, thank you! ?
 Thank you as well.
 
  (Jul 16, 2016 09:15 AM)ILuvDis02 Wrote: [CITE] OK! it works now great as fuck! Fuck me this is a
wild! 
 
 It was beacuse i used a upload site! i switched to this one :  /jiiDOTmoe/
 And now it works like a fucking charm i dont know how to thank you
 
 Thank you so much for sharing this
 I'm not sure why it didn't work with your previous url, but good to hear that it's working fine now. By
the way, it currently makes use of the Windows service BITS, so sometimes it can take a while
before your file (no matter the file size) actually gets downloaded. I will probably add alternative
download methods later. If you run into a problem again, please do let me know.
 
 And in case you didn't realize it yet, you can give executable files any file extension you want.
 
 A simple thank you will do, so thank you. ?

ILuvDis02 - July 16, 2016, 10:56 am 
Thanks for share! Great tool

IMorpheu - July 23, 2016, 4:57 am 
GO update , startUp . rs ................................................

eric2221 - July 23, 2016, 9:49 am 
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This is very good tool, will be trying it out soon.

damien07 - August 29, 2016, 8:56 pm 
This is a nice tool keep it up

Vuln - August 30, 2016, 3:42 am 
 (Aug 29, 2016 08:56 PM)damien07 Wrote: [CITE] This is a nice tool keep it up
 Thank you. I will be releasing an update to support custom templates soon.

adriancelbun - August 30, 2016, 3:54 am 
Awesome tool. Do you have any suggestion on how to spread the shortcut since the victim can see
it's "readme.txt.Ink" and they become suspicious?

201 - September 1, 2016, 2:53 am 
thank you for sharing this, very useful

2K2k - September 1, 2016, 4:55 am 
Looks like a very useful program

adriancelbun - September 2, 2016, 10:31 am 
That's an awesome soft. Good job.

realswift - September 24, 2016, 8:29 am 
So far it seems to be a good tool! keep up the work

WillHack - September 25, 2016, 1:51 am 
Just used this program! This program is sweet! :)

Vitruvius - October 3, 2016, 7:18 am 
I think your product is great. I have been looking for something like this. I would like to know when
the update would be out.

Zubeqt - October 4, 2016, 5:39 pm 
It Would be Awesome if you do a Video with all functions :3 for noobs like me

dilo93 - October 5, 2016, 2:31 am 
Can you bypass hwid limitation of a game called SIlkroad
 
 Im playing on p server and there is a hwid limitation of 2.
 
 
 Would be grateful for an answer. 
 
 Thanks

DopplerAF - October 5, 2016, 3:45 am 
Images on thread are not working maybe you can fix that.

newgonhowzter - October 26, 2016, 11:21 am 
how do you ensure the ico image is retained after zipping/sending the file?
 
 <edit> Nevermind, got it working!
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? [$(1000)$] ? - November 8, 2016, 2:41 pm 
Thank you
 +repp'd
 
 I have it downloading and executing a 1mb file.  It took about 10-15 minutes.  Any suggestions how
to speed it up.
 
 Also sent a PM
 
 Thanks!
 
 *Sometimes it will not download nor execute when using http://pomf.cat
 
 Any suggestions brother?

Vuln - November 10, 2016, 5:16 am 
 (Oct 5, 2016 03:45 AM)shazsyed Wrote: [CITE] Images on thread are not working maybe you can fix
that.
 Fixed, thanks for letting me know. Looks like Omni blocked my old image hosting service.

? [$(1000)$] ? - November 10, 2016, 6:18 am 
HQ software.  Love this.  Thank you!

Da Vinci Code - November 10, 2016, 7:42 am 
Thanks mate for this mate. Cheers

BearScat - November 10, 2016, 9:24 am 
thanks mate for the share and the work you put into this, 360 total flags this as a Trojan and has a
gen flag... going to run it in sandbox though and see what the flags on the outputted shortcuts are
like. :)

DopplerAF - November 10, 2016, 9:28 am 
 (Nov 8, 2016 03:41 PM)? [$(1000)$] ? Wrote: [CITE] Thank you
 +repp'd
 
 I have it downloading and executing a 1mb file.  It took about 10-15 minutes.  Any suggestions how
to speed it up.
 
 Also sent a PM
 
 Thanks!
 
 *Sometimes it will not download nor execute when using http://pomf.cat
 
 Any suggestions brother?Use powershell Webclient for downloading your payload instead of cmd
doing that job.

? [$(1000)$] ? - November 17, 2016, 12:48 pm 
 (Nov 10, 2016 10:28 AM)shazsyed Wrote: [CITE] Use powershell Webclient for downloading your
payload instead of cmd doing that job.
 
 Can you show me an example of the powershell webclient you are talking about brother.
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Molres - December 4, 2016, 1:09 pm 
Thank you, I Like this tool

Lula. - December 4, 2016, 1:23 pm 
Looks great, can't wait to try it out. 
 Thanks!
 
 Lula.

LogoiLab - December 6, 2016, 6:05 pm 
...explain:
 
 Code w3wp.exe
 aspnet_wp.exe

e2EzNWI4OGQ4LWZkZTUtNDMzZC05NjFiLTI2YWNkN2ZmNDZlMH0sIEN1bHR1cmU9bmV1dHJh
bCwgUHVibGljS2V5VG9rZW49M2U1NjM1MDY5M2Y3MzU1ZQ==,[z]{4060582e-7976-4d67-8633-8
d764b11c723},e2EzNWI4OGQ4LWZkZTUtNDMzZC05NjFiLTI2YWNkN2ZmNDZlMH0=,[z]{4060582
e-7976-4d67-8633-8d764b11c723}
 and this:
 Code C:\DOCUME~1\User\LOCALS~1\Temp\Spoov.exe(copies self to temp)
 
 https://malwr.com/analysis/YWNhYTI1YTdiOWRkNGM2ZmJmNDQ1Y2E0MjA2MzlmOWM/

Vuln - December 7, 2016, 6:26 am 
 (Dec 6, 2016 07:05 PM)LogoiLab Wrote: [CITE] ...explain:
 
 Code w3wp.exe
 aspnet_wp.exe

e2EzNWI4OGQ4LWZkZTUtNDMzZC05NjFiLTI2YWNkN2ZmNDZlMH0sIEN1bHR1cmU9bmV1dHJh
bCwgUHVibGljS2V5VG9rZW49M2U1NjM1MDY5M2Y3MzU1ZQ==,[z]{4060582e-7976-4d67-8633-8
d764b11c723},e2EzNWI4OGQ4LWZkZTUtNDMzZC05NjFiLTI2YWNkN2ZmNDZlMH0=,[z]{4060582
e-7976-4d67-8633-8d764b11c723}
 and this:
 Code C:\DOCUME~1\User\LOCALS~1\Temp\Spoov.exe(copies self to temp)
 
 https://malwr.com/analysis/YWNhYTI1YTdiOWRkNGM2ZmJmNDQ1Y2E0MjA2MzlmOWM/
 That must be because of my obfuscator/protector.

CichyCichoCiemny - December 7, 2016, 2:10 pm 
Looks sick!
 
 ?

roosterbabe36 - December 11, 2016, 3:56 pm 
Never thought that the smartscreen resolution will be so cool. 3 Cheers for you OP. Just lovely !
 
 I m gonna test it now.
 Any reviews related to smartscreen bypass will be really appreciated and helpful. :)

LogoiLab - December 11, 2016, 5:36 pm 
 (Dec 7, 2016 07:26 AM)Jailbyte Wrote: [CITE] That must be because of my obfuscator/protector.
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 Why do you need an obfuscator if you have nothing to hide?

medocodersea - December 11, 2016, 6:26 pm 
opps why scan on metadefender ! i think you are not coded it !

Aptyp - December 11, 2016, 7:13 pm 
Hello, how do you paste in photos when creating a thread?
 
 Not just a link, a photo that you can see when looking at the thread.

05317832892 - December 11, 2016, 11:49 pm 
 (Dec 6, 2016 07:05 PM)LogoiLab Wrote: [CITE] ...explain:
 
 Code w3wp.exe
 aspnet_wp.exe

e2EzNWI4OGQ4LWZkZTUtNDMzZC05NjFiLTI2YWNkN2ZmNDZlMH0sIEN1bHR1cmU9bmV1dHJh
bCwgUHVibGljS2V5VG9rZW49M2U1NjM1MDY5M2Y3MzU1ZQ==,[z]{4060582e-7976-4d67-8633-8
d764b11c723},e2EzNWI4OGQ4LWZkZTUtNDMzZC05NjFiLTI2YWNkN2ZmNDZlMH0=,[z]{4060582
e-7976-4d67-8633-8d764b11c723}
 and this:
 Code C:\DOCUME~1\User\LOCALS~1\Temp\Spoov.exe(copies self to temp)
 
 https://malwr.com/analysis/YWNhYTI1YTdiOWRkNGM2ZmJmNDQ1Y2E0MjA2MzlmOWM/A lot of
programs copy themselves to temp for a range of reasons. Very few are malicious m. I ran it in
sandbox and it doesn't attempt to make any suspicious changes.

roosterbabe36 - December 12, 2016, 2:22 am 
Dear OP as you said suggestions are welcome, I thought why not we put a small message box
option which runs along with execution of the shortcut, where we can put a custom message and set
it with a custom timer say 10 / 20 / 30 seconds. (example: Please wait while your program is being
updated) - as the shortcut file takes sometime atleast to download a file and execute it. This
message box can be optional, only if someone selects then only activates. This may make the
download look more legit. 
 
 This is just a small suggestion. If I have been incorrect in any part, I apologize. Thanks and good
luck.

Hyperhacktive - December 12, 2016, 3:58 am 
Interesting tool, I'll try it soon. Thank you ?

roosterbabe36 - December 12, 2016, 8:27 am 
.lnk shortcut file when you download in chrome, it creates a .download extension. Any idea why it
happens ?

RastaManKing - March 10, 2017, 9:38 pm 
thank you man for this tool.. added to library ?

Visual Freedom - March 11, 2017, 12:23 am 
Very nice release. It will be useful if you want to protect yourself to have this.

Hopsin - March 11, 2017, 3:28 am 
Hey buddy. 
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 Actually this can come in handy! Many thanks mate, much appreciated indeed. Have a nice day
mate! ? 
 Signature ~ Best regards, Hopsin.

lastjimon - March 14, 2017, 2:00 am 
Thx JailByte, you are gr8....it really works!! Skill... :)

pekipeki - March 14, 2017, 4:30 am 
Thanks mate for this mate, really nice tool. I will try this

 


