Forum:Hack Forums

Thread: What type of hash type are these?

amagos10 - July 21, 2016, 6:17 am
I've just hacked the database of a well known chinese online market site, and | need to start
cracking their passwords, but couldn't figure out the hash type. Can someone share some light?

Admin's password: cfc45b6db804a8450f69aa5e97ea4047:D1

Users' passwords:
8f8db113f3dc476369e38fcObcfc896¢:1eu3EzgQYPXtxqyQuDIDZEI2idKc5XPf
abb5cbd4fb27aaaa422d5a438019b8a0:GeTL1IvVbEaEKAKOANX2bDLbllg8vyv6
0a8335493c9fccd648bas53c601e3d67c:rp
2c7ab794a161d597eca0944bd3746a78:BRINGfWOVHFjU40KtTd8jnAA6mVelLdXe

Help is appreciated!

SIM-3187190 - July 24, 2016, 7:26 am
Them particular hashes are 32 character alphanumeric, which is most likely MD5. Also if you say

they were from a DB, mysqgl or msqli of sort, it will use php. MD5 also happens to be the most
common hashing type among php.
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