Forum:Hack Forums

Thread: HTTPS Support Added

Omniscient - October 4, 2016, 9:57 am
Made all the necessary changes so that HF is served HTTPS.

| did it because I'm tired of being badgered about it. | don't think even one account was ever stolen
from MiTM but noobs like to believe they're more secure with HTTPS and yes, that's true but it's
incredible minor risk.

But now you noobs who are so dang worried about your encrypted connection can use HF with
HTTPS which is now the default. MyBB forces me to either go all-in with HTTPS or not at all. It
wasn't designed to be mixed content or for use with HTTPS. I've done my best to make the
adjustments.

I may go a step further and HTTPS force with htaccess. Unfortunately | think all current site links by
members will be regular HTTP. Unsure how long a query to replace all instances of non-http to the
https would take but | gotta believe a LONG time. Hmm...just realized | can use the MyBB word
filter. That should work.

Best option to see if you're HTTPS is the index page. You should see the secure lock. If you don't
then F5 refresh your browser. Your CSS might be cached.

https://hackforums.net

If you're getting errors or pages with broken SSL please post but | was fairly thorough.

Instructions for those with broken security locks.
Try to go to these pages and F5 refresh each of them:

https://hackforums.net/cache/themes/theme5/global.css
https://hackforums.net/cache/themes/theme5/tabbed.css
https://hackforums.net/cache/themes/theme5/modcp.css
https://hackforums.net/cache/themes/theme5/showthread.css
https://hackforums.net/cache/themes/theme5/star _ratings.css
https://hackforums.net/cache/themes/theme5/usercp.css

You'll know if you're seeing the new content if you see the URL as this:
Quote:background: url(//hackforums.net Instead of this:
Quote:background: url(https://hackforums.net

So, go celebrate or kiss ass or complain...whatever you do. It's done.
Enjoy.

Chrylix - October 4, 2016, 9:58 am


https://hackforums.net
https://hackforums.net/showthread.php?tid=5424059
https://hackforums.net
https://hackforums.net/cache/themes/theme5/global.css
https://hackforums.net/cache/themes/theme5/tabbed.css
https://hackforums.net/cache/themes/theme5/modcp.css
https://hackforums.net/cache/themes/theme5/showthread.css
https://hackforums.net/cache/themes/theme5/star_ratings.css
https://hackforums.net/cache/themes/theme5/usercp.css
https://hackforums.net

Dope, awesome to have SSL support. Thanks Omni!

Pharmacist - October 4, 2016, 9:58 am
Wow, that's amazing!
| didn't expect to see this and out of the blue here it is, lol.

Will Grigg - October 4, 2016, 10:00 am
"So, go celebrate or kiss ass or complain...whatever you do. It's done."

This made me laugh my ass off

TheChi?f - October 4, 2016, 10:02 am
| guess, Thanks for doing this. Will probably protect us.

Oh well, the Tampermonkey scripts will need to be updated. Already see some not working.

deject - October 4, 2016, 10:03 am

Omniscient Wrote:So, go celebrate or kiss ass or complain...whatever you do. It's done.

OH MAAAAAAAAAAAAN! Getting my credentials compromised via MITM is my FETISH! | like to be
in the middle if anyone is curious. ;)

Vitani - October 4, 2016, 10:05 am
This is actually pretty cool. As you said not really needed, but this will certainly stop the weekly
HTTPS suggestion.

Thanks for this new addition to Hackforums Omni.

deject - October 4, 2016, 10:06 am
(Oct 4, 2016 10:05 AM)Vitani Wrote: [CITE] This is actually pretty cool. As you said not really
needed, but this will certainly stop the weekly HTTPS suggestion.

Thanks for this new addtion to Hackforums Omni!
Quote:So, go celebrate or kiss ass or complain...whatever you do. It's done. Can you not make it
So obvious?

Rubixa - October 4, 2016, 10:08 am
Gotta get used to the green lock at the top now, definitely looks different browsing now. | myself
actually love HTTPS, pretty cool HF has it supported now, cheers.

Viral Dragon - October 4, 2016, 10:09 am
Well that certainly explains a lot. Lol. | don't particularly care one way or the other
which one you use. . :

-Viral.

Omniscient - October 4, 2016, 10:10 am
| already feel like pages are taking an extra second to load.

Numinous - October 4, 2016, 10:10 am
Nice step towards security, You are a master :)

Vitani - October 4, 2016, 10:10 am


https://hackforums.net/showthread.php?pid=52657820#pid52657820

(Oct 4, 2016 10:06 AM)deject Wrote: [CITE] Can you not make it so obvious?
It's called not being a dick about it.

I have seen countless threads made by new users suggesting this. While i think Omniscient is right
that there was a low to no risk at all, i do think this change will save him and staff time of having to
deal with these people.

Rubixa - October 4, 2016, 10:12 am

(Oct 4, 2016 10:10 AM)Omniscient Wrote: [CITE] | already feel like pages are taking an extra second
to load.

Yeah they are for me

edit: anyone else taking a few seconds to load pages?

deject - October 4, 2016, 10:13 am

(Oct 4, 2016 10:10 AM)Omniscient Wrote: [CITE] | already feel like pages are taking an extra second
to load.

I don't know how much site optimization you did, but the browsing experience is still pretty smooth
for me. (Regardless of SSL implementation)

Split second per refresh.

minimalist - October 4, 2016, 10:15 am
Congrats on the implementation, unfortunately there'll be other useless unadded features that we'll
complain about.

Malicious007 - October 4, 2016, 10:16 am
(Oct 4, 2016 10:12 AM)Rubixa Wrote: [CITE] Yeah they are for me

edit: anyone else taking a few seconds to load pages?
everything is taking an extra second

Pharmacist - October 4, 2016, 10:17 am
Loading is actually faster for myself.

deject - October 4, 2016, 10:17 am
https://i.imgur.com/KOLV1kA.png

Issue here...

Rubixa - October 4, 2016, 10:18 am

(Oct 4, 2016 10:15 AM)Craxzy Wrote: [CITE] Not a few seconds, its increased but nothing that will be
a problem. Not for me at least.

A few seconds on my end, not a problem for me though, was just wondering if anyone else noticed
a change.

(Oct 4, 2016 10:16 AM)malicious007 Wrote: [CITE] everything is taking an extra second
Yeah so it seems, ah well.

Cammy - October 4, 2016, 10:19 am

(Oct 4, 2016 10:10 AM)Omniscient Wrote: [CITE] | already feel like pages are taking an extra second
to load.

If anything it's faster for me
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Probably just placebo though

Neeeeeeeeeel.- - October 4, 2016, 10:21 am
What a surprise, you finally get tired of people asking for HTTPS, even when you know it's "useless

Rubixa - October 4, 2016, 10:22 am
(Oct 4, 2016 10:17 AM)deject Wrote: [CITE] https://i.imgur.com/KOLV1kA.png

Issue here...
Same for me if | go to User CP, a new page/thread etc. but the main site / going into a forum is fine,
just opening of threads it becomes broken.

Cammy - October 4, 2016, 10:23 am

(Oct 4, 2016 10:22 AM)Rubixa Wrote: [CITE] Same for me if | go to User CP, a new page/thread etc.
but the main site / going into a forum is fine, just opening of threads it becomes broken.

I'm willing to bet it has to do with user signatures and avatars.

DopplerAF - October 4, 2016, 10:25 am
Congratulations to all although it was not needed.

But anyways site looks more legit and sexy.

Rubixa - October 4, 2016, 10:25 am

(Oct 4, 2016 10:23 AM)Cammy Wrote: [CITE] I'm willing to bet it has to do with user signatures and
avatars.

Yeah definitely, just parts of the page not being secure including images.

Neeeeeeeeeel.- - October 4, 2016, 10:26 am

(Oct 4, 2016 10:17 AM)deject Wrote: [CITE] https://i.imgur.com/KOLV1kA.png

Issue here...

(Oct 4, 2016 10:22 AM)Rubixa Wrote: [CITE] Same for me if | go to User CP, a new page/thread etc.
but the main site / going into a forum is fine, just opening of threads it becomes broken.

That's because of non-https user signatures or images posted on thread. It will always happen.
While the main page runs HTTPS, the linked third-party resources are not HTTPS so the browsers
says: mixed-content, not all the page is "secure".

iUpgrade - October 4, 2016, 10:26 am
Doesn't makes a difference for me, anyway still thanks for your efforts.
Yeah everything works good

Rubixa - October 4, 2016, 10:28 am

(Oct 4, 2016 10:26 AM)Neeeeeeeeeel.- Wrote: [CITE] That's because of non-https user signatures or
images posted on thread. It will always happen.

Ah.. so if imgur was SSL and everyone on one page of a thread used imgur for images, it'd be fine?
| get ya.. Thanks for clearing that up.

Edit:

So if | were to use i.imgur.com/xITDbw2.gif as my signature at the moment, if | were using
https://i.imgur.com/xITDbw?2.qgif | wouldn't be getting the broken SSL at usercp?
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Neeeeeeeeeel.- - October 4, 2016, 10:37 am
(Oct 4, 2016 10:28 AM)Rubixa Wrote: [CITE] Ah.. so if imgur was SSL and everyone on one page of
a thread used imgur for images, it'd be fine? | get ya.. Thanks for clearing that up.

Edit:
So if | were to use i.imgur.com/xITDbw2.gif as my signature at the moment, if | were using

https://i.imgur.com/xITDbw?2.qgif | wouldn't be getting the broken SSL at usercp?If all the users
changes their signatures/avatars/post images to HTTPS, then you will see the green padlock.

If just one referenced resource is called though HTTP protocol, you will see the
"mixed-content"/broken SSL padlock.

Also, if someone changed their browser settings to do not allow mixed-content he will get a security
warning (just like the one displayed when the certificated is expired). Some years ago this setting
was default in most browsers.

Rubixa - October 4, 2016, 10:38 am
(Oct 4, 2016 10:37 AM)Neeeeeeeeeel.- Wrote: [CITE] If all the users changes their
signatures/avatars/post images to HTTPS, then you will see the green padlock.

If just one referenced resource is called though HTTP protocol, you will see the
"mixed-content"/broken SSL padlock.

Also, if someone changed their browser settings to do not allow mixed-content he will get a security
warning (just like the one displayed when the certificated is expired). Some years ago this setting
was default in most browsers.

Thanks for that mate, appreciate it.

Omniscient - October 4, 2016, 10:42 am

Quote:HTTPS sites receive a small ranking boost, but don't expect a visible change. Google uses
HTTPS as a positive ranking signal. This signal is one amongst many others, and currently carries
less weight than high-quality site content; you should not expect a major SEO advantage for moving
to HTTPS in the short term. In the longer term, Google may increase the strength of the HTTPS
boost.

No lie...doing this because of the SEO benefits. Zero fucks given about MiTM. SEO is everything.
Site owners who spamvertise forums are 100% idiots.

Quote:everything is taking an extra second
And the load is maybe 1/2 to 1 second delay. We were perfect blazing at 300ms per page load.
And that's the price you'll all have to pay for saving 0 accounts from MiTM.

https://i.imgur.com/KOLV1KkA.png

You may get showthread and profile pages with broken security locks due to mixed content. | can't
fix that actually without more in-depth changes to HF.

My choices would be to require upload avatars and get rid of avatar URLs. | could also force urls to
places like imgur and others that support https. But with signatures that's more difficult. | suppose |
could view my plugins | already run the effect signatures and see if | can make it enforce https.
Ugh...

But then again any img tags in threads aren't going to be HTTPS. The Cloudflare setting helps a
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lot. Does some of the work for me automatically.
https://hackforums.net/showthread.php?tid=5422429

This user has an image in signature which will break the HTTPS.
https://hackforums.net/member.php?action=profile&uid=2219785

Their image is on a site with no HTTPS support.
http://715.wf/sharex/images/qif/AS413.qif

That member has almost 10k posts. Any thread page you view with his sig will break full HTTPS
security. Even worse if you have your browser set to strict settings the pages may not load at all.
That is the real problem with this. The HTTPS protocol should never have required CSS and
images be part of the protocol.

Bluffer - October 4, 2016, 10:42 am

Been a discussion for a long time and | suppose as long as users aren't having any issues with it
than there's nothing bad about having https.

Great job Omni!

ZuGgY - October 4, 2016, 10:42 am
Never expected this to be implemented. Thanks for thr update!

$lick - October 4, 2016, 10:43 am

(Oct 4, 2016 10:42 AM)Omniscient Wrote: [CITE] No lie...doing this because of the SEO benefits.
Zero fucks given about MiTM. SEO is everything. Site owners who spamvertise forums are 100%
idiots.

| use https on all my sites that have no inputs or anything worth stealing, it's just better for SEO and
looks kinda nifty in the url bar.

deject - October 4, 2016, 10:44 am

(Oct 4, 2016 10:42 AM)Omniscient Wrote: [CITE] No lie...doing this because of the SEO benefits.
Zero fucks given about MiTM. SEO is everything. Site owners who spamvertise forums are 100%
idiots.

And the load is maybe 1/2 to 1 second delay. We were perfect blazing at 300ms per page load.
And that's the price you'll all have to pay for saving 0 accounts from MiTM.

https://i.imgur.com/KOLV1kA.png

You may get showthread and profile pages with broken security locks due to mixed content. | can't
fix that actually without more in-depth changes to HF.

My choices would be to require upload avatars and get rid of avatar URLs. | could also force urls to
places like imgur and others that support https. But with signatures that's more difficult. | suppose |
could view my plugins | already run the effect signatures and see if | can make it enforce https.
Ugh...

But then again any img tags in threads aren't going to be HTTPS. The Cloudflare setting helps a
lot. Does some of the work for me automatically.
https://hackforums.net/showthread.php?tid=5422429
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This user has an image in signature which will break the HTTPS.
https://hackforums.net/member.php?action=profile&uid=2219785

Their image is on a site with no HTTPS support.
http://715.wf/sharex/images/qgif/AS413.qif

That member has almost 10k posts. Any thread page you view with his sig will break full HTTPS
security. Even worse if you have your browser set to strict settings the pages may not load at all.
That is the real problem with this. The HTTPS protocol should never have required CSS and
images be part of the protocol.

Gotcha! Thanks for the information.

Monostable555 - October 4, 2016, 10:47 am
Thanks Omni for adding it, it doesn’t really matter to me if its HTTPS or HTTP | highly doubt that Il
get MITMed, be thanks never the less!

So, go celebrate or kiss ass or complain...whatever you do. It's done.
IL definitively kiss ass and then celebrate!

J?son - October 4, 2016, 10:48 am

(Oct 4, 2016 10:10 AM)Omniscient Wrote: [CITE] | already feel like pages are taking an extra second
to load.

Yes, They are.

Tommy Chong- - October 4, 2016, 10:51 am

(Oct 4, 2016 10:42 AM)Omniscient Wrote: [CITE] And the load is maybe 1/2 to 1 second delay. We
were perfect blazing at 300ms per page load. And that's the price you'll all have to pay for saving O
accounts from MiTM.

I lol'd at this

I've seen too many people whining about SSL while the difference is minimal, even close to none.
??7?

Now let's enjoy the people complain about the minimal longer loading speed.

BLURRYF?CE - October 4, 2016, 10:53 am

Thanks Omnomnoms. Far prefer HTTPS over HTTP, not due to the security risks involved but
privacy risks regarding e.g. my ISP or my government snooping on me (not to mention the Directive
2006/24/EC of the European Parliament and of the Council of 15 March 2006 on the retention of
data generated or processed in connection with the provision of publicly available electronic
communications services or of public communications networks and amending Directive
2002/58/EC) Been raided once before so you never know. Not implying that Hack Forums should be
used for any illegal activities of course, but would bet my sweet ass there's a lot of unfavorable
things being said and/or shared in private messages, etc.

SoulZeh - October 4, 2016, 10:53 am
Well we can all wait for threads being posted about "HF loading too slow"
"Getting an error while accessing HF"

All them boring ass stuff, but yea. Good job.

Steve - October 4, 2016, 11:07 am
Thanks for the implementation, however it now seems the Hack Forums Utility Pack is not working
for me. This userscript provided a lot of extra features like "Bans” "Negs" and "HFUP options" links
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in this bar which are not there anymore:
Spoiler (Click to View)

In contrast, the other userscript | use (Prestige Calculator) does work:
Spoiler (Click to View)

Both are enabled, but I think the difference is that the Prestige Calculator does not make any page
requests while the Utility Pack does...? I'd have to ask Xerotic.

Omniscient - October 4, 2016, 11:17 am
| don't support userscripts. You should disable them and contact the author.

J?son - October 4, 2016, 11:20 am
For the userscripts you'll have to add http*://hackforums.net/*

Neeeeeeeeeel.- - October 4, 2016, 11:23 am
Omni, I've found some HF resources that are not loaded with HTTPS at User CP.

As you can see, each resource from images/modern_bl/usercp/* uses HTTP protocol.
EDIT: NVM, it was just my cache.... everything is working properly.

Steve - October 4, 2016, 11:29 am

(Oct 4, 2016 11:17 AM)Omniscient Wrote: [CITE] | don't support userscripts. You should disable
them and contact the author.

Fair enough, will do.

(Oct 4, 2016 11:20 AM)Jas?n Wrote: [CITE] For the userscripts you'll have to add
http*://hackforums.net/*
Worked perfectly, I'll probably do this and see what the author says.

BLURRYF?CE - October 4, 2016, 11:37 am

(Oct 4, 2016 11:29 AM)Steve Wrote: [CITE] Worked perfectly, I'll probably do this and see what the
author says.

You should also change any https://hackforums.net and https://hackforums.net to
https://hackforums.net and https://www.hackforums.net respectively in your user script, although a
better solution is to just remove that whole part from the URLSs, that way your script is now
compatible with other MyBB forums as well if you ever wished to use it on any of those.

Reece Morgan - October 4, 2016, 11:42 am

(Oct 4, 2016 10:03 AM)deject Wrote: [CITE] Getting my credentials compromised via MITM is my
FETISH! | like to be in the middle if anyone is curious. ;)

This comment makes me so mad.

Armada - October 4, 2016, 11:43 am
This is a wicked update, thanks.

Cammy - October 4, 2016, 11:45 am

(Oct 4, 2016 10:42 AM)Omniscient Wrote: [CITE] This user has an image in signature which will
break the HTTPS.

https://hackforums.net/member.php?action=profile&uid=2219785
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Their image is on a site with no HTTPS support.
http://715.wf/sharex/images/qif/AS413.qif

That member has almost 10k posts. Any thread page you view with his sig will break full HTTPS
security. Even worse if you have your browser set to strict settings the pages may not load at all.
That is the real problem with this. The HTTPS protocol should never have required CSS and
images be part of the protocol.

You have to agree though my signature is worth it ?

No but I'll look into getting an SSL certificate or whatever grants my site https. | don't know the first
thing about domain management

Tommy Chong- - October 4, 2016, 11:53 am
(Oct 4, 2016 11:45 AM)Cammy Wrote: [CITE] You have to agree though my signature is worth it ?

No but I'll look into getting an SSL certificate or whatever grants my site https. | don't know the first
thing about domain management
Cloudflare offers free SSL

Sholi - October 4, 2016, 11:55 am
(Oct 4, 2016 11:45 AM)Cammy Wrote: [CITE] You have to agree though my signature is worth it ?

No but I'll look into getting an SSL certificate or whatever grants my site https. | don't know the first
thing about domain management

Doesn't matter if you do. There are 3M+ members on this forum and people are constantly sharing
images/stuff from HTTP sites. Problem is bound to repeat itself.

Even Google Images has broken HTTPS because of the images that are displayed from
'non-HTTPS' sites. Either get used to it, or screw the whole thing. Lol.

Omniscient - October 4, 2016, 11:59 am
| may alter more of MyBB and force HTTP usage for avatars, signatures, and even img tags. | hate
half-ass solutions so | may end up doing full 100% HTTPS support and then go strict.

| am reviewing code now to see what it will entail. Basically need to alter all functions that deal with
images.

Abathur - October 4, 2016, 12:03 pm

(Oct 4, 2016 11:59 AM)Omniscient Wrote: [CITE] | may alter more of MyBB and force HTTP usage
for avatars, signatures, and even img tags. | hate half-ass solutions so | may end up doing full
100% HTTPS support and then go strict.

| am reviewing code now to see what it will entail. Basically need to alter all functions that deal with
images.
Thank you Omni!

Cammy - October 4, 2016, 12:13 pm

(Oct 4, 2016 11:53 AM)Steff™ Wrote: [CITE] Cloudflare offers free SSL

I'm setting that up right now

Meanwhile omni banned my signature space for a week but hopefully setting up https won't take
that long ?
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SIM-3257834 - October 4, 2016, 12:23 pm
Ah going to miss the days | did mitm attacks to myself.

Mi2414 - October 4, 2016, 12:35 pm
| feel a faster browsing from mobile now, will have to see about desktop later. Thanks for the great
updates Omni!

False King - October 4, 2016, 12:54 pm
| have no delay at all, not faster either. Just normal. Nice change | guess, atleast stops all the
discussions of people requesting HTTPS over and over.

He B TeMy - October 4, 2016, 1:22 pm
Going full https will probably be the best, you were planning to upgrade mybb sometime soon too,
idk if what you're doing now may have to be repeated after... but i was looking forward to the update.

257207954 - October 4, 2016, 1:23 pm
Nothing have changed for me, it's the same load times as it has always been.

He B TeMy - October 4, 2016, 1:38 pm

(Oct 4, 2016 01:23 PM)Polytheistic Wrote: [CITE] Nothing have changed for me, it's the same load
times as it has always been.

Maybe you're on the http version? I'm still on it ‘cause it's cached.

257207954 - October 4, 2016, 1:47 pm

(Oct 4, 2016 01:38 PM)ff20 Wrote: [CITE] Maybe you're on the http version? I'm still on it 'cause it's
cached.

No, I'm on https.

Cammy - October 4, 2016, 2:02 pm
Ayo | just set up HTTPS i think its working
https://715.wf/sharex/images/qif/AS413.qif

Could I please have my signature space back omni :(

Fox™ - October 4, 2016, 2:06 pm

(Oct 4, 2016 09:57 AM)Omniscient Wrote: [CITE] So, go celebrate or kiss ass or complain...whatever
you do. It's done.

You know me so well, Omni.

$lick - October 4, 2016, 2:07 pm
(Oct 4, 2016 02:02 PM)Cammy Wrote: [CITE] Ayo | just set up HTTPS i think its working
https://715.wf/sharex/images/qif/AS413.qif

Could | please have my signature space back omni :(
Maybe it was removed for being annoying and not for being http?

Cammy - October 4, 2016, 2:08 pm

(Oct 4, 2016 02:07 PM){Nexus} Wrote: [CITE] Maybe it was removed for being annoying and not for
being http?

No its because | didnt use SSL the warning says so.

Sharjah - October 4, 2016, 2:08 pm
Why wouldn't you just remove Avatar URLSs all together to prevent any broken images?
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Omniscient - October 4, 2016, 2:10 pm
Quote:Why wouldn't you just remove Avatar URLSs all together to prevent any broken images?
Because | solved the problem anyways.

Deatives - October 4, 2016, 2:24 pm
Thank you so much for adding this :)

$lick - October 4, 2016, 2:34 pm

(Oct 4, 2016 02:10 PM)Omniscient Wrote: [CITE] Because | solved the problem anyways.
HF without avatars and sigs is such an improvement, | don't see why people still have them
enabled. (Click to View)

???7? - October 4, 2016, 6:16 pm
Ah | suppose this is why some image tags were messed up.

Nice update though! :)

Pion - October 4, 2016, 7:21 pm
No speed issue at my end. Site loads at 250-280MS

+ Th

Deatives - October 4, 2016, 8:19 pm
(Oct 4, 2016 07:21 PM)KNIGHTFURY Wrote: [CITE] No speed issue at my end. Site loads at
250-280MS

+Th
"TLS has exactly one performance problem: it is not used widely enough.Everything else can be
optimized." (I'll let you find where that quote is).

ASLR - October 4, 2016, 9:31 pm

(Oct 4, 2016 10:42 AM)Omniscient Wrote: [CITE] And the load is maybe 1/2 to 1 second delay. We
were perfect blazing at 300ms per page load. And that's the price you'll all have to pay for saving O
accounts from MiTM.

Would we benefit from SSL offloading on the proxy server in this situation or are we doing that
already?

Omniscient - October 4, 2016, 11:24 pm

(Oct 4, 2016 09:31 PM)ElasticSearch Wrote: [CITE] Would we benefit from SSL offloading on the
proxy server in this situation or are we doing that already?

No, because technically I'm not serving any of the HTTPS content. Cloud flare does all the magic
when it comes to the encryption.

Bluffer - October 5, 2016, 12:49 am
(Oct 5, 2016 12:34 AM)xadamxk Wrote: [CITE] Does having HTTPS increase the site's SEO?
By how much would you say?

Thanks for the add!
Omni touched on that on page 4 of this thread:
https://hackforums.net/showthread.php?tid=5424059&pid=52658138#pid52658138

shashwat97 - October 5, 2016, 2:09 am
Forticlient used to block a lot of HF stuff on HTTP. | had to use half assed HTTPS for posting


https://hackforums.net/showthread.php?pid=52660050#pid52660050
javascript:void(0);
https://hackforums.net/showthread.php?pid=52662953#pid52662953
https://hackforums.net/showthread.php?pid=52658138#pid52658138
https://hackforums.net/showthread.php?pid=52663991#pid52663991
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https://hackforums.net/showthread.php?tid=5424059&amp;pid=52658138#pid52658138

anything. Now everything works perfectly.

Omniscient - October 5, 2016, 8:10 am
Quote:Omni. Insted of using .htaceess to force https. you can find a plugin for mybb that does that i
think! or use cloudflares "auto https everywhere".

| tried forcing https using .htaccess on my website and i faced many errors.
That's a lot less efficient to use a plugin and my htaccess file is already 1000 lines. A few more will
be just fine.

With the changes I've made were 100% HTTPS serving. Shouldn't be any broken pages. Not one.
And almost all of it is one my end and not Cloudflares. Which means | can get my own cert to install.
Under strict then even the traffic from my server to CF can't be sniffed.

My goal is to go HSTS (HTTP Strict Transport Security). I'm still looking into it.

Doing all this work and really, | see no true benefit to end-users. If anything members now have to
deal with making sure their images are HTTPS.

Drug Problems - October 5, 2016, 8:12 am
Thanks for another add-on to better secure us!

Not to mention the green lock looks pretty fashionable.

b?xxy - October 5, 2016, 11:35 am
Finally we are secure. Yes it is finite n-n

JavaDriveBy - October 5, 2016, 12:02 pm
Thanks for the update! Good work Omni!!

Shoe - October 5, 2016, 12:05 pm

(Oct 5, 2016 08:10 AM)Omniscient Wrote: [CITE] Doing all this work and really, | see no true benefit
to end-users. If anything members now have to deal with making sure their images are HTTPS.I
think it'll take a few days but the adjustment should be relatively simple for most users. A solid chunk
of the userbase already uses Imgur, which if I'm understanding correctly is handled automatically,
the rest will just have to make a really simple change. After a few months, maybe even weeks,
people will just do it out of habit.

Up In The Smoke - October 5, 2016, 12:13 pm
HTTPS sounds like a good addition, nice one.

?Dead - October 5, 2016, 12:31 pm
Now every IMG must be prefixed with HTTPS to proper work?

al5ina5 - October 5, 2016, 1:14 pm
Does this break all images? My threads + profile have seem to lost images... :(

Weco - October 5, 2016, 1:24 pm
Thanks for adding it, although my fav. userscript does not work correctly anymore ;C

J?son - October 5, 2016, 1:27 pm
All future posts containing images must include https
All avi/sigs must contain https or Omniscient will revoke your privileges for a week.


https://hackforums.net/showthread.php?pid=52667431#pid52667431

MrAlex - October 5, 2016, 2:05 pm
Thanks, but not for MITM, but for giving me HF once again. UAE had it blocked now i can access
through the https.

rald - October 5, 2016, 2:07 pm
Not really that much of a benefit.
But it's so damn satisfying to see the green lock in the browser. :0

Reece Morgan - October 5, 2016, 2:15 pm

(Oct 5, 2016 02:07 PM)Delicious Wrote: [CITE] Not really that much of a benefit.
But it's so damn satisfying to see the green lock in the browser. :0

| feel safer..

I'm not actually that much safer, but | feel safer.

Omniscient - October 5, 2016, 3:07 pm

(Oct 5, 2016 02:05 PM)PushX Wrote: [CITE] Thanks, but not for MITM, but for giving me HF once
again. UAE had it blocked now i can access through the https.

Well that's interesting. | know | block a few countries but | wonder how many block HF.
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