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Thread: Ransomware how remove it ?

SIM-2731840 - October 21, 2016, 9:02 am
Hi,

| have a problem with ransomware all files are protected with a code ...
how can | unblock it ?

Virus scan is not working : Malwarebytes.

| need to pay to unlock it .

Aura - October 21, 2016, 2:00 pm
Can you give us more information? What's the name of the ransom notes? Were your files
renamed? If so, to what? What extension was appended (if any)?

Explism - October 21, 2016, 4:23 pm
If you give some more information | could probably help you.

Night Owl - October 22, 2016, 4:18 pm
Paying ransom usually works.

Hoodie+ - October 22, 2016, 4:19 pm
Probably Locky.

Was your desktop background changed to black with red text?

Justin_Bieber - October 22, 2016, 4:27 pm

Is it a petya ransomware? or just a common ransomware ( like jigsaw )?
If it's petya | think it's very hard to remove

If it's a common shitty ransomware just search on google for a solution

Codefuser - October 23, 2016, 12:12 am
https://id-ransomware.malwarehunterteam.com/
Use this to know which strain you have been infected with.

Dark Aveng3r - October 23, 2016, 9:44 pm
tell me the version of ransomware may be i will help u... tell me the extension like .mp3 .vvv etc
which extension u have ?

_Tavi - October 24, 2016, 11:46 pm
Google your ransomwares name and check if there is a decrypter, so you can decrypt your files

Aura - October 25, 2016, 4:07 pm

(Oct 24, 2016 11:46 PM)_Tavi Wrote: [CITE] Google your ransomwares name and check if there is a
decrypter, so you can decrypt your files

Yeah, no. 99% chances he'll end up on an ESG affiliate (or other random useless product affiliate)
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webpage that will tell him to download SpyHunter to solve all his issues.
Pro-tip: It won't.

Also, no need to post in this thread anymore unless the OP replies back. Without additional
information, we can't do anything and we don't need 10 people asking the same stupid questions.

tobuscus5001 - October 26, 2016, 3:05 am

If you get locked out your PC even with booting into safemode, then don't even try and just reinstall
windows.

HackJungle - October 31, 2016, 1:01 pm
Check this website: https://www.nomoreransom.org/ is a project by authorities and Security
companies with decryption tools and tutorials.

hdc89 - December 13, 2016, 12:55 pm
My files have been hijacked and encrypted with .crypted extension. How can | remove it! Please
help

Aura - December 13, 2016, 4:10 pm

(Dec 13, 2016 01:55 PM)hdc89 Wrote: [CITE] My files have been hijacked and encrypted with
.crypted extension. How can | remove it! Please help

Upload one of the encrypted file and/or ransom note on ID-Ransomware, and copy/paste the
results here.

https://id-ransomware.malwarehunterteam.com/

themadhatterlolz - December 13, 2016, 9:32 pm
Newb here. How effective is ransom ware these days? Is it essentially a cat and mouse game with
new encryption?

ka$h - December 13, 2016, 9:42 pm

(Dec 13, 2016 10:32 PM)themadhatterlolz Wrote: [CITE] Newb here. How effective is ransom ware
these days? Is it essentially a cat and mouse game with new encryption?

Cat and mouse, | don't get what that means? 98% of the time it's pay the ransom or lose your data
if you don't have backups.

combovirus - December 14, 2016, 12:06 am
there are a lot of decryption tools available. easy way is check the extension of files and get a
decrypter for that online
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