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 liam270591 - December 16, 2016, 6:52 am 
Hello community,
 
 This is a follow on post. Still rather basic but it's here in order to help people from the beginner
hacking section. This is target to help people stay as anonymous as possible and this is in relation
to Email providers. 
 
 Will this keep me anonymous?  
 
 Good question!! The answer is no. Anonymous email forms the basic foundation of anonymity over
the web. Internet is no secure storage, but you have a say in who has access to your data and who
doesn’t. If that is no, anonymous emails is one way to ensure your emails are not trackable online.
 
 Note: Anonymity is not possible on the web without hiding your IP address, so you must use Tor, or
any other proxy or VPN service before using the services below to remain anonymous on the
Internet
 
 
 Please note before starting you are connected to your VPN, Or using TOR or a proxie to hide your
IP. Otherwise it renders this useless.  
 
 tormail.org - Tor Mail is a Tor Hidden service that provides truly anonymous email service. It runs
on the hidden service network of The Tor Project so you must use Tor to access and use it. Tor Mail
is developed for super anonymity. As it’s built over the Tor network, it cannot be traced easily.
 
 https://www.guerrillamail.com/ - GuerrillaMail offers you a disposable, self-destructible, temporary
email address to send and receive emails anonymously on the internet. Mail is deleted after an hour.
You only need to choose an email address; no personal data is required.
 
 Secure mail click here <--This service encrypts your mail using 4096-bit key, which makes it
unreadable by anyone except you. It doesn’t ask for your personal information or IP address to sign
up. They also have a zero-tolerance policy against spam.
 
 
 Send Emails Without Registration
 
 
 Sometimes you just need to send emails without prior registration. In fact you don’t even need to
receive any feedback. If this is you, here are several services that is essentially a form where you
put in details of the email you want to send. Note that there is no way for the receiver to get back to
you.
 
 
 --> <-- Here you will find only a simple form to fill in the receiver’s address, subject and the email
content (you can also attach a file to the email if necessary). To get a reply, opt to provide a reply-to
email address, otherwise this is a one-way ticket to sending an anonymous email.

https://hackforums.net
https://hackforums.net/showthread.php?tid=5495348
https://www.guerrillamail.com/
https://www.secure-email.org/index.php
http://%5DAnonymous.me%5B/url
http://%5DAnonymous.me%5B/url
http://%5DAnonymous.me%5B/url


 
 http://send-email.org/ - You only need to enter the receiver’s email address, subject, and the
message. Over 100,000 anonymous emails are sent every day for free.
 
 https://cyberatlantis.com/anonymous_email.php - It offers a simple interface to provide the
receiver’s email address, subject, and the message. It strips off the IP address from your mail, and
thus you can’t be traced easily. It asks for none of your personal information.
 
 
 Receive Emails
 
 
 If you just need a disposable email to confirm links and don’t want to deal with the newsletter or
other deals they might send you in the future, try these 7 email services. Accounts are created
automatically when a mail is received for that address.
 
 [url=https://securemail.hidemyass.com/]Hide My ass - Email - Hide My Ass! offers a free
anonymous email account, which can be used to receive (but not send) emails. You can opt for new
email received notifications to be sent to your real email or even set your inbox to "self-destruct" with
an expiration date.
 
 
 http://mytrashmail.com/ - Get open and public email accounts created upon receiving mail or sign
up for a private and password-protected one to receive mail. The accounts are temporary and will be
deleted automatically after some time.
 
 http://notsharingmy.info/ 
 NotSharingMy.Info provides you with a permanent anonymous email address to receive emails
without providing any traceable and identifiable information. It only requires your real email address
for signing up. All emails to the anonymous email address is forwarded to your real email address.
 
 Again very basic but in some way I hope this helps.

Last_viking - December 16, 2016, 6:59 am 
Do you think 
 anyforums
 Or shopping sites ,paypal, money transfer websites 
 Ever accept this ?

liam270591 - December 16, 2016, 7:07 am 
 (Dec 16, 2016 07:59 AM)last viking Wrote: [CITE] Do you think 
 anyforums
 Or shopping sites ,paypal, money transfer websites 
 Ever accept this ?
 Yes they will & do.

FusionXPO - December 17, 2016, 9:13 am 
Thanks for this. Helpful links.

liam270591 - December 17, 2016, 3:25 pm 
No problem at all. Like my other thread this will be updated over the course of this weekend.

Xx_iDon_xX - December 17, 2016, 11:42 pm 
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How safe is this? I'm new to this

liam270591 - December 18, 2016, 5:42 am 
 (Dec 18, 2016 12:42 AM)Xx_iDon_xX Wrote: [CITE] How safe is this? I'm new to this
 Which part? It''s all totally safe. If you are stuck with anything in specific I can assist you in the
matter.

Ang3l0fC0mputerDeath - December 18, 2016, 12:29 pm 
Now this is one of the things I was looking for.

liam270591 - December 18, 2016, 12:35 pm 
Glad you found this useful. Ill be adding more shortly.

Unit 61398 - December 18, 2016, 2:13 pm 
sigaint is pretty decent and they have an onion site
 
 http://sigaintevyh2rzvw.onion/

radikahl - December 20, 2016, 6:51 pm 
I thought I read that HMA keeps logs and, in fact, have handed them over. Not very anonymous.
Good list though, hope you will add to it for more options.
 
   (Dec 18, 2016 03:13 PM)Unit 61398 Wrote: [CITE] sigaint is pretty decent and they have an onion
site
 Doesn't sigaint have non-onion proxys so you can use them anonymously on both sides of the
web?

 

https://hackforums.net/showthread.php?pid=53479285#pid53479285
http://sigaintevyh2rzvw.onion/
https://hackforums.net/showthread.php?pid=53486033#pid53486033

