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Thread: [Notorious] Basic Doxing Guide

Voxi - March 4, 2017, 2:13 pm

What Is Doxing?

search for and publish private or identifying information about (a particular individual) on the
Internet, typically with malicious intent. The word "dox" is slang for "documents”, doxing is basically
finding information about somebody, such as an address, phone number, full name, etc.

Template
Here is a doxing template | made: http://pastebin.com/Ur1H3bZf by all means you can make use

your own.

Methods Of Doxing

Every single person you dox will be doxed differently, as you will have a different amount of
information on each target. Through this tutorial | will go through multiply ways to dox someone
using different scenarios.

Skype

Usually when you are doxing somebody you will have the targets Skype. Some skype resolvers still
work such as: http://resolver.c99.nl/ but they're not as good as they once were. You can also find old
IPs for your target, this can be helpful because if they have a static IP you will most likely find them
in a database.l will not go through how to collect databases but I'm sure you can find some if you

use Google.

Another reason for Skype being useful is because you can DEOB them over Skype, DEOB is a new
way of getting someones current IP Address here is a nice tutorial on it:
https://hackforums.net/showthread.php?tid=5284655&highlight=DEOB

One other way you can use Skype to your advantage is by using Google, Google is your best friend
when it comes to doxing. Simply put this into google ( site:hackforums.net "skypename" "Skype" )
this will give you a list of results where the user has posted his Skype, through this you will find other
alias's.

Alias

When you are doxing someone you'll have an alias (a name) for example mine would be
"Notorious". Using your targets alias, simply google his/her name, once you've looked through
everything you can begin to use Google Dorks and start using the same commands as you did for
the Skype. You can also search the alias in your databases, If you don't have any databases I'm
sure you can find a database searching service on HF.

IP Address


https://hackforums.net
https://hackforums.net/showthread.php?tid=5566469
http://pastebin.com/Ur1H3bZf
http://resolver.c99.nl/
https://hackforums.net/showthread.php?tid=5284655&amp;highlight=DEOB

IP Address's can be very helpful when you're doxing your target. Whatever way you got the targets
IP Address, if it was through Skype, clicked on an IP Logger or joined your server, etc. You can
simply go to this site: "http://www.ip-tracker.org/" and enter the IP Address, it will show you the area
and the ISP of the target. You can search up the hostname/IP on "who.is" and it will show if the
target has a website, if the target does you'll likely to have his/her's address and contact details if
they don't have privacy protection.

Another way an IP Address can be helpful is by inserting it into this site:
"http://www.iplocationtools.com/" Simply add "Their IP.html" on the end of the URL. Then if they are
from the US and it's their current IP it will show you their ZIP Code, this can be helpful if you need to
confirm the information you found so far.

Email Address

An email address can be one of the most helpful pieces of information you'll find on a target. You
can usually get their email from Google Dorks or from a database. Once you have the targets email
open Skype and enter the email address into the search bar, if a result comes up it means that
account uses the email you entered. If nothing comes up it means that the email address is not
associated with any Skype account. Similar to Skype, you can use the same method for Facebook;
make sure you're logged into Facebook and enter their email address into Facebook, if a profile
comes up that is the email address used for that account. You now have their full name!

Phone Number
A phone number can be very helpful, you can use multiple sites to gain information from the phone
number

http://www.10digits.us
http://www.reversemobile.com/index.php
http://thatsthem.com
http://www.numberway.com
http://www.phonenumber.com
http://www.fonefinder.net
http://www.whitepages.com
http://www.pipl.com/

Full Name

If you have the targets full name you can use websites to search his/her name. If the target is under
18 years old you will probably not find anything on them using websites like Whitepages, you will
have to use their parent's name. However, you can still search their name on Facebook, Skype, etc.
Here is a list of websites you can use to search names:

USA People Search

http://10digits.us
http://www.whitepages.com
http://www.411.com
http://www.zabasearch.com
http://www.intelius.com
http://www.yellowpages.com
http://wink.com



http://www.10digits.us
http://www.reversemobile.com/index.php
http://thatsthem.com
http://www.numberway.com
http://www.phonenumber.com
http://www.fonefinder.net
http://www.whitepages.com
http://www.pipl.com/
http://10digits.us
http://www.whitepages.com
http://www.411.com
http://www.zabasearch.com
http://www.intelius.com
http://www.yellowpages.com
http://wink.com

http://publicrecords.directory/
http://www.411locate.com
http://www.addresses.com
http://www.spokeo.com
http://www.anywho.com
http://www.peoplefinders.com
http://www.skipease.com

http://radaris.com
http://www.superpages.com
http://www.advancedbackgroundchecks.com/

UK People Search

https://www.gov.uk/electoral-reqgister/overview
http://www.searchelectoralroll.co.uk/Ele...Search.asp
http://www.192.com

http://webmii.com

http://www.kgbpeople.com

http://www.yasni.com

http://www.peekyou.com/united kingdom
https://t2a.co/products/people/see_who_|...an_address
http://britishphonebook.com/

Website
As | mentioned earlier if the person has a website without Who.is protection, they are likely going to
be very easy to dox.

Simply go to one of these websites and enter the domain name:

http://who.is/
https://www.easywhois.com/

https://who.godaddy.com

Useful Links
Thread Links

https://hackforums.net/showthread.php?tid=4365226
https://hackforums.net/showthread.phptid=4406825&highlight=pizza+doxing
https://hackforums.net/showthread.php?tid=5299925
https://hackforums.net/showthread.php?tid=5173775
https://hackforums.net/showthread.php?tid=5032162
https://hackforums.net/showthread.php?tid=5137729
https://hackforums.net/showthread.php?tid=4460958

USA People Search

http://10digits.us
http://www.whitepages.com
http://www.411.com
http://www.zabasearch.com



http://publicrecords.directory/
http://www.411locate.com
http://www.addresses.com
http://www.spokeo.com
http://www.anywho.com
http://www.peoplefinders.com
http://www.skipease.com
http://radaris.com
http://www.superpages.com
http://www.advancedbackgroundchecks.com/
https://www.gov.uk/electoral-register/overview
http://www.searchelectoralroll.co.uk/Ele...Search.asp
http://www.192.com
http://webmii.com
http://www.kgbpeople.com
http://www.yasni.com
http://www.peekyou.com/united_kingdom
https://t2a.co/products/people/see_who_l...an_address
http://britishphonebook.com/
http://who.is/
https://www.easywhois.com/
https://who.godaddy.com
https://hackforums.net/showthread.php?tid=4365226
https://hackforums.net/showthread.phptid=4406825&amp;highlight=pizza+doxing
https://hackforums.net/showthread.php?tid=5299925
https://hackforums.net/showthread.php?tid=5173775
https://hackforums.net/showthread.php?tid=5032162
https://hackforums.net/showthread.php?tid=5137729
https://hackforums.net/showthread.php?tid=4460958
http://10digits.us
http://www.whitepages.com
http://www.411.com
http://www.zabasearch.com

http://www.intelius.com
http://www.yellowpages.com
http://wink.com
http://publicrecords.directory/
http://www.411locate.com
http://www.addresses.com
http://www.spokeo.com
http://www.anywho.com
http://www.peoplefinders.com
http://www.skipease.com
http://radaris.com
http://www.superpages.com
http://www.advancedbackgroundchecks.com/

UK People Search

https://www.gov.uk/electoral-reqgister/overview
http://www.searchelectoralroll.co.uk/Ele...Search.asp
http://www.192.com

http://webmii.com

http://www.kgbpeople.com

http://www.yasni.com

http://www.peekyou.com/united kingdom
https://t2a.co/products/people/see_who |...an _address
http://britishphonebook.com/

Phone Search

http://www.spydialer.com/
http://www.phonevalidator.com
http://www.fonefinder.net
http://www.infobel.com/en/world
http://www.spokeo.com/reverse-phone-lookup
https://www.phone.instantcheckmate.com/
http://www.freecellphonedirectorylookup.com
http://www.numberway.com/

Username Search

https://www.google.com/advanced_search
https://pipl.com
http://checkusernames.com
http://knowem.com

Picture Search

http://www.tineye.com
https://images.google.com/
http://exifdata.com/



http://www.intelius.com
http://www.yellowpages.com
http://wink.com
http://publicrecords.directory/
http://www.411locate.com
http://www.addresses.com
http://www.spokeo.com
http://www.anywho.com
http://www.peoplefinders.com
http://www.skipease.com
http://radaris.com
http://www.superpages.com
http://www.advancedbackgroundchecks.com/
https://www.gov.uk/electoral-register/overview
http://www.searchelectoralroll.co.uk/Ele...Search.asp
http://www.192.com
http://webmii.com
http://www.kgbpeople.com
http://www.yasni.com
http://www.peekyou.com/united_kingdom
https://t2a.co/products/people/see_who_l...an_address
http://britishphonebook.com/
http://www.spydialer.com/
http://www.phonevalidator.com
http://www.fonefinder.net
http://www.infobel.com/en/world
http://www.spokeo.com/reverse-phone-lookup
https://www.phone.instantcheckmate.com/
http://www.freecellphonedirectorylookup.com
http://www.numberway.com/
https://www.google.com/advanced_search
https://pipl.com
http://checkusernames.com
http://knowem.com
http://www.tineye.com
https://images.google.com/
http://exifdata.com/

Email Search

http://com.lullar.com
http://www.emailfinder.com
http://www.spokeo.com/email-search

MISC Search

http://www.criminalsearches.com
http://www.advancedbackgroundchecks.com
http://www.usatrace.com
http://www.criminalsearches.com
http://www.abika.com
http://publicrecords.onlinesearches.com
http://www.jailbase.com/en/sources/fl-lcso
http://www.gps-coordinates.net/
http://www.speedquide.net/ip/
http://db-ip.com/
http://www.ipgeek.org/
http://www.onewildworld.co.uk/number.php
https://www.facebook.com/family/LASTNAME...ght=100%25
https://www.cable.co.uk/tools/broadband-speed-test/

Useful sites to get/use IPs

https://www.iplocation.net/
http://whatismyipaddress.com/geolocation-accuracy
http://www.proxyornot.com
http://www.infosniper.net
https://www.whois.net
http://www.ip-tracker.org
http://skypegrab.net
http://mostwantedhf.info
http://iphostinfo.com/cloudflare/

Social Network Searches

http://www.facebook.com/directory/people/
http://topsy.com/
http://monitter.com/
http://socialmention.com/
http://knowem.com/
http://twoogel.com/
http://www.yacktrack.com
http://www.samepoint.com/
http://www.whostalkin.com/



http://com.lullar.com
http://www.emailfinder.com
http://www.spokeo.com/email-search
http://www.criminalsearches.com
http://www.advancedbackgroundchecks.com
http://www.usatrace.com
http://www.criminalsearches.com
http://www.abika.com
http://publicrecords.onlinesearches.com
http://www.jailbase.com/en/sources/fl-lcso
http://www.gps-coordinates.net/
http://www.speedguide.net/ip/
http://db-ip.com/
http://www.ipgeek.org/
http://www.onewildworld.co.uk/number.php
https://www.facebook.com/family/LASTNAME...ght=100%25
https://www.cable.co.uk/tools/broadband-speed-test/
https://www.iplocation.net/
http://whatismyipaddress.com/geolocation-accuracy
http://www.proxyornot.com
http://www.infosniper.net
https://www.whois.net
http://www.ip-tracker.org
http://skypegrab.net
http://mostwantedhf.info
http://iphostinfo.com/cloudflare/
http://www.facebook.com/directory/people/
http://topsy.com/
http://monitter.com/
http://socialmention.com/
http://knowem.com/
http://twoogel.com/
http://www.yacktrack.com
http://www.samepoint.com/
http://www.whostalkin.com/

Passwords

https://haveibeenpwned.com/

https://www.hacked-db.com/

https://www.leakedsource.com

http://www.hashkiller.co.uk/md5-decrypter.aspx

https://hacked-emails.com

Credit to: https://hackforums.net/member.php?action=profile&uid=3026066 For compiling it

My Doxing Service

https://hackforums.net/showthread.php?tid=5537084

Conclusion

I hope this tutorial has helped you in some way or at least taught you one new thing on how to dox
someone. Nobody is undoxable, you just need to dig a bit deeper sometimes. Thank you for reading
my tutorial; if you have any questions feel free to ask below.

TheChi?f - March 4, 2017, 2:31 pm
Quite an informative thread for beginners. Thank you for contributing to the community :Blackhat:

146918496 - March 4, 2017, 2:33 pm
wow, never seen one of these before

M?xim - March 4, 2017, 2:33 pm

(Mar 4, 2017 03:31 PM)TheChi?f Wrote: [CITE] Quite an informative thread for beginners. Thank you
for contributing to the community :Blackhat:

Are you standing behind your Notorious members with a whip and forcing them to write tutorials?

If you do, keep it up. Seeing a lot of quality content by them.
Voxi - March 4, 2017, 4:34 pm
(Mar 4, 2017 03:33 PM)M?xim Wrote: [CITE] Are you standing behind your Notorious members with

a whip and forcing them to write tutorials?

If you do, keep it up. Seeing a lot of quality content by them.I found this quite funny Imao, Was an
old guide | thought I'd slightly edit it and upload it again for the beginners on here.

bzr? - March 4, 2017, 4:37 pm
(Mar 4, 2017 03:33 PM)M?xim Wrote: [CITE] Are you standing behind your Notorious members with
a whip and forcing them to write tutorials?

If you do, keep it up. Seeing a lot of quality content by them.
Yes, please send help. Chief is abusing us.

@Voxi, as someone who basically knows nothing about DOXing, | found this very useful, thanks!
edit: typo

Pronouncer - March 4, 2017, 4:38 pm
Very nice thread, covered the basics of doxing. Im sure a handful of people will appreciate this.

Voxi - March 4, 2017, 4:46 pm
(Mar 4, 2017 05:37 PM)bzr? Wrote: [CITE] Yes, please send help. Chief is abusing us.


https://haveibeenpwned.com/
https://www.hacked-db.com/
https://www.leakedsource.com
http://www.hashkiller.co.uk/md5-decrypter.aspx
https://hacked-emails.com
https://hackforums.net/member.php?action=profile&amp;uid=3026066
https://hackforums.net/showthread.php?tid=5537084
https://hackforums.net/showthread.php?pid=54255121#pid54255121
https://hackforums.net/showthread.php?pid=54255137#pid54255137
https://hackforums.net/showthread.php?pid=54255137#pid54255137
https://hackforums.net/showthread.php?pid=54256154#pid54256154

@Voxi, as someone who basically knows nothing about DOXing, | found this very useful, thanks!
edit: typoYes, we're on less than minimal wage and working double hours :(

I'm glad it helped you!?

(Mar 4, 2017 05:38 PM)Pronouncer Wrote: [CITE] Very nice thread, covered the basics of doxing. Im
sure a handful of people will appreciate this.

Thank you!

XxClassifiedxX - March 4, 2017, 7:32 pm
Thanks op this helped a lot

TheChi?f - March 4, 2017, 10:52 pm
(Mar 4, 2017 03:33 PM)M?xim Wrote: [CITE] Are you standing behind your Notorious members with
a whip and forcing them to write tutorials?

If you do, keep it up. Seeing a lot of quality content by them.
| am not at liberty to discuss that ? but | think it kinda works. Thank you ?

LovelyMemes - April 13, 2017, 6:43 pm
This was a well written guide, nice job.

BEKFEST - April 13, 2017, 10:50 pm
you should probably delete that bit about the skype deob, its an old and useless thread.


https://hackforums.net/showthread.php?pid=54256171#pid54256171
https://hackforums.net/showthread.php?pid=54255137#pid54255137

