Forum:Hack Forums

Thread: $15 "Rubber Ducky"

Who Soup - March 22, 2017, 3:45 pm

Made a few of these for a project and realized | don't need them any more. They function like a
rubber ducky which can be used for drive by attacks using a keyboard security exploit.

Each ducky will be tested before being shipped to ensure proper functionality.
$15 BTC.

EDIT:

Here's a better explanation on what it does.

There is a current exploit that keyboards are not checked for security yet they have global access in
a computer. This is because the keyboard has to always be accessible to type commands.

There are scripts that you can easily find to execute certain commands. It types those commands at
computer speed so you can do things like steal passwords, install viruses, etc. | was using it to
install reverse shells into work computers as a demo to a company on network security.

Questions:

Q -What can it do?

A -Things you can do:

-Take all the passwords off of a computer
-Turn computers into reverse shells
-Infect computers with Keyloggers/viruses
-Etc.

Q -What OS does it work for?
A - It should work for any, you just have to find/create scripts accordingly

Q -Are there white hat uses?
A -Having a rubber ducky can be very useful for linux users to execute long commands quickly.

FreeshineJustin - March 22, 2017, 4:03 pm
Can we please see a video, and what OS do these work for.

NSA - March 22, 2017, 4:05 pm
Is this for wireless keyboard/mouse attacks?

Who Soup - March 22, 2017, 4:15 pm

(Mar 22, 2017 04:03 PM)timedoutkylel Wrote: [CITE] Can we please see a video, and what OS do
these work for.

a video of what?


https://hackforums.net
https://hackforums.net/showthread.php?tid=5581966
https://hackforums.net/showthread.php?pid=54407028#pid54407028

and it should be able to work on any OS; it's a keyboard attack.

(Mar 22, 2017 04:05 PM)Starfall™ Wrote: [CITE] Is this for wireless keyboard/mouse attacks?
yes

Ravioli - March 22, 2017, 4:26 pm
Was expecting this:

I'm very disappointed in you OP.
Spoiler (Click to View)Just kidding, GLWS.

Who Soup - March 22, 2017, 6:47 pm
(Mar 22, 2017 04:26 PM)Ravioli Wrote: [CITE] Was expecting this:
-snip-

I'm very disappointed in you OP.
Spoiler (Click to View)Just kidding, GLWS.
| can make a custom one for you free of charge

ShennagigansDN - March 22, 2017, 6:51 pm
Could you explain a little bit about what exactly this does, even in a PM?

Who Soup - March 22, 2017, 6:57 pm

(Mar 22, 2017 06:51 PM)Sudo Mafk Wrote: [CITE] Could you explain a little bit about what exactly
this does, even in a PM?

Sent you a pretty detailed PM.

If you have any questions please let me know ?

FreeshineJustin - March 22, 2017, 6:57 pm
Could you explain more about what the USB does. What OS does it work with, how long does it
take to execute ect..

Who Soup - March 22, 2017, 7:03 pm

(Mar 22, 2017 06:57 PM)timedoutkyle1 Wrote: [CITE] Could you explain more about what the USB
does. What OS does it work with, how long does it take to execute ect..

Just updated the thread. Hopefully that will solve a lot of questions.

Credit Union - March 22, 2017, 7:30 pm

So what if you could get this onto let's say a work computer of a company that deals with highly
sensitive info?

I mean is it possible to infect the whole database and in sense capture all the data on the server?

Mr. Robot - March 22, 2017, 7:30 pm
You can make it for way cheaper than $30 but good job Who Soup.

Been thinking about 3d printing some custom cases and making these to sell.

(Mar 22, 2017 07:30 PM)Unregistered User Wrote: [CITE] So what if you could get this onto let's say
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a work computer of a company that deals with highly sensitive info?
I mean is it possible to infect the whole database and in sense capture all the data on the server?
Yes, that all depends on the payload you use however.

Credit Union - March 22, 2017, 7:56 pm
(Mar 22, 2017 07:30 PM)Mr. Robot Wrote: [CITE] You can make it for way cheaper than $30 but
good job Who Soup.

Been thinking about 3d printing some custom cases and making these to sell.

Yes, that all depends on the payload you use however.
I'm talking roughly 1 million active accounts and roughly 10 million in active users

Mr. Robot - March 22, 2017, 7:58 pm

(Mar 22, 2017 07:56 PM)Unregistered User Wrote: [CITE] I'm talking roughly 1 million active
accounts and roughly 10 million in active users

If you know what the setup is, then just adjust the payload to do what a keyboard would to take that
data.

Baked - March 22, 2017, 8:00 pm
No way you can ship these to Canada?

| could pay shipping

Ravioli - March 22, 2017, 8:39 pm
(Mar 22, 2017 06:47 PM)Who Soup Wrote: [CITE] | can make a custom one for you free of charge

?
Made my day.

Avira - March 22, 2017, 9:03 pm
How come you're selling for such a price?

Arduino (Pro Micro) costs around £6.
That USB Converter no more than $2.

Who Soup - March 22, 2017, 9:32 pm
(Mar 22, 2017 09:03 PM)Avira Wrote: [CITE] How come you're selling for such a price?

Arduino (Pro Micro) costs around £6.

That USB Converter no more than $2.
My fault for not doing market research.

| adjusted the price accordingly to possible profit margins.

Avira - March 22, 2017, 9:42 pm
(Mar 22, 2017 09:32 PM)Who Soup Wrote: [CITE] My fault for not doing market research.

| adjusted the price accordingly to possible profit margins.
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New price seems fair.

You should solder a button to ground and pin 3 to prevent the payload from executing, | did that
with my own.

Sadistic - March 22, 2017, 9:45 pm

These are quite easy to make (I added a toggle switch to mine), anyways, | could see how others
who dont have experience might want to buy one

Who Soup - March 23, 2017, 3:01 pm
(Mar 22, 2017 09:42 PM)Avira Wrote: [CITE] New price seems fair.

You should solder a button to ground and pin 3 to prevent the payload from executing, | did that
with my own.
I might do that soon. Thanks for the suggestion ?

‘OverSight - March 23, 2017, 3:21 pm
Does your arduino come with any buttons or failsafes to not excecute the script?

edit: yup. the post above this one was what | was looking for. If you could do that, | would of gotten
this.

Glws though.

Yui-Senpai - March 23, 2017, 3:23 pm
How much would it cost to the UK?

Baked - March 23, 2017, 3:23 pm
No way you can ship to Canada I'm guessing?

Who Soup - March 23, 2017, 3:34 pm

(Mar 23, 2017 03:23 PM)Yui-Senpai Wrote: [CITE] How much would it cost to the UK?

(Mar 23, 2017 03:23 PM)Baked Wrote: [CITE] No way you can ship to Canada I'm guessing?
Shipping should be less than $5 for anything international.

Baked - March 23, 2017, 4:25 pm
I'll buy one tomorrow, just have something to put my BTC into tonight

Unless | get an exchange tonight

Corruption - March 23, 2017, 5:12 pm
Not trying to sail trash but isn't 15$ allot?

| have seen/own similar products like this for 3-5%
Do you ship the product free after paying 15%$ or the buyer has to pay for shipping as well?

Who Soup - March 23, 2017, 5:20 pm
(Mar 23, 2017 05:12 PM)Mr. Source Wrote: [CITE] Not trying to sail trash but isn't 15$ allot?

| have seen/own similar products like this for 3-5$

Do you ship the product free after paying 15$ or the buyer has to pay for shipping as well?
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You're more than welcome to purchase from those users. ?

Shoelaces - March 23, 2017, 5:23 pm
So this only works on keyboards with a USB slot? It wont work on like laptops? ?

Who Soup - March 23, 2017, 5:24 pm

(Mar 23, 2017 05:23 PM)Shoelaces Wrote: [CITE] So this only works on keyboards with a USB slot?
It wont work on like laptops? ?

you plug it into the USB slot into a computer for it to work.

Shoelaces - March 23, 2017, 5:25 pm
(Mar 23, 2017 05:24 PM)Who Soup Wrote: [CITE] you plug it into the USB slot into a computer for it
to work.

So it would work on laptops like friends macbooks?

Who Soup - March 23, 2017, 5:26 pm

(Mar 23, 2017 05:25 PM)Shoelaces Wrote: [CITE] So it would work on laptops like friends
macbooks?

You'll need to find codes that work with OSX but it should work.

Ravioli - March 23, 2017, 6:50 pm
The user above me has a point and | think you didn't read it correctly. He's talking about the exploit
you mentioned:

(Mar 22, 2017 03:45 PM)Who Soup Wrote: [CITE] There is a current exploit that keyboards are not
checked for security yet they have global access in a computer. This is because the keyboard has
to always be accessible to type commands.

Technically, | would have to plug it into a keyboard's USB port and not the computer's USB port to
utilize the exploit, right? I'm genuinely interested in this but | just want to clear up this small inquiry.

Who Soup - March 23, 2017, 7:13 pm
(Mar 23, 2017 06:50 PM)Ravioli Wrote: [CITE] The user above me has a point and | think you didn't
read it correctly. He's talking about the exploit you mentioned:

Technically, | would have to plug it into a keyboard's USB port and not the computer's USB port to
utilize the exploit, right? I'm genuinely interested in this but | just want to clear up this small inquiry.
No you don't. That's the whole point of the ducky.

It's pretty much a auto typer.

Ravioli - March 23, 2017, 7:26 pm
(Mar 23, 2017 07:13 PM)Who Soup Wrote: [CITE] No you don't. That's the whole point of the ducky.

It's pretty much a auto typer.Oh, okay. | see your logic behind it now, thanks for clearing that up.
Kicking - March 23, 2017, 7:36 pm

Your hands are very dry. Please try lotion.

Just kidding.

| PM'd you regarding the purchase of this.

Who Soup - March 24, 2017, 3:01 pm
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(Mar 23, 2017 07:36 PM)Kicking Wrote: [CITE] Your hands are very dry. Please try lotion.
Just kidding.

| PM'd you regarding the purchase of this.

| think | just work too hard ?

Responded to your PM

DrGoat - March 24, 2017, 3:33 pm
So your reselling the "$3 BadUSB" by seytonic?
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