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Thread: DE-ARP : ARP Spoof Detector

CryptixHacking - July 14, 2017, 6:35 pm

This is a simple project | created to help users to detect when a ARP Spoof attack is happening
within the network. If a system on the network starts a arp poisoning attack this application should
detect and alert you of the attack.

It works by continuously scanning the network’'s gateway MAC address if it detects a change in the
gateways MAC it alerts the user of this.

DOWNLOAD REMOVED UNTIL MY REP IS FIXED
Positive rep me for download
Virus Scan Results

CryptixHacking - September 2, 2017, 1:57 pm
Let me know if the program ends up working for you or failing, Any info can help grow and expand
the project to be even better.

thecamwars - September 2, 2017, 3:04 pm
How to detect getting spamed arp requests---- internet is down.

| have an arduino that can spoof for me, let me know if you want testings.

CryptixHacking - September 2, 2017, 5:30 pm
(Sep 2, 2017 03:04 PM)thecamwars Wrote: [CITE] How to detect getting spamed arp requests----
internet is down.

I have an arduino that can spoof for me, let me know if you want testings.

You only get a denial of service loop within the LAN network if you are not issuing a arp attack
properly. Otherwise internet access works fine just a matter of properly issuing a arp attack to not
cause a internet denial loop. This can be caused from anything to as small has a firewall blocking
arp injection attack packets or you are trageting the default gateway rather than systems on the
gateway.

But in any case this is a tool | created to detect and show possible arp attacks within the network.
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