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 tenebris - July 22, 2017, 2:09 pm 
Welcome, friends!
 
 Let me proudly introduce our new product - the next-generation antidetect browser. We are
confident that because of this product your capabilities will reach an entirely new level, and you will
not be able to imagine the old schemes of work, in which you certainly had to suffer with dozens of
virtual machines and their settings.
 
 What are the most significant differences from the existing solutions of antidetects?
 
 -Browser works in OTR mode, which makes it the safest
 -Browser is deprived of any hidden connections, which can not be obtained in any boxed solution
 -Browser encrypts all stored information using AES-256 encryption standard
 -Browser out-of-the-box is equipped with EVERYTHING necessary for working with network
connections: SOCKS, SSH, TOR, TOR + SSH
 -Browser allows you to work with different types of connections at the same time
 -Browser contains built-in professional anti-detection, which allows you to use all possible
configurations of useragent, screen resolution, language, system time, geoposition, etc. changing
them "on the fly"
 -Browser saves fingerprints and cookies for each of the sessions, allowing you to work from one
place with hundreds of different personalities without the need for constant switching between virtual
machines
 -Browser allows you to perform a huge number of fine-tuning user settings conveniently and simply,
which will allow you to use it as effectively as possible for a variety of purposes
 -You do not need any system settings at all to start working quickly, anonymously and safely 
 
 
 
 We offer a commercial video presentation of the product: 
 
 [Video: https://www.youtube.com/watch?v=dgtfxlRUBpY&t=2s]
 
 The only official site to buy browser: Linken Sphere
 
 The development team makes every effort to constantly improve and update the product, and we
sincerely hope that it will be able to provide users with maximum positive emotions and results!
 
 We are always open for communication, and we invite you to ask any interesting questions in our
topics, or contact us:
 Jabber: dev.tenebris@jabber.calyxinstitute.org
 Telegram: @devtnbrs, @devtenebris (Telegram-channel), @spherechateng (Telegram-group)
 Mail sphere@tenebris.cc
 
 Please follow our threads on WWH and Exploit boards
 
 We wish you pleasant and effective work!

https://hackforums.net
https://hackforums.net/showthread.php?tid=5675931
https://www.youtube.com/watch?v=dgtfxlRUBpY&amp;t=2s
https://ls.tenebris.cc/


Valeant - July 22, 2017, 7:56 pm 
This looks fantastic. Good look with sales!
 
 Do you have reviews from other reputable sites or users here?

tenebris - July 23, 2017, 4:49 pm 
Hello!
 
 Many thanks for the positive evaluation!
 
 We received a huge number of positive reviews among users from the Russian-speaking Internet
segment. They can be found on such major thematic boards as WWH and Exploit, as well as many
other smaller forums.
 
 Unfortunately, we are newcomers in the English-speaking segment, but we are sure that users of
this site can appreciate all the features and convenience of this software.
 In order to receive fair feedback and evaluation, we are ready to provide an absolutely free test
period of use for authoritative users of this site.
 
 To get the test, please write to JID:dev.tenebris@exploit.im / telegram:@devtenebris , or in private
messages on the forum.
 
 Sincerely, 
 the Linken Sphere development team

Porroo - July 24, 2017, 12:31 pm 
Looking really nice and interesting project! I would love to use this kind browser If i were rich! Haha
:D good luck with The sales!

maldev0 - July 24, 2017, 11:18 pm 
Now, this is something different. I wish you the best of luck with your sales.

instas - July 27, 2017, 5:53 pm 
That price is crazy, no thank you buddy
 But great product!

dmaphia - August 17, 2017, 10:35 pm 
This looks like a really great product. The price however will keep this out of reach for most people.
Even small businesses will not be able to justify the price on a tool like this.
 
 Good luck with sales.

Steen? - August 18, 2017, 8:38 am 
 (Aug 17, 2017 10:35 PM)dmaphia Wrote: [CITE] This looks like a really great product. The price
however will keep this out of reach for most people. Even small businesses will not be able to justify
the price on a tool like this.
 
 Good luck with sales.
 You are new to browsers like this? Some browser similair to this was almost triple the price of this ;)

tenebris - September 25, 2017, 4:43 am 
Friends, we are proud to present a new release - Linken Sphere 5.6 MaxMind!
 

https://hackforums.net/showthread.php?pid=55646756#pid55646756


 We tried to combine all your experience and the desire to constantly improve your favorite product
with your wildest desires - we are confident that the results of our work will help bring your work to
an even higher level of productivity and pleasure - more than ever! The result of a month of
painstaking and intense development was the perfect improvement in the quality of our browser with
capabilities that are not available to any other antidetect in the world!??
 
 
 
 And now about everything in order:
 
 ????We want to introduce our innovation, over which we have worked all this time. Thanks to your
feedback and the work of our sociable support, we came to the conclusion that configuration for
most users was complex and often incomprehensible. Many worked simply by selecting useragent
and using the parameters set by the generator, but it is far from always able to create the perfect
config and lead to the maximum result of work.
 
 We did everything to simplify your work and created a grabber of the current device configurations.
It includes everything that previously required manual configuration - http / js / plugins / mimetypes /
webGL and so on.
 
 Now you only need one button in order to get a fully customized session based on the impression
of a real device - just choose the type of browser and platform! We have pre-installed for you 50000
real configurations! The configuration is configured so that the next time you install a config with the
same data, the system will choose from those that have not yet been used by you.
 
 
 
 For those same users who wish to use private select configurations, our own configuration will be
launched in the near future, which will allow you to download the required configurations directly to
the browser in one click!
 
 We also noticed that many users had problems with the correct prescription of the necessary
languages, especially for multilingual (namely multilanguage is true for most real users). In order to
solve this problem, we have built in an assistant, which allows us to simply select the desired
country and obtain a random language configuration from the data of real users! This will greatly
improve the simplicity and quality of this parameter setting.
 
 
 
 We completely changed the work with the system time. Now when choosing a timezone, the time
will change in the system itself (it changes at the moment of successful connection in the session)
 
 
 
 For convenience and speed of work, it is very important to be able to personalize sessions, write
comments and have quick access to this information while working. Now it's possible!
 
 Each session has a comment field that allows you to add notes, view and edit them while you work:
 
 
 
 ????With a large number of open tabs, it is important to visually determine the groups of parent and
child pages, for which the ability to select the color of the session was introduced - there is no more



confusion in the work:???
 
 
 
 Quite often there is a need to replace DNS of socks/ssh, which previously was impossible to do
except for replacing them in the system. For the first time in the world, we present the possibility of
changing the DNS in each of the sessions within the same system! No more problems in order to
use the correct addresses in any number without making any changes to the system configuration -
just write it in the session:????
 
 
 
 Traditional checkers are a thing of the past, they are replaced by systems based on neural
networks and machine learning. These systems allow you to accurately determine the substitutions
with all your desire to remain invisible. Thanks to the investigation of private detectors, we made
important changes to the work of the antidetection module, which, with proper configuration, allows
successfully to pass such serious checks as browserprint.info:???
 
 
 
 Often proxies use address flipping, which made it necessary to manually write outbound IP for the
correct operation of the webRTC fake leak, and significantly reduced the speed and usability. Now,
in case the proxy checker detects a mismatch between the incoming and outgoing addresses, it will
be automatically registered in the required field:????
 
 
 
 The main innovation that will undoubtedly force you to take a new look at the convenience of the
browser settings is the license, the most complete MaxMind geobase at your disposal! Now, in order
to set the correct coordinates, the language and the system time you don’t need anything else other
than the IP of your connection and pressing the button - real magic! This database includes most of
the existing addresses, and the effect of working with it is unusually high:
 
 
 
 Changelog:?
 
 - Added a session configurator for settings in a few clicks
 - Added language setup assistant for the session
 - Built-in 50000 real configurations of real devices
 - Added the ability to use the program on the server computer in multi-user mode. This solution is
designed for commands and allows you to install one copy on the server, working simultaneously
with different users, using personal keys
 - Added support for multi-mime plugins in real config (note, for real configs, plug-ins can’t be edited,
the feature will appear after adding multi-mime processing through Extended settings).
 - Added full support for fonts. That is, if you can remove the fonts from a real user - they will
completely replace your fonts. If you can’t remove, the previous algorithm will work - randomly
adding a bundle of fonts to the current ones in the system.
 - completely changed the work with the system time. Now when choosing a timezone, the time will
change in the system itself (it changes at the moment of successful connection in the session)
 ??- Fixed a problem of local storage in OTR mode. Sessions without OTR are no more, as are
related to them crash and problems
 - Fixed a problem with drop-down windows (Skrill, etc.)



 - Implemented the algorithm of the human-like input system
 - Fixed incorrect pop-up positioning
 - Fixed a problem with timezones (2ip.ru, etc.)
 - Fixed bug with cookies in case of using the site by IP-address
 - Fixed a canvas bug on jpg
 - Fixed bug with real configurations of Safari on Windows
 - Fixed a number of bugs in real configurations, in particular with different useragent and os
 - Fixed a huge number of smaller bugs
 - It is possible to restore tabs after closing the browser (Bookmarks -> Recently closed tabs)
 - Added the ability to set the required DNS for each individual session
 - Added the ability to set the geo, system time and language using the MaxMind database (note
that MM bases are used in most Western AF systems, but geo and system time data may not
coincide with the ThreatMetrix databases that the Whoer uses and some other popular checkers in
our region. We recommend not to be guided by them when using the built-in database)
 - Added randomly generated IP in the Local IP field when creating a session
 - Added the ability to write notes in the session with the ability to quickly access when working
(context on the tab -> Session info)
 - It is possible to block pop-up windows
 - Added the possibility of color designation of parent and child sessions
 - Added the possibility of activating the function of fake leak webRTC in NoProxy mode
 - It is possible to completely copy a session with fingerprints and without them
 - Added the ability to bulk export of configurations and cookies in one file
 - Finalized mechanism for avoiding detecting of TouchEvent (in particular, we pass a touch test on
fingerprint2 when emulating a mobile device)
 - Added the desired values of the tangent depending on the useragent and os (researches have
shown that some AF systems in this way produce a detection of Fake OS and Fake Browser)
 - Added private solutions to avoid some of the known AF systems based on research and
pentesting
 - It is possible to restore the specified system timezone after the browser is finished
 - It is possible to use the date replacement via JS (for commands that use remote servers for
collaboration)
 - Included IP checker for automatic substitution of the desired address in case when output and
input socks ip are different
 - Added the ability to set the host instead of the IP address (Socks, HTTP proxy)
 - Added automatic language adjustment in case of working with Safari useragent, which does not
support multilanguage
 - Added "null", "undefined" for doNotTrack
 - It is possible to disable url helper (display of transitions in the search line)
 - Work on completing and updating the documentation for the product according to this release
 - Improved and changed the system of work with local storage in sessions
 - Improved overall stability of the program
 - Full documentation is now available in English
 
 All new users receive the latest up-to-date version of the program, all existing users - completely
free update and support. Thank you for being with us! Remember - in order to get a link to the
update, click in the browser: Help-> Check for updates.
 
 The only official site for the purchase of the browser: Linken Sphere
 
 We will be glad to answer your suggestions, comments and wishes - please write to us:
dev.tenebris@exploit.im
 
 We wish you pleasant and effective work!

https://ls.tenebris.cc/


dmaphia - September 27, 2017, 12:30 am 
 (Aug 18, 2017 08:38 AM)Steen? Wrote: [CITE] You are new to browsers like this? Some browser
similair to this was almost triple the price of this ;)
 What browser do you suspect is triple the price of this? 
 
 DM

tenebris - September 29, 2017, 2:28 pm 
Friends, today we have great news for you.
 We are glad to present the addition to the family of Linken Sphere!
 Cross-platform is always a huge advantage, because you can work with your favorite tool without
changing your views and habits.
 
 Meet new features: Linken Sphere Linux Edition, Linken Sphere Portable, Linken Sphere Horizon!
 
 Among our community, quite a lot of people prefer Linux systems for their multiple positive aspects.
Previously, users of this system had to run the browser on virtual machines, which could cause
inconvenience and slowdown. Now you can use the Sphere directly on Linux systems, getting the
most out of your work!
 
 
 
 We did our best to ensure the quality of the browser on these systems:
 
 - Ubuntu
 - Linux Mint
 - Kali Linux
 - Gentoo (Calculate Linux)
 - Fedora
 - Debian
 - OpenSUSE
 - Slackware
 - Mageia
 - PCLinux
 - Kubuntu
 
 Many users prefer to store and run tools directly from removable media. And not it’s not a problem -
the portable version is very easy to transport, and everything is also convenient:
 
 
 
 Sometimes work from different places and computers implies the need for cloud access to the
workspace. With the cloud service Linken Sphere Horizon everything you need to work - RDP client
and the Internet! The application will be launched directly from the cloud, leaving no traces of your
stay on the computer. It is very easy, convenient and productive:
 
 
 
 We want the maximum number of users to be able to receive all necessary information on updates
in a timely manner, regardless of the monitoring of the forums. In addition, sometimes we share
useful information about the operation of the browser, AF systems and not only. In order to always
be the first to receive information about our products, we recommend subscribing to our channel in
telegram: @devtenebris

https://hackforums.net/showthread.php?pid=55649717#pid55649717


 
 
 
 Also, the documentation for the product has been updated to the latest version, including in English.
Now all changelogs will be available for the English-speaking audience.
 
 And, finally, another very important news. We want to apologize in advance, but from Sunday to
Monday (from 1 to 2 October), the authorization server will be unavailable from 3-00 to 6-00 MSK.
 This is due to the planned update of the user's private rooms, which will be made in connection with
a significant improvement in convenience, opportunities and the forthcoming advent of additional
services.
 
 We thank you for using the product and are still happy to hear your opinions, comments and
suggestions. Write to us: dev.tenebris@exploit.im
 
 All current users can get versions of Linux and Portable absolutely free of charge from their private
offices. To access the cloud version, please contact support. Pleasant and successful work!

tenebris - October 6, 2017, 3:22 pm 
04/10/2017
 
 Friends, a few days ago we wrote about the server unavailability in the morning due to the increase
in their reliability and the update of personal areas.
 
 We upgraded authorization servers quality in order to exclude any opportunities for problems with
access to the software and improved the channel for a higher download speed.
 
 Also, let me introduce to you an updated client interface where from now it's possible to fully
automatically purchase, renew and change plans, and also create tickets for support:
 
 
 
 In your personal areas now you can find a configshop which will start its full work at the end of next
week. We hope that these innovations will further increase the convenience and quality of your
work!
 
 To rate updated rooms, please log in or register if you are not already with us:
 https://ls.tenebris.cc/support
 
 We remind you that you can always contact us in order to tell us your wishes or comments:
dev.tenebris@exploit.im, we recommend subscribing to our channel in Telegram for getting
up-to-date information on updates: @devtenebris

thedirtybook - October 7, 2017, 7:12 pm 
Very nice, price is not bad in comparison for what it can do compared to FF and AD7.2
 A great utility for people playing with others plastic.
 I would recommend giving a month vouch copy to a reputable member so they can fully inspect and
review the product dawgie.

tenebris - October 16, 2017, 5:55 am 
14/10/2017
 
 Greetings, Friends!

https://ls.tenebris.cc/support


 Today we have some great news - we want to present you many welcome updates!
 
 As we promised, our configshop started today, in which we gladly present to your attention sorted
configurations carefully taken from clean and fresh traffic. These configs are of high quality and a
great degree of emulation of real devices. In addition, each configuration you bought will be used
only by you, which significantly increases their survivability and efficiency in work. With all this, we
have established a democratic price tag and offer a cumulative discount system for people who use
configs in large volumes.
 
 
 
 Also, for users who prefer to use manual settings or automatic generation within the browser, the
config provides access to users of popular browsers, and now you do not need to search for them
on third-party resources. Absolutely free!
 
 
 
 The configurations and useragents available in the shop will be constantly updated in order to
correspond to the relevance of current versions of browsers, and all users who have purchased
licenses like PRO and PREMIUM can take advantage of this wonderful store.
 
 
 And now the most important thing:
 
 Meet - Linken Sphere v6.1 Pure!
 
 
 
 Pure - clean, pureblood, perfect.
 
 It's no exaggeration to say that we have invested a lot of strength, experience and skill in a new
release, trying to realize in your favorite tool has absolutely new possibilities for substitution. With
this release, we open the Pure line, where we have been implemented the latest developments,
providing a completely new level of emulation, and in the coming weeks of updates, all high-quality
developments will be implemented in the current weekly releases.
 
 
 
 New technologies used in the development of the updated solution allow to fully consider Linken
Sphere as the most effective antidetection for today. Next, we present to your attention a set of tests
that visually show new opportunities for avoiding existing detectors.
 
 And now in order:
 
 We continue to work steadily on improving fake WebGL, complementing the emulation capabilities.
In this release, many improvements have been made to its work, in particular - now the parameters
of Major Performance Caveat and Antialiasing are also defined:
 
 
 
 Some AF systems react very painfully to the 100% uniqueness of the Canvas print, and there are
situations when it is more preferable to prohibit its determination. In order to expand the users'
ability, the function of blocking the hash output of Canvas was added:



 
 
 
 The possibilities of deep browser settings are very important, so we added the ability to fully work
with plug-ins, and now supports editing plug-ins with multi-mime-types:
 
 
 
 You often talked about the need to work with fonts, and we are in solidarity with this. The new
version adds the ability to edit font sets from sessions:
 
 
 
 Another editing based on user requests is to increase the convenience of working with cookies.
Earlier deleting selective cookies was possible through complex manipulations associated with
manual editing of files. Now you are able to edit cookies without any difficulties, which guarantees
the maximum convenience in work:
 
 
 
 
 We constantly try to listen to remarks in the work of software, reacting as quickly as possible to your
wishes. At the same time, the reasons for possible problems were not always clear, which required
the creation of a definite solution. Now the browser has the ability to view js errors that occur while
working with sites. In fact, this is the standard developer console in a regular browser with filtering
for critical errors. This is useful when working with certain tunnels and socks, which due to their
messiness or other reasons can be blocked on the CDN that return js-libraries. For example, the
jquery library may not be loaded, because of the ban of this IP on the hosting, and, accordingly, the
functionality of the site will no longer be 100% functional. This can be seen and promptly adjusted
the connection in order to not waste time looking for a non-existent problem:
 
 
 
 And also other important edits:
 
 - Changed the algorithm of the Canvas
 - Improved detection of WebRTC devices, which eliminated the problem of incorrect browser
identification and errors on some sites (for example, airbnb)
 - Added the timezone of India
 - Added automatic cleaning of saved cookies at the time of profile initialization
 - Significantly changed the work with plug-ins, in particular, corrected the definition of the plug-in via
mime (mime.enabledPlugin == plugin). Our research has shown that some private checkers use this
to define substitution
 - Added a hidden bypass of several private checks used in popular AF systems
 - Improved substitution of WebRTC, added deeper parameters, on which can determine the
substitution
 - Added functionality for working with dynamic socks. This functionality allows you do not worry
about substituting WebRTC for IP address rotation. The system monitors the IP change and makes
adjustments to the WebRTC. In this case, in working with dynimic socks, the only inconvenience is
to reload the page at the time of IP change, i.e. the rotation of the ip will be almost invisible in the
real work mode
 - Fixed a bug with session cookies, which resulted in some sites to endless redirects (for example,
qiwi.com)



 - Fixed bug with blinking on some sites
 - Fixed a lot of smaller bugs
 - Added signatures for system headers - now the order of headers is typical, which is typical for the
user you are using
 - By the numerous requests of users we removed Spanish language from the US configurator
 - The generation of the maxTouchPoints parameter is improved - in particular, when working with
configurations for the iPhone and iPad, the undefined value corresponding to real devices
 - Added the ability to comment on paid configs, now you can set it at the download stage
 - Improved substitution WebGL. Defined the parameters drawingBufferWidth, drawingBufferHeight,
Major Performance Caveat, Antialiasing and also processed the output of the hash, which is
checked in some private checkers, determining the substitution.
 
 The totality of the announced changes makes it possible to take a huge step towards the quality of
your work, but that's not all.
 
 One more thing:
 
 Added signatures for system headers - now the order of headers is typical, which is typical for the
useragent you are using.
 
 What is it and what is it necessary for? Each type of browser (Chrome, Safari, Firefox, IE, Opera)
has its own unique signature on the system headers (these are the headers that are always sent by
all browsers, according to the Web protocol standard).
 
 Accordingly, using Safari on the Chrome engine, there is always a risk of detecting a false user -
now this moment is fully taken into account, and when selecting a user, the signature of the system
headers is automatically built.
 
 Why it was not introduced earlier? In fact, somehow affect the order of headers using plug-ins, or
standard api engine - it is impossible to implement this functionality, it was necessary to rework the
source code of the engine and develop the necessary own api, which opens these possibilities.
 
 Our experience of researching serious systems has shown that signatures checks are used quite
often. Given this fact and the complexity of implementing this functionality, we are sure that the new
version of the browser will open completely new possibilities for you.
 You can see this by examining the following checks:
 
 Emulation in the Linken Sphere of the Firefox browser. This checker is available at: ip-check.info :
 
 
 
 Emulation in the Linken Sphere of the MSIE browser. This checker is available at:
lcamtuf.coredump.cx/p0f3/ :
 
 
 
 The introduction of these changes and additions has led to the ability of Linken Sphere to emulate
the quality of browsers, different from Chrome - in particular, Safari, Firefox, Opera and IE. The
users of these browsers are no longer perceived as fake, and can be used for full and effective work
in a variety of ways, depending on the requirements of your work.
 
 Over the past month, we conducted a huge amount of research and implemented a huge number of
changes to the product, but we do not plan to stop there. In the coming weeks, we are planning a



series of updates to the PURE line with the introduction of further improvements, on which we are
working now.
 
 We continue to strive for your success. We remind you that all updates for existing users are
completely free. You can always contact us at dev.tenebris@exploit.im in order to express ideas,
wishes or comments. We also recommend subscribing to the telegram channel for the latest news
about updates: @devtenebris
 
 Wish you successful and pleasant work!

Malicious007 - October 16, 2017, 9:14 am 
the product seems cool asf but the price thoo !

tenebris - October 25, 2017, 4:40 pm 
25/10/2017
 
 We invite you to receive the next update of the PURE - Linken Sphere v6.2 !
 
 
 
 Not stopping at the achieved and continuing to work towards improving the immediate
antidetection, we want to present an updated version of the product. In this release, we were able to
achieve significant progress in very important and necessary things. Not all of them are visible to the
naked eye, but to a great extent they are reflected in real results of work in various directions. Plus,
a little work on aesthetics by bringing the multi-system versions to a single view.
 
 And now in order:
 
 In an effort to make the substitutions implemented as plausible as possible, we were able to make a
very important step - to get rid of CSS like inserts for font substitution. Now, native substitution is
used directly in the engine. On ordinary public checkers, the visual difference is not visible, but in
private solutions with its own override of css or a reconciliation of default font types (for example, if
sansserif = serif then fake), which we met in the analysis of AF systems, now the fonts will be
processed without the potential for detection of substitution . This is a huge step forward for all
antidetect systems existing today, and, undoubtedly, has enormous significance:
 
 
 
 
 These changes in working with fonts also made it possible to achieve indicators of the uniqueness
of the usual user, which does not cause suspicion
  (https://panopticlick.eff.org/):
 
 
 
 By analyzing certain verification methods, we came to adding a description for plug-ins, now it's
also possible to edit this parameter for deeper tuning:
 
 
 
 It also allowed to recreate the ideal parameters of the uniqueness of plug-ins in order to look like a
normal user
 (https://panopticlick.eff.org/) :

https://panopticlick.eff.org/
https://panopticlick.eff.org/


 
 
 
 Another interesting and unusual innovation, which will appeal to users who prefer to use emulation
of mobile devices. Now Linken Sphere confidently passes the test for the fake device by analyzing
the gyro data - a gyro emulation for mobile devices has been added to the browser.
 Demo test is here: demos.peterfriese.de/gyro/gyro.html :
 
 
 
 By the numerous requests of users, we added to the browser a url-blacklist for sessions, which
makes it easy to block unnecessary scripts, resources and not only:
 
 
 
 To facilitate navigation in the search for sessions, the parameter “created" was added (relevant for
new sessions):
 
 
  
 And also made a lot of less noticeable, but no less important changes in the program:
 
 - Eliminated the emulation of local storage. The decision that was before in all previous versions
worked well, but entailed crashes and lags. We had known about the problem for a long time and
were developing update for this component of the browser, which was very important for the
program. The new version uses a completely new mechanism of local storage, which natively stores
data in OTR-mode, and judging by the results of our extensive tests should significantly improve the
stability and speed of the product.
 - Completed the generation of config-parameters, in particular, bypassing a number of private
checks for a number of features of the values of navigator, depending on the installed useragent
 - Fixed a bug with the WebGL parameter "max 3d texture size" in the free preinstalled
configurations
 - A number of private checkers have been bypassed on important parameters (details of the
definitions and ways of circumventing them have not been disclosed)
 - Improved appearance of UI interface by installing a single font for all systems
 - Fixed several minor bugs
 
 Further updating of the line implies even deeper changes related to the quality of substitution of all
possible parameters.
 
 We step by step do our best to not only protect you from any possibility of identification, but to give
you the opportunity to be a full-fledged user - inconspicuous among millions of other people. It is this
condition that leads to success in working with today's AF systems. We thank everyone who, with
their feedback and observations, helps us in constant improvement of the product and we wish all
users a successful and pleasant work!
 
 As always, all updates are completely free.
 
 We are always glad to hear from you: dev.tenebris@exploit.im

tenebris - November 5, 2017, 4:42 am 
4/11/2017
 



 Greetings, friends!
 
 Today we would like to present one more bright update of the PURE line - Linken Sphere v6.3!
 
 
 
 This update from our point of view is very important and certainly extremely strong, as all previous
updates of this line - because it brings to a completely new level things that are of great importance
for the vast majority of modern AF systems. In particular, at the deepest level, the substitution work
on the WebRTC has been completely changed - now it is completely native!
 
 It's worth noting that the work of fake leakage is not just numbers in the checker - it is a powerful
indicator used in monsters such as Facebook, Paypal, AirBnb, Amazon, banking and other security
systems. The definitions of IP concealment using this technology is one of the oldest and most
widely used techniques in AF systems. The substitution used earlier was quite progressive against
the background of the remaining decisions, but now this is a completely different level that can't be
suspected even with the most thorough checks. The following links will allow you to compare the
work of the updated version with earlier ones, and also compare the indicators with other solutions.
 
 In addition to this important innovation, we also carefully approached other equally important
changes, which will be discussed in more detail in the following paragraphs. They relate not only to
improving performance, but also to improving usability. Also, as always, we listen attentively to
requests and wishes, so we added the ability to import more custom cookies to the browser.
 
 And now about everything in order:
 
 Completely redesigned WebRTC substitution function - now this function uses native IP spoofing,
without the use of JavaScript.
 That means that network hiding address has now become much more transparent and similar to the
ordinary user. This allows you to pass all sorts of private tests, which previously could not be worked
out, or worked out incorrectly:
 
 Examples of tests:
 
 https://test.webrtc.org/?stunURI=stun:stun.l.google.com:19302 :
 
 
 
 https://webrtc.github.io/samples/src/content/peerconnection/trickle-ice/
 
 
 
 Another useful innovation aimed to improve the quality of the work of the antidetect - adding a
checker for APNG-support:
 
 
 
 Also a bypass checker Webgl Protection 2 (this type of checks was introduced relatively recently -
an example on whatleaks.com):
 
 
 
 To improve the user experience and enhance the customization capabilities, the font size

https://test.webrtc.org/?stunURI=stun:stun.l.google.com:19302
https://webrtc.github.io/samples/src/content/peerconnection/trickle-ice/


adjustment for the application has been added. This allows you to set the required size for a specific
resolution and scale:
 
 
 
 In order to improve the usability of the product, added the ability to save pictures by dragging from
the site to the desktop:
 
 
 
 For PRO and PREMIUM users the possibility of mass import of configurations from the shop is
realized - a maximum of 100 configurations at a time:
 
 
 
 In addition, we significantly improved work with import/export of mass configurations directly from
the file (session manager), we have examined the work with the example of 300 configs. Also fixed
the moment with the need to initialize the config before exporting - now after importing from the
shop, you can immediately export this config to a file and transfer it to your friends if necessary
without initializing the network and other parameters.
 We got this value by studying comfort work on computers with average characteristics. It should
also be borne in mind that if you work on weak machines (here the amount of RAM and type of
media is important, ideally it is better to use SSD), then this value of working configurations in
general should not be exceeded. In the case of remote machines or virtual machines, we
recommend that you keep no more than 100 configs in memory in order to avoid performance
degradation.
 
 And also other changes and innovations of the release:
 
 
 - In Linux fixed a bug showing the real webGL in its absence in config
 - Fixed several rendering errors in the case of 3D CSS effects
 - The work of the OTR-mode has been improved, in particular, a number of problems have been
fixed while working with various sites and overall stability has been improved (for example, the
problem with ebay.com/sl/sell is solved)
 - Chrome security has been updated to version 61.0.3163.79
 - Changed the output of nonexistent WebGL parameters, now such parameters return the correct
null value instead of undefined
 - Added support for custom formats for importing cookies into a session (xml, json, custom
netscape format)
 
 Remember, all updates for existing users, as always, are absolutely free. To get the update, click in
the browser Help -> Check for updates
 
 
 I would also like to make a small announcement - in order to improve the quality of customer
service, we are expanding the support staff, and now, apart from all the familiar support at
dev.tenebris@exploit.im, you can also access an equally friendly support at
support.tenebris@exploit.im. Moreover, in order to get a faster response, we recommend writing
here.
  
 
 In addition, I would like to recall the alternative sources of information about the product:



 telegram - chat for Linken Sphere users : @spherechat
 telegram - channel for information about updates : @devtenebris
 
 We wish you high-quality, pleasant and productive work!

tenebris - November 17, 2017, 5:39 pm 
15/11/2017
 
 Friends, we worked very hard on the new release, with the goal of further improving the usability of
the product. As a result, we suggest you to update your browser to version 6.4!
 
 
 
 What is remarkable about this release? You no longer need to download a new version of the
program, to remove and reinstall each time. We are sure that the fulfillment of all these empty
actions certainly did not bring you pleasure and took precious time.
 
 Now everything will be different - if there is an available update, the browser itself will tell you what
has changed, and all you need to do to get the current version is to press the update installation
button, and we did everything else for you! In addition, now updates will be received from a new
server, which will significantly speed up the process and increase the stability of their download:
 
 
 
 Also added the ability to customize the upgrade process by specifying the necessary socks for
downloading files:
 
 
 
 And a few additional changes:
 
 - Tor is update to version 0.3.1.7
 - Some untypical navigator properties are added depending on the selected configuration
 - Improved server settings for increased stability of license validation
 
 Despite the huge amount of work done to implement this functionality, we do not stop work on
further improving the quality of the product and soon we'll show a new release in which we plan to
add very powerful and innovative implementations - you can get it quickly and comfortably thanks to
the new system of updates.
 
 If you have any questions or wishes, we are always glad to see you :
[email=support.tenebris@exploit.im]support. tenebris@exploit.im[/email] /
[email=dev.tenebris@exploit.im]dev. tenebris@exploit.im[/email]
 
 We also invite you to join a telegram chat in English: @spherechateng

tenebris - November 30, 2017, 4:10 pm 
29/11/2017
 
 Friends, we are pleased to present to your attention the long-awaited update - Linken Sphere Pure
v6.5
 
 This release is noteworthy at once with several wonderful things - this update is the first, which all



users of version 6.4 will be able to receive automatically from previously updated servers. In
addition, it implements very long-awaited many of you innovations related to both further improving
the quality of the antidetect, and improving the basic capabilities of the product. As always, we
carefully listen to your requests when setting our priorities in the work, and we are sure that you will
like the new version!
 
 
 
 And now, traditionally, in more detail:
 
 Nobody can argue that Linken Sphere has become the first of its kind multithreaded browser,
which, with its convenience in working with a large number of sessions, completely turned the
understanding of how productive and fast it could be to work with an antidete?t. The main merit of
this functionality belongs to our own and most powerful development - Proxificator. However, it had
certain properties that were caused by constructive circumstances - in particular, implemented the
function of blocking traffic in the inactive tab to prevent possible leaks of the IP address of the
connection. For those users who used fast connections and worked with tabs in turn, this didn't
create possible problems and slowdowns in work, but using slow proxy or the need to download in
the background could cause discomfort. We've heard enough requests to improve this functionality
of the browser, and could not help but listen to you!
 
 Meet - a rethought and qualitatively updated Proxificator, which from now on even more expands
the possibilities of application of the program and greatly increases the usability of use! We have
made considerable efforts to create a full-fledged background threading, completely preserving the
security and anonymity of the work - now inactive tabs allow you to keep active connection with the
current network settings for each specific session! This allows to work qualitatively with any
streaming in the "non-stop" mode, in addition, periodic system chasing is now possible in the
background. For example, you can now open 20 tabs with the desired destination address using 20
different proxy connections, and they will all be fully active, independently of each other and of
which tab you are currently on:
 
 
 
 We have consistently improved the work with changing time zones, based on your feedback and
your own research. Users who have worked with the product for a long time, probably remember the
number of changes made to this function. Those solutions that are used in the browser to date, were
the most relevant in terms of quality of substitution, but had some shortcomings. It's about the work
of changing the time in Windows - changing the system time for each of the tabs caused visual
discomfort, besides, there were problems with working with files that require system access. In the
updated release, we present the newest time-varying algorithm - just as good from the point of view
of AF systems perception, but at the same time changing the time only within the session, without
affecting the system. In addition, this innovation directly benefits teams using remote servers to work
together - they now have access to the current function in its fullest scope:
 
 
 
 Our research has shown that the latest updates of AF systems are aimed at identifying users
through caching systems, such as localStorage, Indexed Db, as it was used with etag in its time.
This led to the addition of an option for storing information separately in Indexed db for different
sessions. This repository is used by sites to store caches, and this refinement has the most positive
effect on how to work with the same sites from different sessions (ebay) and long-term work with the
account (paypal):
 



 
 
 Due to constant efforts to improve the quality and stability of the browser, we came to the need to
rethink the mechanism of cleaning the session, because now cache tables and local data are used,
including described in the previous paragraph. We also consistently strive to improve the usability of
the product, so combine the pleasure with the useful, and based on your wishes, added the ability to
edit the session directly from the context menu (right click on the tab):
 
 
 
 Please note that due to the new structure, some data can no longer be cleared in runtime mode, so
the option to clear cookies from the main menu clears only cookies, all data can be cleared through
the session manager if the profile was not started. In the near future this instruction will appear in
the updated documentation.
 
 - "Clear current session" clear only cookies
 - To clear cookies, localStorage ? indexedDB, you need to use: Tools - > Session manager -> right
click to session -> Clear cookies, local storage, indexed DB
 
 
 
 And now the most important thing. As you can see, all the past improvements of the Pure family
were aimed at merging the users of the product with ordinary people due to the improvement of the
quality of protection against identification by various popular detectors - fonts, plugins, headers, etc.
Using advanced spoofing technology allowed us to provide the possibility of low uniqueness of
these parameters, completely inherent in the original devices. Unfortunately, in today's technology
substitution problems remain. In particular, we would like to talk about Canvas - this technology of
detection in one form or another is used almost everywhere, with most AF systems reacting rather
painfully to its uniqueness. We carry out qualitative work in this direction, in the future directed not
only to unify the Canvas, but to create a hash of a real browser and system, which will bring these
characteristics closer to typical ones. But this is not the only problem.
 
 In the conservative sense, the Canvas replacement happens by putting on top of the generated
image some text that can be quite secretive in view of small dimensions, and even invisible to the
naked eye, but the substitution of such a plan is easily determined by gully coloring the area and
per-pixel scanning. This detector is quite simple - the system draws a white square and scans each
pixel. If there is a pixel of a different color, then a substitution is made. Nevertheless, it is this
principle of substitution that is used in all existing antidetekts.
 
 What does it say? Such a substitution is easy enough to identify any modern AF system, which,
undoubtedly, will add to the user the negative points during its passage. In addition, substitutes
based on this technology are practically unable to pass a manual check, because when you look
closer, you will surely find out the text used for the substitution. We will give examples of checkers
so that you can independently test any existing antidetects or plug-ins that you use to replace
Canvas and see how easily the fake is determined, and also showcase the latest features.
 
 What do we offer in this release? In the new version of the browser, the first step was taken to
implement the canvas substitution with real uniqueness by applying innovative substitution
technology-we did not use the addition of salts or the digital year, but the technology based on
changing the coordinates of the color boundaries in the RGB color profile matrix, which allows, when
drawing Canvas Add to the image absolutely imperceptible to the human eye artifacts and shades.
There is one more important point: when changing the color profile, it is absolutely important to
preserve the boundaries of black and white colors, which represent the reference points for the



measurement. In order to ensure a change in the color profile while maintaining the necessary
changes in color, we used a neural network of our own design, which, as a result of subtle
mathematical calculations, allowed us to recreate a huge number of configurations that retained
black and white colors for this interpolation!
 
 
 
 What does it mean? We can safely say that the updated version is the first antidetekt in the world,
able to undergo a manual check for the Canvas substitution due to the latest substitution
technology. This innovation will allow you to work where earlier it was impossible, because the
settings of powerful AF systems contribute to marking the risk in determining 100% of the unique
Canvas, which led to manual checks that other solutions can not pass. Now your browser will allow
you more than ever.
 
 Look at the examples of Canvas replacement tests on this checker - 
https://kangax.github.io/jstests/toDataUrl_mime_type_test/, and don't forget to check out any other
used solutions:
 
 
 
 Also, it is now possible to work with an electronic signature, which is not available in any other
solution for the uniqueness of Canvas. You can check the functionality of this function by reference -
http://szimek.github.io/signature_pad/. This functionality will greatly expand your opportunities in
work and will allow you to interact with completely new solutions:
 
 
 
 Changelog:
 - The work of the proxy module has been significantly reworked, now it is possible to work with a
large number of active proxies in the background<br><br>
 - Changed the principle of working with Timezones, now the change of time occurs within the
session while preserving the quality of substitution
 - Added option of separate storage of Indexed db in each session<br><br>
 - Added the ability to edit the session from the context menu and changed the cleaning
mechanism<br><br>
 - Made the newest technology of canvas substitution based on a neural network, which has no
analogues - uniqueness by changing color profiles<br><br>
 - Fixed a small number of current bugs
 
 To get the update, just restart the browser.
 
 We thank all our users for their trust and feedback. We work for you!
 
 Always happy to hear from you: dev.tenebris@exploit.im / @devtnbrs
 
 We recommend subscribing to our channel in the telegram for timely information on updates:
@devtenebris
 
 We remind you of our chat for eng customers - informal community, where you can share the
experience of using the product and ask questions to other users: @spherechateng
 
 We wish you pleasant and successful work!

https://kangax.github.io/jstests/toDataUrl_mime_type_test/
http://szimek.github.io/signature_pad/


tenebris - December 25, 2017, 3:28 pm 
23/12/2017
 
 Friends, we are glad to welcome you together with the new remarkable release - Linken Sphere
Pure v6.6
 
 
 
 A considerable amount of time has passed since the last major release and it was used with
advantage. The Linken Sphere development team always strives to not only maximize the
improvement of ordinary things, but to bring something new into the very essence of anti-detection
technology. Earlier, you repeatedly saw examples of the use of innovative developments in this
product. We are sure that we will surprise you even now. With this release, we are opening an
entirely new direction in the further development of the browser - and this is for sure you will like.
Innovations are not waiting!
 
 And now it's all in order:
 
 Recently, we have often heard complaints about the sudden shutdown of the program, due to the
inability to verify the license. Realizing how unpleasant the problem is, we made efforts to get rid of it
as soon as possible. In order to eliminate the problem, we added a load balancer to the tokens,
launching several new support servers for this. This is an invisible change, but it will allow the
browser to work much more stable, not presenting unnecessary surprises.
 
 We always listen to the ideas and wishes of our users, pursuing the desire to maximize the
convenience of work. In order to further improve usability, several important improvements were
made to the interface.
 
 - A context menu (right click for control) was added for the session selector in the Setup session
window, which contains optional sorts: by name (this is by default), by creation date:
 
 
 
 - Added control over the use of the proxy - now when you do check in the Setup session window
there will be available information about the use of this ip in the sessions earlier, which will allow you
to monitor the connections without unnecessary effort:
 
 
 
 - Added the manager of network settings templates. In this manager you can save the most
frequent network settings and use them in new sessions so that you do not enter the same one
every time. To select a network profile in the setup session provider, you can call this dialog from the
context menu of the connection type selector. From the same context menu, you can save the
existing network settings to the network profile manager:
 
 
 
 The manager will be available in the tools menu for editing:
 
 
 
 
 - In order to make it easier to return to work after opening the browser, the recently closed tabs is



added. Now you can clear this section if you do not plan to use closed sessions later.
 
 In this release, also made technical changes and fixes to solve certain problems.
 
 - Added support for ipv6 check. Earlier the program didn't allow the use of such a connection, now
it's possible.
 
 - Fixed bug of substitution of WebRTC for machines using ipv6, as the main IP network.
 
 - Added monitoring of the validity of creating a memory location with the necessary environment
variables for the session. In some cases, when, for example, there are a lot of fonts in the system,
the cell can't be created. To prevent leakage, monitoring of this situation was introduced and now
such a session can't be created and the program will inform you about it.
 
 We have further improved the quality of the uniqueness of Canvas, having bypassed a number of
outstanding checks. You can see these changes by the example of the following checker: 
http://kkapsner.github.io/CanvasBlocker/test/detectionTest.html (traversal for both variants):
 
 
 
 And now the main magic novelty of this release - meet, webEmulator v1.0! Or just a Heater.
 
 This development is an innovative function that allows imitating human behavior in the background.
The presented version is the initial one, and is currently only available for desktop configurations.
This incredible tool will allow you to create human activity in a multi-threaded mode on any desired
sites, while simultaneously doing more important things!
 
 All that is required to start it is to open the target site, run the Run webEmulator option from the
context menu of the session tab, select the viewing depth and time spent on the page. After
launching the browser itself will explore the site in the background, simulating mouse movements,
scrolls and clicking on links - you can show simultaneous activity on various sites using different
settings and IP, and after the end of the work you will receive a notification of its execution!
 
 Now the browser not only helps you in solving everyday routine tasks - it works for you!
 
 We recommend that you familiarize yourself with the video presentation of the newest feature:
 
 [Video: http://https://www.youtube.com/watch?v=oLaAuq14Hm8]
 
 
 We are always glad to hear your wishes: dev.tenebris@exploit.im / @devtnbrs
 
 We recommend subscribing to our channel in the telegram for timely information on updates:
@devtenebris
 
 Join our community, where you can share the experience of using the product and ask questions to
other users: @spherechateng
 
 We wish you pleasant and successful work!

Mobb-Deep - December 26, 2017, 5:50 pm 
this is probably one of the useful browsers I have ever seen for majority of botting projects and
whatever else you may need it for compared to the competition like Multi login app this is 10x better.

http://kkapsner.github.io/CanvasBlocker/test/detectionTest.html
http://https://www.youtube.com/watch?v=oLaAuq14Hm8


 is it possible to have a API to integrate the anti fingerprint methods into a c# app for example?
looking forward to your reply.

x03x - December 27, 2017, 10:01 am 
Privet )) you guys should care about how many users you can get, price is really high, down it and
you will get more users. Great browser.

tenebris - January 24, 2018, 4:06 am 
20/01/2018
 
 Greetings, friends! The Christmas and New Year holidays are over. We hope that you conducted
them positively and brightly! In turn, the Sphere team has continued to work consistently to further
improve the capabilities of your favorite product.
 
 With today's release, we are closing the Pure line, while simultaneously making the final debug and
testing the stunning version of the next generation product. Versions number 7. We really hope that
in the near future we will be able to present you a real breakthrough in the convenience, quality and
performance of the browser.
 
 So, we invite all active users to upgrade to the final version of the line - Linken Sphere v6.7 Pure
 
 
 
 With a long use of a certain version of the browser engine on which the anti-detection system is
built, after a certain time, users can note the performance decrease in the work. Updating the engine
in high-complexity products is a fairly complex but necessary process.
 
 In version 6.7, we use the latest available Chromium - v61 engine, which has a lot of significant
differences from previous versions. This innovation allows us to get a significant positive effect in
working with the antidetection, so we highly recommend this update for all users of the product:
 
 
 
 We've received a lot of requests from you to improve the download module, and made some
changes that will allow the browser to be used more conveniently in many areas of activity - now you
can put downloads on pause and resume when necessary:
 
 
 
 Continuing work on improving the antidetection module, we came to considerable attention to one
of the most important elements of protection - Canvas. Previously, we were able to achieve
revolutionary substitution, which allows us to pass a manual moderation in case of suspicion of
substitution. Now we go further, presenting an even more elaborated mechanism for the work of this
solution, fixing the noise effect in detail. This will make it even more reliable to protect you from
detecting a substitution, even with a deep examination of the screenshot:
 
 
 
 In some cases there is a need to use a particular system font in default mode, now this option is at
your service - you can set the necessary system font for the entire application in the general
settings:
 
 



 
 And now another amazing item of fresh renewal. As we promised in the previous release, we plan
to consistently improve the capabilities of integrated intelligent solutions, of which, of course, there is
certainly a webEmulator that you like.
 
 In the new version you can not just explore the site in an automatic mode - now the webEmulator is
able to visit a whole list of required sites, imitating human behavior! In order to get the necessary
cookies and visits it's enough just to specify the necessary list of resources to visit, the time and the
depth of the views - the heater will do everything for you, informing you about the end of work! Or
will not tell - now you can turn off pop-up notifications. This will allow you to perform even more
useful work without wasting time on routine tasks:
 
 
 
 
 ChangeLog:
 - Chromium engine updated to version 61
 - Added the ability to pause/continue downloads
 - Updated the heater: added the ability to specify sites in the form of a list, and also to disable the
notification of execution and disable popups
 - Windows has updated openGL
 - Fixed some bugs: duplicates at the url-helper, creation time of the session when importing,
.mediaDevices when cloning the session
 - The quality of the canvas was significantly improved, the noise effect in detail was eliminated
 - Added the ability to set the system font for the entire application in the general settings
 - Improved license check, which minimizes random departures when checking a license
 
 We sincerely thank all our users for the constant feedback! Your wishes and requests are one of
the most significant factors in the further improvement of the browser. We do not stop there,
outlining the madly ambitious plans for the development of the Sphere for the current year. We hope
to continue with an enviable regularity to please you with innovative product updates, already in the
near future introducing the newest tools for work that have no analogues!
 
 We are always glad to hear from you:
 
 Jabber: support.tenebris@exploit.im, dev.tenebris@exploit.im, dev.tenebris@securejabber.me
 Telegram: @devtnbrs, @devtenebris (Telegram-channel), @spherechat (Telegram-group)
 Mail: sphere@tenebris.cc
 
 We wish you successful, pleasant and effective work!
   (Dec 26, 2017 06:50 PM)Mobb-Deep Wrote: [CITE] this is probably one of the useful browsers I
have ever seen for majority of botting projects and whatever else you may need it for compared to
the competition like Multi login app this is 10x better. 
 is it possible to have a API to integrate the anti fingerprint methods into a c# app for example?
looking forward to your reply.
 Hello! Thank you very much for your appreciation and positive feedback!
 In near future we plan to implement developer IDE with our own language and full-described API for
making custom modules.

tenebris - February 12, 2018, 3:59 pm 
13/02/2018
 
 Database of configs updated in configshop - added more than 10 000 fresh actual snapshots of real

https://hackforums.net/showthread.php?pid=56431447#pid56431447


devices.

Sadistic - February 12, 2018, 9:07 pm 
Great lookin product and I like the recent updates. Really looks useful but i'm broke boi

tenebris - March 9, 2018, 10:04 am 
05/03/2018
 
 Greetings, friends! Our team continues the consistent development of the service, making every
effort to improve your experience of using the Sphere! Today we would like to present several new
functions of the official site of ls.tenebris.cc
 
 From today until the end of the month you have the possibility of absolutely free use of the
automatic guarantor of the Sphere Service, whether you are a paid customer or not - in case a safe
transaction has passed without the need for arbitration, it will be completely free for you. In order to
use the Service, you need to register in the system and go to the "Guarantor" tab, after which you
will be able to create a secure transaction with another user:
 
 
 
 We really appreciate our users, and we want to further improve the terms of customer service - for
this we have introduced a new function "Trust Credit" Sometimes there are situations when you
need to use the product after the end of the license, but there is no time or opportunity to make an
immediate payment. As a rule, earlier in the occurrence of such situations you could write to
support, and we always went forward, but there were delays in response, which could cause
discomfort. From now on, for all users who have used PRO, PREMIUM or Light tariffs (at least three
times), the automatic license renewal function for 7 days is available with automatic withdrawal of
payment from the balance (possibly in negative). This will allow you not to stop the work and pay for
the renewal of the license when it is convenient:
 
 
 
 For some of the users, the use of Jabber or Telegram clients for communication can cause
difficulties or inconvenience for certain reasons - for this case, feedback functions are now provided
directly on the site.
 
 You can ask your questions about the product or get an online consultation quickly and
anonymously by communicating through the online form:
 
 
 
 Or by creating tickets to the support right inside the system:
 
 
 
 We strive to realize the support work in such a way that you can receive a response or consultation
in 24/7 mode in any of the ways convenient for you as quickly and comfortably as possible.
 
 Also, we want to draw your attention to the fact that to improve the speed and quality of service, a
new automated bot-contact is now available that allows forwarding to freeports, reducing the waiting
time for a response: @sphere_bot
 
 We are always glad to answer your wishes and questions:



 
 jabber: support.tenebris@exploit.im, dev.tenebris@exploit.im, dev.tenebris@securejabber.me
 telegram: @devtnbrs, @spherechat (Telegram-group)
 mail: sphere@tenebris.cc 
 
 Do not forget to subscribe to our channel in Telegram, in order to keep abreast of the latest news
about updates: @devtenebris
 
 We wish you pleasant and productive work!

superm008 - March 27, 2018, 5:32 am 
need use virtual machine ??

DARPA - March 29, 2018, 12:13 am 
Can someone write the price somewhere ? What does this cost ?

tenebris - April 17, 2018, 3:22 am 
06/04/2018
 
 Greetings, friends!
 
 We want to thank you for expecting and unconditional interest in the current update - you insanely
motivated our team to do everything possible to create the perfect product. We sincerely thank
everyone who contributed to us with ideas and a kind word and everyone who helped us in closed
testing - each new day of work with you allows us to burn more and more with the desire to do
something perfect and extraordinary! It's time to check how much we got it.
 
 So, with great pride, joy and excitement, let me bring to your attention the latest development -
Linken Sphere 7 Infinia. Why did the new release get this name? It fully reflects the infinity of tasks
for which this amazing instrument is created on a daily basis. The sphere has already won many
hearts, without the need for representation, but we do not stop going further and further!
 
 Today's release is not just an update. It will not be superfluous to say that we are introducing a
completely new product, because more than 80% of the code was written to the highest standards
completely from scratch with the sole purpose - to further increase your capabilities, convenience
and comfort in solving daily tasks!
 
 Now your browser can not only do much more and become even safer and more intelligent - now it
looks completely new! Full restyling software shows a deep approach to the case and reveals the
scope of our work for the past three months. Just look at it - starting from the updated application
icon and ending with the internal content, and you can feel the depth of our approach to your
favorite product:
 
 
 
 The new design is not just beautiful and modern, it hides in itself the convenience of a completely
new level, which consists in a multitude of trifles, from the logic of management and ending with the
updated capabilities of the product. The volume of changes is so great that we considered it rational
to highlight only some of the most important ones in this presentation - everything else you will see
with your own eyes.
 
 The functionality has been added for convenient scale management and the "Home" button. In
addition, now the start page contains information about the most frequently used sessions, which



allows you to start working in one click:
 
 
 
 The standard upper menu with archaic controls is left in the past - now all the necessary elements
are consolidated in one place, which allows you to access them in one click. This completely
eliminates the need to remember the location of certain functions and maximize your experience
with the browser:
 
 
 
 In the process of working with a large number of sessions, it is of paramount importance to be able
to see the parameters of each of them. Now, a dynamic information line is provided for this, which
will greatly simplify the orientation between them. In addition, now when you hover over the link you
will also be able to see its direction:
 
 
 
 The search for the optimal concept in the convenience and safety of the product led us to create a
completely new mechanism for cloud synchronization - now your PC does not store sessions, which,
when the software is turned off, makes it impossible for any analysis of your actions. The sessions
themselves are now cloud-synchronized using the most powerful encryption, the key of which is on
the side of your client. In addition, from now you will have access to your sessions from any
computer with a copy of Linken Sphere installed, using your login and password at the login:
 
 
 
 We open the source code for encryption and data transfer to the server and cancel the license
check. Accordingly, if necessary by any third-party software, you will be able to verify the form in
which your data is transferred and stored.
 
 For those who want to have full local control over the data (as if they were stored on your
computer), we are introducing a certificate system based on RSA. More information about this
technology can be found on the Internet, or by contacting support. In simple terms - without keys,
even knowing the password with the data can not be done, because it's just a piece of code. You
keep the private key, public - on the server. It guarantees absolute security and anonymity of your
data and you, because there are no traces of your actions on the computer, and now there is no
need to spend time for uploading and transferring data to transfer sessions - just use the provided
"share" mechanism - you can transfer the session directly to the browser to your friend or partner in
just a few clicks, he will only need to confirm acceptance:
 
 
 
 The creation of a cloud infrastructure also allowed the browser to implement a mechanism to
protect your sessions, so that you can forever forget about the possibility of losing them. Meet the
innovative backup mechanism - Sphere Time Machine! Now you can customize the frequency of
backups in the general settings menu, or create them manually. From now on, even if you
accidentally delete an important session, you can quickly and most comfortably restore all the data
with backup:
 
 
 
 Network Pattern Manager has become an important and comfortable feature for many users, which



greatly accelerated the creation of new sessions thanks to connection templates. Based on your
requests, we implemented an import mechanism specifying the format:
 
 
 
 Many users have a need to pre-prepare cookies in sessions for further work, so we also did not
ignore such an important thing as the webEmulator. In the functionality of automatic visits to the
pages, a delayed start timer has been added, which will allow you to work with sessions even when
you are not near a computer:
 
 
 
 Linken Sphere is positioned as the most powerful and easy to use browser antidetect. And it is the
enormous possibilities of the Sphere in the substitution of prints that make it so universal. AF
systems do not stand still, constantly evolving and integrating all the new detective techniques. In
turn, we make a lot of efforts in order to keep up to date, allowing you to count on the maximum
result when working with the software.
 
 In the newest version, the approach to solving a number of problems was completely rethought,
which made it possible to obtain truly nontrivial results:
 
 Linken Sphere 7 Infinia - the world's first antidetect, capable of simulating engines and hardware
without using JavaScript. This became available due to a completely new concept of development,
which was created from the ground up - innovative mechanisms allow to simulate any of the
browsers Chrome, Opera, Safari, Firefox, IE in full:
 
 Chrome
 - Added a chrome object that contains "webstore" prototypes, "runtime app" - which check the
belonging of browsers to Chrome
 
 Opera
 - added an "opr" object, which is the determinant of the browser's affiliation to Opera
 
 Firefox
 - Updated the "InstallTrigger" object, which is also unique for this browser and you can define it to
belong to Firefox
 - Removed specific chrome objects that Firefox does not have
 
 Safari
 - Updated the Safari object, which contains a special functionality of "SafariRemoteNotification",
unique to it.
 - Specific and non-Safari-specific objects were deleted
 - In view of the peculiarity of WebRTC, when AF systems affirm that they belong to Safari, they
usually use a special functionality for extracting WebRTC. The mechanism was reworked, close to
the real one, specific events such as RTCTrackEvent and so on were added.
 
 IE
 - Updated the "documentMode" property, which is only in IE
 - specific and non-IE-specific objects were deleted
 
 For the above users, the Navigator object completely corresponds to the real objects in these
browsers, the functionality is preserved, accordingly, even deep checks will not reveal any
substitutions, which allows you to talk about most of the newest checks bypassing the special



properties of the browser (depending on the selected useragent).
 
 - The system of profiles (sessions) has been updated, now absolutely all dynamic data profiles are
set directly within the context of the Chrome profile without using Shared segments. This update
increases the reliability and stability of the profiles up to 100%. Due to native initialization, the speed
of loading dynamic parameters on the stack also increases
 
 - Added a new configurable "deviceMemory" property, which is available in advanced settings
 
 - Added a system color crawl bypass, randomized for each session
 
 - Added full deactivation of objects from advanced settings, such as battery, joystick
 
 - Added parameters, which also define Viewport (the size of the visible area). Now you do not need
to emulate the screen resolution to fit all the parameters. The body.clientWidth, body.clientHeight
settings are available in advanced settings. Insert data values equal to 0 in case you want to use
native Viewport data, the window emulation is currently stored for special needs
 
 - Updated the system of working with plugins. The addition of plug-ins now takes place natively,
without the use of js substitutions, which allows to pass absolutely any checks on them
 
 - Audiofingerprint is now also implemented natively, data substitution is now implemented inside the
engine, it will allow to pass all js checks for the authenticity of objects. Also, the ac-baseLatency
parameter for each fingerprint is randomized
 
 - As a result of research of the most recent changes in the work of AF systems, we fully changed
the structure of IndexedDB and LocalStorage
 
 - The algorithm for determining the webdriver has been improved, now it is excluded from the list of
devices in case it is not defined
 
 - The mechanism for disconnecting the battery in the settings has been improved, removed the
possibility of determining
 
 - The possibility of blocking open ports that can be scanned via websocket is implemented - it is
most actual on Windows, because on Unix scanning thus gives ambiguous results. By default, the
ports are set, which are currently most often tested by the latest AF systems. In particular, it helps to
avoid the possibility of detecting a virtual machine, and will also significantly improve the quality of
work on remote computers (dedicated), since the first thing that gets under AF scanning -RDP and
VNC ports. In addition, by scanning ports it is possible to determine the software present on the
machine and create a fingerprint. You can configure this option in the general settings, including
adding your own ports if necessary. This setting overrides all sessions used in the browser
 
 - Added a bypass of a number of new detects using mathematical functions
 
 - Fixed a number of errors and inaccuracies in the work of the antidetection
 
 - Completely redesigned the Canvas Fingerprint substitution. Now the functional combined the best
qualities from both old variants. It works without the use of js injections, all the changes occur
natively inside the engine. It is able to pass all the checks by implementing the calculation of unique
pixels in the array of the image. Also, a crutch was removed for apng, since the updated mechanics
bypasses the checks themselves, then apng works directly out of the box
 



 At the time of the release of Linken Sphere 7, we can confidently say that a huge number of unique
changes in the work of the antidetect allow successfully and safely to work with the most advanced
services that have the most serious capabilities in detecting substitutions. The functional used in this
solution is the most advanced technology to date for the retesting of AF systems, which allows the
use of the browser in an unlimited number of directions.
 
 In addition, a large number of other smaller, but no less important, changes were made, the most
significant of which we give in the log:
 
 Linken Sphere 7.0 Infinia changelog:
 
 - Restyling of software has been carried out, the design and interface have been significantly
improved from an aesthetic point of view and usability
 - Added a central menu with a list of the most used functionality, quick selection of the scale and
the button "home"
 - On the main page, you can quickly open the most used sessions
 - Added informative bar status - all important information about the session and connection is now
always in front of your eyes
 - Added link address display when hovering to link
 - Full cloud synchronization of sessions
 - There is an opportunity to share sessions through the cloud with other users
 - When you hover over the tab, full name is displayed
 - URL in the address bar is allocated one click
 - Sphere TimeMachine - create full backup sessions with the ability to configure
 - Added the ability to rewrite sessions with the same name when importing
 - After closing the tab, it moves to the previous tab, not to the first tab
 - Added the ability to select the type of sorting sessions (sort by name / sort by added)
 - Added the date of the last use of the session and the number of days it was used
 - Automatically fill the session name field when editing
 - Added import to the Network patterns manager (with format)
 - Added the ability to install a "base session template"
 - Added the ability to install local ip type n/a
 - Added smart search in Session manager
 - Added the ability to move sessions to the archive with the possibility of further recovery
 - Added the ability to select dynamic protections when using the function "use dynamic fingerprints"
 - Added the ability to bulk import fonts
 - Added option to save customized Zoom
 - Added the ability to mass delete Cookies in the menu "Cookies info"
 - A DNS match of the country has been introduced with the DNS connection address - in case of a
mismatch, the browser will notify
 - Fixed problems with timezones, added a timezone of New Zealand
 - Fixed possible browser crash when loading cookies
 - Fixed a bug with closing the browser via cmd + Q (MacOs)
 - Chrome security has been updated to version 64.0.3282.140
 - Improved webEmulator - added the possibility of delayed launch
 - Updated the base and quality of built-in configs - added 50 000 absolutely new freshest
configurations
 - Updated MaxMind license base to improve the quality of geo-location, solved the problem with the
time zone difference in some countries
 - Fixed more than 50 different bugs and minor problems
 - Fixed another problem that users often encountered. Perhaps, this was one of the most common
reasons for problems at startup. In the new version, automatic deactivation of the TOR process is
added in case of an incorrect closing of the authorization window



 - We conducted a survey and found that the vast majority of users are launching the Sphere using
the VPN. Earlier, TOR for synchronizing sessions was enabled by default, which led to unpleasant
moments - a long download with a large number of sessions, data underloading, inability to open a
session.
 
 In this version changes are made to work with TOR - it is still used for authorization, but now by
default it is disabled for synchronization with the server. In this case, if you want to continue using it,
as before - you can do this: after authorization, you need to go to Preferences, check the Use Tor
for dynamic checkbox, and reload the browser. This value will be saved and set by default.
 
 Note that users using MacOS will be able to update automatically, for Windows it will be necessary
to perform a manual installation - further, starting from this version of the 7th line all further updates
for Windows users also become automatic.
 
 Before working with version 7 you need to go through the migration process in order to transfer your
settings and cookies from the old version. Migration will take place only from one main PC, therefore
- if you use several PCs, then you need to transfer all your sessions to the main machine using
export / import (.lss2). If you have any questions about the migration - support will be happy to help
with it.
 
 As always, paid users can get the latest version of the product absolutely free. Since this version is
in fact a new product, to install it you need to download the installer from your personal cabinet,
remove the outdated version through the programs, and then run the installer. All future updates will
be installed OTA.
 
 We also want to inform you that there is no more free testing. We have always striven for maximum
openness to users, but, unfortunately, some unscrupulous people began to use it regularly for
personal purposes, selling tests or doing multi-account, thus loading support without real need. But
at the same time we all want to provide the most comfortable service, so we keep the possibility of a
weekly test, which becomes paid. You no longer need to write support and wait - you can
automatically activate the test for 7 days for $30.
 
 
 
 We sincerely wish you the most productive and comfortable work with the new product! The
presented release is the result of the painstaking work of a whole team of developers for your
success. Please also understand with understanding the possible bugs that are inevitable when
introducing such a large number of innovations. We are ready to respond as quickly as possible to
all possible comments and wishes in the work of the new browser - our supports are always glad to
hear you in the ticket system or on the specified contacts:
 
 Jabber:support.tenebris@exploit.im, dev.tenebris@exploit.im, dev.tenebris@securejabber.me
 Telegram: @devtnbrs, @devtenebris (Telegram-channel), @spherechat (Telegram-group)
 Email: sphere@tenebris.cc
 
 Thank you for being with us! With respect, the team of developers Linken Sphere.
  06/04/2018
 
 Greetings, friends!
 
 We want to thank you for expecting and unconditional interest in the current update - you insanely
motivated our team to do everything possible to create the perfect product. We sincerely thank
everyone who contributed to us with ideas and a kind word and everyone who helped us in closed



testing - each new day of work with you allows us to burn more and more with the desire to do
something perfect and extraordinary! It's time to check how much we got it.
 
 So, with great pride, joy and excitement, let me bring to your attention the latest development - 
Linken Sphere 7 Infinia. Why did the new release get this name? It fully reflects the infinity of tasks
for which this amazing instrument is created on a daily basis. The sphere has already won many
hearts, without the need for representation, but we do not stop going further and further!
 
 Today's release is not just an update. It will not be superfluous to say that we are introducing a
completely new product, because more than 80% of the code was written to the highest standards
completely from scratch with the sole purpose - to further increase your capabilities, convenience
and comfort in solving daily tasks!
 
 Now your browser can not only do much more and become even safer and more intelligent - now it
looks completely new! Full restyling software shows a deep approach to the case and reveals the
scope of our work for the past three months. Just look at it - starting from the updated application
icon and ending with the internal content, and you can feel the depth of our approach to your
favorite product:
 
 
 
 The new design is not just beautiful and modern, it hides in itself the convenience of a completely
new level, which consists in a multitude of trifles, from the logic of management and ending with the
updated capabilities of the product. The volume of changes is so great that we considered it rational
to highlight only some of the most important ones in this presentation - everything else you will see
with your own eyes.
 
 The functionality has been added for convenient scale management and the "Home" button. In
addition, now the start page contains information about the most frequently used sessions, which
allows you to start working in one click:
 
 
 
 The standard upper menu with archaic controls is left in the past - now all the necessary elements
are consolidated in one place, which allows you to access them in one click. This completely
eliminates the need to remember the location of certain functions and maximize your experience
with the browser:
 
 
 
 In the process of working with a large number of sessions, it is of paramount importance to be able
to see the parameters of each of them. Now, a dynamic information line is provided for this, which
will greatly simplify the orientation between them. In addition, now when you hover over the link you
will also be able to see its direction:
 
 
 
 The search for the optimal concept in the convenience and safety of the product led us to create a
completely new mechanism for cloud synchronization - now your PC does not store sessions, which,
when the software is turned off, makes it impossible for any analysis of your actions. The sessions
themselves are now cloud-synchronized using the most powerful encryption, the key of which is on
the side of your client. In addition, from now you will have access to your sessions from any
computer with a copy of Linken Sphere installed, using your login and password at the login:



 
 
 
 We open the source code for encryption and data transfer to the server and cancel the license
check. Accordingly, if necessary by any third-party software, you will be able to verify the form in
which your data is transferred and stored.
 
 For those who want to have full local control over the data (as if they were stored on your
computer), we are introducing a certificate system based on RSA. More information about this
technology can be found on the Internet, or by contacting support. In simple terms - without keys,
even knowing the password with the data can not be done, because it's just a piece of code. You
keep the private key, public - on the server. It guarantees absolute security and anonymity of your
data and you, because there are no traces of your actions on the computer, and now there is no
need to spend time for uploading and transferring data to transfer sessions - just use the provided
"share" mechanism - you can transfer the session directly to the browser to your friend or partner in
just a few clicks, he will only need to confirm acceptance:
 
 
 
 The creation of a cloud infrastructure also allowed the browser to implement a mechanism to
protect your sessions, so that you can forever forget about the possibility of losing them. Meet the
innovative backup mechanism - Sphere Time Machine! Now you can customize the frequency of
backups in the general settings menu, or create them manually. From now on, even if you
accidentally delete an important session, you can quickly and most comfortably restore all the data
with backup:
 
 
 
 Network Pattern Manager has become an important and comfortable feature for many users, which
greatly accelerated the creation of new sessions thanks to connection templates. Based on your
requests, we implemented an import mechanism specifying the format:
 
 
 
 Many users have a need to pre-prepare cookies in sessions for further work, so we also did not
ignore such an important thing as the webEmulator. In the functionality of automatic visits to the
pages, a delayed start timer has been added, which will allow you to work with sessions even when
you are not near a computer:
 
 
 
 Linken Sphere is positioned as the most powerful and easy to use browser antidetect. And it is the
enormous possibilities of the Sphere in the substitution of prints that make it so universal. AF
systems do not stand still, constantly evolving and integrating all the new detective techniques. In
turn, we make a lot of efforts in order to keep up to date, allowing you to count on the maximum
result when working with the software.
 
 In the newest version, the approach to solving a number of problems was completely rethought,
which made it possible to obtain truly nontrivial results:
 
 Linken Sphere 7 Infinia - the world's first antidetect, capable of simulating engines and hardware
without using JavaScript. This became available due to a completely new concept of development,
which was created from the ground up - innovative mechanisms allow to simulate any of the



browsers Chrome, Opera, Safari, Firefox, IE in full:
 
 Chrome
 - Added a chrome object that contains "webstore" prototypes, "runtime app" - which check the
belonging of browsers to Chrome
 
 Opera
 - added an "opr" object, which is the determinant of the browser's affiliation to Opera
 
 Firefox
 - Updated the "InstallTrigger" object, which is also unique for this browser and you can define it to
belong to Firefox
 - Removed specific chrome objects that Firefox does not have
 
 Safari
 - Updated the Safari object, which contains a special functionality of "SafariRemoteNotification",
unique to it.
 - Specific and non-Safari-specific objects were deleted
 - In view of the peculiarity of WebRTC, when AF systems affirm that they belong to Safari, they
usually use a special functionality for extracting WebRTC. The mechanism was reworked, close to
the real one, specific events such as RTCTrackEvent and so on were added.
 
 IE
 - Updated the "documentMode" property, which is only in IE
 - specific and non-IE-specific objects were deleted
 
 For the above users, the Navigator object completely corresponds to the real objects in these
browsers, the functionality is preserved, accordingly, even deep checks will not reveal any
substitutions, which allows you to talk about most of the newest checks bypassing the special
properties of the browser (depending on the selected useragent).
 
 - The system of profiles (sessions) has been updated, now absolutely all dynamic data profiles are
set directly within the context of the Chrome profile without using Shared segments. This update
increases the reliability and stability of the profiles up to 100%. Due to native initialization, the speed
of loading dynamic parameters on the stack also increases
 
 - Added a new configurable "deviceMemory" property, which is available in advanced settings
 
 - Added a system color crawl bypass, randomized for each session
 
 - Added full deactivation of objects from advanced settings, such as battery, joystick
 
 - Added parameters, which also define Viewport (the size of the visible area). Now you do not need
to emulate the screen resolution to fit all the parameters. The body.clientWidth, body.clientHeight
settings are available in advanced settings. Insert data values equal to 0 in case you want to use
native Viewport data, the window emulation is currently stored for special needs
 
 - Updated the system of working with plugins. The addition of plug-ins now takes place natively,
without the use of js substitutions, which allows to pass absolutely any checks on them
 
 - Audiofingerprint is now also implemented natively, data substitution is now implemented inside the
engine, it will allow to pass all js checks for the authenticity of objects. Also, the ac-baseLatency
parameter for each fingerprint is randomized



 
 - As a result of research of the most recent changes in the work of AF systems, we fully changed
the structure of IndexedDB and LocalStorage
 
 - The algorithm for determining the webdriver has been improved, now it is excluded from the list of
devices in case it is not defined
 
 - The mechanism for disconnecting the battery in the settings has been improved, removed the
possibility of determining
 
 - The possibility of blocking open ports that can be scanned via websocket is implemented - it is
most actual on Windows, because on Unix scanning thus gives ambiguous results. By default, the
ports are set, which are currently most often tested by the latest AF systems. In particular, it helps to
avoid the possibility of detecting a virtual machine, and will also significantly improve the quality of
work on remote computers (dedicated), since the first thing that gets under AF scanning -RDP and
VNC ports. In addition, by scanning ports it is possible to determine the software present on the
machine and create a fingerprint. You can configure this option in the general settings, including
adding your own ports if necessary. This setting overrides all sessions used in the browser
 
 - Added a bypass of a number of new detects using mathematical functions
 
 - Fixed a number of errors and inaccuracies in the work of the antidetection
 
 - Completely redesigned the Canvas Fingerprint substitution. Now the functional combined the best
qualities from both old variants. It works without the use of js injections, all the changes occur
natively inside the engine. It is able to pass all the checks by implementing the calculation of unique
pixels in the array of the image. Also, a crutch was removed for apng, since the updated mechanics
bypasses the checks themselves, then apng works directly out of the box
 
 At the time of the release of Linken Sphere 7, we can confidently say that a huge number of unique
changes in the work of the antidetect allow successfully and safely to work with the most advanced
services that have the most serious capabilities in detecting substitutions. The functional used in this
solution is the most advanced technology to date for the retesting of AF systems, which allows the
use of the browser in an unlimited number of directions.
 
 In addition, a large number of other smaller, but no less important, changes were made, the most
significant of which we give in the log:
 
 Linken Sphere 7.0 Infinia changelog:
 
 - Restyling of software has been carried out, the design and interface have been significantly
improved from an aesthetic point of view and usability
 - Added a central menu with a list of the most used functionality, quick selection of the scale and
the button "home"
 - On the main page, you can quickly open the most used sessions
 - Added informative bar status - all important information about the session and connection is now
always in front of your eyes
 - Added link address display when hovering to link
 - Full cloud synchronization of sessions
 - There is an opportunity to share sessions through the cloud with other users
 - When you hover over the tab, full name is displayed
 - URL in the address bar is allocated one click
 - Sphere TimeMachine - create full backup sessions with the ability to configure



 - Added the ability to rewrite sessions with the same name when importing
 - After closing the tab, it moves to the previous tab, not to the first tab
 - Added the ability to select the type of sorting sessions (sort by name / sort by added)
 - Added the date of the last use of the session and the number of days it was used
 - Automatically fill the session name field when editing
 - Added import to the Network patterns manager (with format)
 - Added the ability to install a "base session template"
 - Added the ability to install local ip type n/a
 - Added smart search in Session manager
 - Added the ability to move sessions to the archive with the possibility of further recovery
 - Added the ability to select dynamic protections when using the function "use dynamic fingerprints"
 - Added the ability to bulk import fonts
 - Added option to save customized Zoom
 - Added the ability to mass delete Cookies in the menu "Cookies info"
 - A DNS match of the country has been introduced with the DNS connection address - in case of a
mismatch, the browser will notify
 - Fixed problems with timezones, added a timezone of New Zealand
 - Fixed possible browser crash when loading cookies
 - Fixed a bug with closing the browser via cmd + Q (MacOs)
 - Chrome security has been updated to version 64.0.3282.140
 - Improved webEmulator - added the possibility of delayed launch
 - Updated the base and quality of built-in configs - added 50 000 absolutely new freshest
configurations
 - Updated MaxMind license base to improve the quality of geo-location, solved the problem with the
time zone difference in some countries
 - Fixed more than 50 different bugs and minor problems
 - Fixed another problem that users often encountered. Perhaps, this was one of the most common
reasons for problems at startup. In the new version, automatic deactivation of the TOR process is
added in case of an incorrect closing of the authorization window
 - We conducted a survey and found that the vast majority of users are launching the Sphere using
the VPN. Earlier, TOR for synchronizing sessions was enabled by default, which led to unpleasant
moments - a long download with a large number of sessions, data underloading, inability to open a
session.
 
 In this version changes are made to work with TOR - it is still used for authorization, but now by
default it is disabled for synchronization with the server. In this case, if you want to continue using it,
as before - you can do this: after authorization, you need to go to Preferences, check the Use Tor
for dynamic checkbox, and reload the browser. This value will be saved and set by default.
 
 Note that users using MacOS will be able to update automatically, for Windows it will be necessary
to perform a manual installation - further, starting from this version of the 7th line all further updates
for Windows users also become automatic.
 
 Before working with version 7 you need to go through the migration process in order to transfer your
settings and cookies from the old version. Migration will take place only from one main PC, therefore
- if you use several PCs, then you need to transfer all your sessions to the main machine using
export / import (.lss2). If you have any questions about the migration - support will be happy to help
with it.
 
 As always, paid users can get the latest version of the product absolutely free. Since this version is
in fact a new product, to install it you need to download the installer from your personal cabinet,
remove the outdated version through the programs, and then run the installer. All future updates will
be installed OTA.



 
 We also want to inform you that there is no more free testing. We have always striven for maximum
openness to users, but, unfortunately, some unscrupulous people began to use it regularly for
personal purposes, selling tests or doing multi-account, thus loading support without real need. But
at the same time we all want to provide the most comfortable service, so we keep the possibility of a
weekly test, which becomes paid. You no longer need to write support and wait - you can
automatically activate the test for 7 days for $30.
 
 
 
 We sincerely wish you the most productive and comfortable work with the new product! The
presented release is the result of the painstaking work of a whole team of developers for your
success. Please also understand with understanding the possible bugs that are inevitable when
introducing such a large number of innovations. We are ready to respond as quickly as possible to
all possible comments and wishes in the work of the new browser - our supports are always glad to
hear you in the ticket system or on the specified contacts:
 
 Jabber:support.tenebris@exploit.im, dev.tenebris@exploit.im, dev.tenebris@securejabber.me
 Telegram: @devtnbrs, @devtenebris (Telegram-channel), @spherechat (Telegram-group)
 Email: sphere@tenebris.cc
 
 Thank you for being with us! With respect, the team of developers Linken Sphere.

dzoni01 - May 4, 2018, 1:38 am 
Hey Guys, why not working? Dddos or so?

tenebris - May 6, 2018, 8:56 am 
28/04/2018
 
 Greetings, friends! Today we want to present the result of a long and painstaking work aimed at the
next revolution in the work of the antidete?t in order to bring the results of your work to an even
higher level, previously inaccessible.
 
 Meet - the newest Linken Sphere - 7.2 Infinia
 
 
 
 This update is of absolute importance and in terms of the number of implemented developments
and intelligent solutions can compete with the transition from the outdated 6 to the modern 7 version
of the product. And although today's log will not contain the usual large number of items, it contains
one, but long-awaited and extremely necessary.
 
 Of course, we are talking about WebGL!
 
 But this is not just WebGL. Today we present the SphereGL Engine - the first and only WebGL
engine of its kind, capable of uniquely realizing the hash in real functionality!
 
 Why is this necessary? Today WebGL is one of the main technologies for identifying users used in
AF systems, forcing out the usual Canvas check. This is necessary to fully simulate the work of the
graphics engine and return the necessary parameters that were declared in the configuration of a
particular session.
 
 If all the systems only removed the attributes obtained by scanning the module and the pixels when



rendering, then there would be no problems. In fact, any JS plugin would be able to redefine the
pixels in the required ones, and give out a random result. But this will only happen in checkers, and
no more. In real work, this is not the case.
 
 Any serious AF system will conduct tests and these tests must coincide with the declared
parameters. If, for example, the configuration says that the maximum number of Vertex attributes is
16, then the test will attempt to create them all. But what will happen if it's just JS substitution, and in
reality there are 8? This test will not be passed, and there are more than 100 similar functions that
have their own properties.
 
 This is a simple example of how you can verify the validity of the data that the security system
receives. Accordingly, in order to have the most flexible tool for using multiconfigs, it is necessary to
be able to scale to the desired limits. What will it give? This will make it possible to obtain the
desired result from WebGL prints in various AF systems.
 
 There will no longer be a colored square, random pixels, or anything else that does not exist, and if
the AF gives a pink-yellow diamond for identification, then this diamond with a unique unseen factor
for the human eye will be drawn. The solution used earlier in the Sphere was workable for its time,
but the AF does not stand still, which caused problems for serious checks, because uniqueness
meant drawing a static colored object, having analyzed the hashes of which it was possible to
determine the unnaturalness of the function:
 
 
 
 In the newest version of the schedule it works out exactly the way it should work in a real browser -
at the same time, the hash of each session is completely unique!
 
 
 
 This unique technology will be further developed, but already now it successfully copes with the
rendering of static prints and is able to reproduce simple 3D rotation programs, cubes, textures, and
not only. This version picks up all the necessary parameters from the session configuration and is
able to pass a series of tests. The performance of this amazing function can be checked using the
following checkers, which will help to understand the difference between it and it became:
 
 https://webglfundamentals.org/webgl/webgl-canvas-clientwidth-clientheight.html
 http://www.stashofcode.fr/code/rendu-vectoriel-avec-webgl/test.html
 
 The solution used before version 7.2
 
 
 
 
 
 The solution used in the latest version:
 
 
 
 
 
 Today, the WebGL uniqueness method used in the new version can not be identified as a
substitute! This is guaranteed to allow you to pass all possible checks on WebGL, maximizing the
possibility of successful application of the product when working with the most complex security

https://webglfundamentals.org/webgl/webgl-canvas-clientwidth-clientheight.html
http://www.stashofcode.fr/code/rendu-vectoriel-avec-webgl/test.html


systems.
 
 In addition, this update improves the stability of the program and solves bugs that occur in previous
versions:
 
 - Corrected coincidence of hash of WebGL Image Hash during fingerprintjs2
 - Fixed an issue where two WebGL parameters were not set
 - Fixed a bug where using webgl 1 and webgl disabled it was possible to use webgl2
 - Fixed a problem with closing WebSocket ports, where closed ports were unstable
 - Fixed issue when using search in Session manager. The problem was that if you select Select All,
it chooses not among those that chose in the search, but among all sessions
 - Fixed a problem when working with proxies whose accesses changed. Previously, session data
was cached and the connection didn't work until the browser restarted
 
 We continue to work further in order to ensure consistently high quality and usability with Linken
Sphere, not available to any other antidetect in the world!
 
 We are always glad to hear you and are ready to react as quickly as possible to all possible
remarks and wishes in the work of the new browser - our support are always glad to hear you in the
ticket system or on the specified contacts:
 
 Jabber:
[email=dev.tenebris@jabber.calyxinstitute.org]dev.tenebris@jabber.calyxinstitute.org[/email]
 Telegram: @devtnbrs, @devtenebris (Telegram-channel), @spherechateng (Telegram-group)
 Email: [email=sphere@tenebris.cc]sphere@tenebris.cc[/email]
   (May 4, 2018 01:38 AM)dzoni01 Wrote: [CITE] Hey Guys, why not working? Dddos or so?
 Hi!
 Yes, we were attacked. But everything is ok now.
 Sorry for the inconvenience - we ll add compensation for lost time.

tenebris - May 20, 2018, 1:59 pm 
19/05/18
 
 Greetings, friends!
 
 Unfortunately, the past 2 weeks were quite difficult for us. As you know, we were attacked, which
led to disruptions in the software.
 
 At the moment, its consequences have been eliminated, and additional security tools have been
connected - full working capacity has been restored. We do not exclude attempts of repeated
attacks, as well as possible problems with authorization from individual users. If you have specific
problems with the site or the browser - please contact support to resolve the issue as soon as
possible.
 
 Why did this happen?
 
 Due to its capabilities, frequency of updates and our pricing policy, Sphere has long been the
number one enemy for many competing products. To compete in a fair fight they have not had any
intellectual or creative capabilities for a long time, and all they have to do is try to create similar
situations in an attempt to arouse the indignation of users. But, your attitude towards this situation
has made it clear to everyone that you have been underestimated.
 
 It all started with the fact that some time ago a massive spam attack was carried out on the workers'

https://hackforums.net/showthread.php?pid=57044704#pid57044704


service gills, which caused many users to not be able to contact their contacts in a timely manner.
Now the wrecking chain has been continued by attacking our servers. They are probably sure that
they will be able to get new customers in this way, obviously not realizing that users make a
meaningful choice based on a number of factors and reasonable comparisons of what they pay for
and what they get in the end.
 
 Many of these attacks, which you did not even guess at, we successfully reflected and reflect, but
some still fall into the target. After this incident, we were forced again to review security measures
and systems. Nevertheless, we fully understand your sludge from the inability to work with the paid
product.
 
 To all those who continue to trust us and enter the situation, realizing the reason for its appearance,
we sincerely promise to continue working on a comprehensive improvement of our beloved product,
its stability and protection.
 
 But there is no thin without good. The technical failure that caused this attack allowed us to use all
our resources in order to finally implement these changes. To this end, during the past 2 weeks, we
have used the capabilities of our entire team, conducting parallel work.
 
 It so happened that we had planned to change the way the database works with the server for an
even faster download, but we were hampered by the fact that when you implemented and
configured these changes, you could not work with the browser, since we would have to disconnect
you.
 
 As a result - now the work of the browser will not only be more resistant to external influences, but
even faster. During the last week we distributed to all interested users version 7.4, which showed its
stable performance.
 
 Today we have completed the process of building and debugging a brand new cloud with amazing
features and routing, and we are offering everyone to get an alpha version of 7.41 Infinia Cloud with
a stunning download speed (write to Telegram: @devreserve2 and to Jabber:
dev.tenebris@jabber.calyxinstitute.org). Starting with this version, we also refused to authorize via
TOR, replacing this process with access to public servers (analogous to the built-in VPN) to improve
the speed and stability of the work without compromising security and anonymity.
 
 Also, we added 14 bonus days to all active users, $50 to purchase configs for all PRO and
Premium users, all testing the browser from May 5 to May 12 we provide a full restart of the test,
and we send greetings to the customers of this event.
 
 Thank you all for your attention, for your understanding, for your trust. Thank you for being with us!

tenebris - June 11, 2018, 2:48 pm 
09/06/2018
 
 Greetings, friends!
 
 Today we are pleased to bring to your attention the newest version of Linken Sphere 7.6 Infinia.
 
 We did a lot of work on changes in the server part in Runtime mode, which allowed us to achieve a
significant increase in the quality of the cloud. But no less important is the quality of the work of the
program itself, which also received close attention in this update.
 
 In this release, we eliminated all known bugs of past stable versions and made some important



additions to the work with the video, which should greatly expand the list of browser features and the
quality of your work.
 
 This version has a number of innovative improvements, which previously were not found in any of
the antidetect solutions. We are sure that the direction of the development team's work aimed at
further increasing the productivity of interaction with the product will be highly appreciated by users
who work with a large number of sessions and perform routine tasks.
 
 
 
 And now in more detail:
 
 Server changes:
 - Added a condition to the register when authorizing - you could previously log in with an incorrect
register, in which further work with the server was impossible
 - The system of server part has been reworked, the transition from WSS-server to TCP-server has
been implemented.
 - Developed its own secure data transfer protocol. The new transmission mechanism is based on
the RSA-algorithm - a public key is embedded in the browser, which encrypts individually encoded
data. AES-encryption tied to your account has been saved, we have abandoned the standard
SSL-certificates in favor of our own. This is done in order to be able to use their own certificates to
transfer data to the server. In the next versions, work with this mechanism will become public.
 - Improved multi-threading on the transmission servers themselves
 - Improved routing, henceforth traffic is redistributed taking into account incoming connections.
Thus, the minimum route to the key server is selected
 - Added a number of protection against possible network attacks
 - Redesigned mechanism for receiving data from the server, significantly increased performance
 - 64-core main server with maximum configuration is upgraded to improve work under heavy loads
 - Migration to updated equipment
 
 Changes in the browser:
 
 In this version, the WebGL module was significantly improved and fixed, in particular:
 - Fixed bug when processing the function glFramebufferRenderbuffer
 - Fixed bugs in the functions texImage2D and texSubImage2D
 - Improved scripting engine for shaders, added the ability to convert scripts to the required versions
of OpenGL
 - Improved cleaning of working widgets that perform offscreen rendering
 - Fixed bugs in some uniformXX functions
 - A number of current changes to the module
 
 Also, the ability to launch a browser with GPU acceleration is added (drivers for video are needed).
This function will make it possible to quickly draw windows and elements using a video card.
 
 You can see the updated working capacity of the WebGL module on the site of kiwi.com and other
similar resources using similar technologies of interactive rendering.
 
 - Fixed: problems with working out the timeout when checking bad proxies, which led to an endless
checking
 - Fixed: possible crash when double-clicking on importing cookies
 - Fixed: in the Shared session in the login you could specify no more than 16 characters, increased
to 32
 - Fixed: the persistence of Canvas and ClientRects fingerprints when using the function "Use



dynamic fingerprints"
 - Fixed a bug with the inability to save the proxy port when saving the default settings in the Setup
session provider
 - Fixed other bugs with cookies (when deleting, exporting, importing, opening from another PC)
 - Fixed: possible bug with fonts in Windows
 - Fixed: possible bug with sorting by creation time in Session manager
 - Fixed: if you make TimeMachine -> Restore after the Setup session provider, the Session
manager will be empty until the browser is restarted
 - Fixed: when importing to Shared session, cookies were not transmitted when using "Replace If
Exists"
 - Fixed: possible problems with the order of plugins in Extended settings
 - Fixed: possible appearance of a Flash fake when "Enable flash" is disabled, no plug-ins and no
configuration plug-ins sent
 - Fixed: incompetence of the keys cmd + R, ESC on Mac
 - Fixed: the impossibility of full removal of plugins in "Extended settings" (namely, the last one)
 - Fixed: when selecting url from the helper, it was possible to display the old address before the
page was fully loaded
 - Fixed: no visibility of the flashing cursor in the connection settings in the password input field,
indicating that the line is active
 - Fixed: in the light design the button "Check dns" was always visually inactive
 - Fixed: when sending a session to the archive, it continued to be displayed in a quick start on the
start page
 - Fixed: the possibility of determining the human-like input by the method 
http://www.keyboardtester.com/tester.html (does not specify without a cipher, only capital letters)
 - Fixed: possible crash when working with cookies in Cookies info
 - Fixed: problems with various HTTP and Socks
 - Added: added DPI saving when zooming in for Windows
 - Added: extended list of time zones for + 0330 / -0330 / -0230 / + 0430 / + 0830 / -0930
 - Added: percentage progress bar when loading data from the cloud
 - Added: the ability to enter the browser under different logins without loss of local settings, which
are encrypted by a log-independent algorithm (bookmarks, quick links, defective settings Session
provider)
 - Added: for FireFox, a check bypass on specials has been added. URL about: logo 
https://jsfiddle.net/rhcr9hLs/
 - Added: percentage progress bar when importing into Shared session
 - Added: the ability to switch to full screen mode by double-clicking on the browser header
 - Added: print function in context menu for popup-window
 
 And now the most important and expected by many users the function is a completely new
automation mechanism, which became the logical development of the webEmulator, but has a
significant superiority in quality and level of functionality - Automator. The main difference of the new
development from the webEmulator is not only in the possibility of fine tuning - all simulated
movements do not use the standard interface. All events use the root controls of Chrome and are
marked as trusted - completely, as from a real device.
  
 
 
 This mechanism, first implemented as part of an antidetect, will allow you to remotely and orderly
manage a huge number of sessions. In fact, this is the first stage in developing your own API, which
already gives you the opportunity to write your own extensions in the near future, which will allow
you to configure the necessary functionality as precisely as possible and create conditions for using
the Sphere for absolutely any purposes of your work.
 

http://www.keyboardtester.com/tester.html
https://jsfiddle.net/rhcr9hLs/


 A set of simple commands allows you to prescribe a specific order of actions, including mouse
movements, scrolling, waiting, switching to specific links and much more.
 
 The presented solution will allow you to automate hundreds of all kinds of routine tasks - in
particular, it can be used for automatic registrations, pharming, clicking, simulating human activity for
the purpose of warming up and much more.
 
 Today we present the initial version - in the near future this module will be finalized in order to
enable the input of necessary information into text fields, which will further expand the scope of its
application and the list of resources to work with which it will be designed.
 
 Instructions for working with the API can be downloaded here:
 http://ls.tenebris.cc/doc/automator/manual_en.pdf
 
 This update should be installed by downloading the installer for your OS from our site. Further
current updates are planned in cloud mode, as it was before. We express our enormous gratitude to
all who helped us in testing the alpha version of the program! We wish you a pleasant, successful
and productive work with the new update.
 
 In case of questions or wishes, we are always glad to hear from you on the following contacts:
 Jabber: dev.tenebris@jabber.calyxinstitute.org
 Telegram: @devtnbrs, @devtenebriseng (Telegram-channel), @spherechateng (Telegram-group)
 E-mail: sphere@tenebris.cc

tenebris - July 5, 2018, 4:01 pm 
04/07/2018
 
 Greetings, friends!
 
 Today is a significant day - exactly one year ago the first stable version of Linken Sphere was
released. It's no exaggeration to say that this browser significantly changed the familiar
understanding of the convenience and quality of work without the need for lengthy and painful
settings, and the development team demonstrated an entirely new level of user support.
 
 The past year was intense and interesting - our team worked day by day and continues to work in
order to bring your favorite working tool to perfection. We always listen attentively to your opinion
and wishes, which is expressed in tens of thousands of lines of code that work for you. The colossal
amount of improvements made during this time clearly demonstrate our desire for an ideal.
 
 
 
 A long way has been passed, and we do not intend to stop there. We thank all our users for their
trust, help in improving the program and loyalty - for us, of course, every one of you is important! In
honor of the first birthday of the Sphere, we provide all active users with 7 days of bonus work.
 
 And now we want to present Linken Sphere 7.7 Infinia - the result of all the latest updates to the
program aimed at further expanding the possibilities of maximum convenience and automation.
 
 Earlier we announced the Automator, which has unprecedented capabilities to automate the work
with a large amount of data. The first version of this extension allowed to use the browser as an
automatic clicker with the ability to fully simulate user actions.
 
 But we went even further - with this release you have the opportunity not just to manage the actions

http://ls.tenebris.cc/doc/automator/manual_en.pdf


on the page, but also to use the filling of fields, which allows you to apply the program for automatic
registrations! Create accounts, manage a huge amount of information as productive as possible with
a new update!
 
 
 
 Further development of ideas related to the progress of the Sphere in terms of usability gave us a
decision to improve the function of session management. This revision was important and expected,
and now it is at your service - meet the interactive menu!
 
 Henceforth no confusion with sessions - just open the sidebar and select the required session! The
working area of each tab is completely isolated, which makes it extremely convenient to switch
between the necessary pages, without making mistakes in choosing the necessary session.
 
 
 
 Also, in this version, some bugs have been fixed and improvements have been made related to the
operation of WebGL for better performance of the built-in fingerprinting mechanism. 
 
 This update should be installed by downloading the installer for your OS from our site.
 
 In addition, we updated the configshop - it added 60 000 most recent configurations.
 
 But that is not all. Today we also want to bring to your attention our new development, which, we
hope, will significantly change the capabilities of each user who is worried about their safety. As you
may know, the modern Internet is a completely transparent structure in which all your actions and
steps can be investigated and used against you.
 
 
 
 Our mission is to allow all wishing people to get anonymous, safe and comfortable surfing on the
network - this product is completely free.
 
 What is Sphere?
 
 This is a completely free solution provided to run in Portable format. The program is completely
devoid of third-party connections to developer's servers, it can be started using encrypted disks or
virtual machines.
 
 How it works?
 
 Sphere is a browser written from Chromium sources with completely disabled tracking tools, which
allows you to completely change the identity on the Internet in one click, getting protection from
removing the most important and significant prints.
 
 In addition, the browser uses a multi-thread proxy, which allows to work with different types of
connections simultaneously (TOR, Socks, SSH, Tor + SSH). This indicates that you can use any of
the required types of connections to ensure maximum anonymity.
 
 What are personalities?
 
 The new identity is an anonymous and unique configuration of the user on the Internet that can't be
associated with any other Web user. In order to achieve full anonymity, the browser generates and



modifies the following parameters in a random way:
 
 A new identity is an anonymous and unique user configuration in the Internet that cannot be
associated with any other Internet user. To achieve full anonymity, the browser randomly generates
and changes the following parameters:
 - Applies the title of a popular and actual browser (Chrome, Safari, Firefox, Opera, IE)
 - Substitutes popular fingerprints: Canvas, Fonts, Audiofingerprint, ClientRects, Plugins
 - Disables the option of identifying using WebGL
 - Prevents real IP leakage through WebRTC
 - Prevents Geolocation identification
 
 What is it for?
 
 Thanks to Sphere, you no longer need to perform a huge amount of actions related to setting up the
system to ensure your own security on the network - just download a free program and get started.
 
 We dream of a free Internet, in which everyone has the right to vote without fear for their own
safety. We make every effort to ensure that you get a comfortable, safe and understandable
browser for daily use.
 
 We invite you to try a new program: https://sphere.tenebris.cc/
 
 All questions and wishes for developers you can ask in this topic, which is the main topic for
discussion of the program, or in telegram chat: https://t.me/thesphere
 
 We wish you a pleasant and convenient use of the browser! Remain anonymous, safe!
 
 In case of questions or wishes, we are always glad to hear from you on the following contacts:
 Jabber: dev.tenebris@jabber.calyxinstitute.org
 Telegram: @devtnbrs, @devtenebriseng (Telegram-channel), @spherechateng (Telegram-group)
 E-mail: sphere@tenebris.cc

Hailstone - July 5, 2018, 4:03 pm 
I bought this back in the beginning of the year and it worked very very well.

tenebris - July 20, 2018, 5:24 pm 
20/07/2018
 
 Greetings, friends!
 
 Today we want to bring to your attention the most recent update Linken Sphere v7.8 Infinia. In this
update, based on requests and user requests, we performed a number of important improvements,
which allowed us to improve the usability, stability and quality of the browser. We hope that the work
done will be to your liking and make interaction with the program more convenient, and work -
productive.
 
 
 
 And now in more detail:
 
 When working with weak computers or remote servers, users could run into the lack of resources to
use the built-in graphics engine SphereGL (its own customizable WebGL counterpart), which made
it impossible to work with a large number of tabs and could lead to the termination of the browser.

https://sphere.tenebris.cc/
https://t.me/thesphere


To work with many sites, there is still an older version of WebGL without the ability to directly draw
the image, while the old engine type significantly reduces the resources spent, which allows you to
work with a large number of tabs regardless of the performance of the computer.
 
 Now you can choose which type of WebGL fingerprinting you want to use - with image rendering
and closest proximity to the real user, or a simpler and older version without rendering, but with
better performance:
 
 
 
 Browsers are updated. If you work with the account for a long time using a certain configuration, its
UserAgent can become irrelevant and there is a demand for updating from the service to a more
recent version of the browser that is typical of an ordinary user. Previously, when changing the
agent in the configuration settings, there were a number of related changes that did not allow you to
make changes to the line with the retention of other attributes.
 
 Now you can change the value of UserAgent as necessary, without affecting other configuration
parameters. In this way, you can update the version of the browser title as necessary, without
causing suspicion:
 
 
 
 A large number of users who regularly work on the Web to speed up the work of using hotkeys.
We've heard quite a few requests to implement and organize hotkeys into the browser. Despite the
apparent simplicity of this solution, the features of the engine and the development process made
this task sufficiently resource-intensive for the developer. Nevertheless, we have made the
necessary efforts to ensure that the process of working with most of the basic functions is faster and
more enjoyable.
 
 Now you have a number of hotkeys duplicated in the shortcut menu:
 
 
 
 For users who work with a large number of accounts and saved sessions, it is important to quickly
return to work after the next browser opening. Opening a large number of sessions in turn
significantly slowed the continuation of the work after the opening of the program and was quite
inconvenient. We reviewed the need for more comfortable interaction with the session manager to
improve usability.
 
 Now you can open the required sessions in bulk, marking with the junks in Session manager ->
open selected (open in order, similar to "open closed tabs after restart"):
 
 
 
 The emergence of the left optional menu for quick access to active sessions in an isolated working
environment for each of their tabs was undoubtedly enjoyed by most users. But we perfectly
understand that we, as developers, always have something to strive for to further improve the quality
of the product, so we, as promised, continue to refine the menu in order to make working with it
even more comfortable.
 
 Now you can organize the sessions that are there by the simple and comfortable method of
drug'n'drop - just pull the necessary session wherever you would like it to be:
 



 
 
 Also, a new interesting detective was traversed, based on creating a hidden window with the
clientWidth / Height matching with innerWidth / Height. This type of definition of browser spoofing
already occurs on a number of sites that specialize in the sale of digital goods and is likely to be
further distributed in security systems.
 
 In addition to the most important additions, we have also made some fairly important corrections to
the software:
 
 - Optimized positioning of the work of the automator
 - Fixed: possible problems with double-cookies, which could lead to problems with some sites, for
example, the loss of goods from the basket or the lack of authorization after opening
 - Fixed: repeat in the status bar when authorizing (Network is working! You can login! You can
login!)
 - Fixed: shifting check-boxes when deleting sessions on Windows
 - Fixed: possible crash on some configs on maps.google.com and on other possible sites using
WebGL
 - Fixed: a problem in which manually the specified value of GL Version changed after Save (which
is correct), but when you re-enter WebGL flied to the default value
 - Fixed: Out of date Preferences eliminated the default settings Default useragent and Default
language
 - Fixed: flickering in the left menu of quick access to sessions when switching
 - Fixed: a number of small and current bugs
 
 This update should be installed by downloading the installer for your OS from our site.
 
 Attention! In this version on the Mac is not laid out the installer, but the file to run. If there is an
installed version - do not delete, but notice the file in the folder with the program. Those who put the
first time - you can just run the file that you get from the archive.
 
 We also recommend that you try the absolutely free version of the Sphere for anonymous web
surfing: sphere.tenebris.cc
 
 Sincerely we wish you an even more pleasant, successful and productive work!
 
 In case of questions or wishes, we are always glad to hear from you on the following contacts:
 Jabber: dev.tenebris@jabber.calyxinstitute.org
 Telegram: @devtnbrs, @devtenebris (Telegram-channel), @spherechat (Telegram-group)
 E-mail: sphere@tenebris.cc

tenebris - July 25, 2018, 11:55 am 
25/07/2018
 
 Friends, we strongly recommend getting an update to the version 7.81!
 
 
 
 In this version there are a number of changes related to the correct operation of cookies, which was
required due to international innovations in the approach to the privacy policy on the Web and
related changes in the technical implementation of their records.
 
 Changes made in this version will significantly improve the stability of the browser with purchased



and downloaded cookies when working with a variety of resources.
 
 Attention! In this version on the Mac is not laid out the installer, but the file to run. If there is an
installed version - do not delete, but replace the file in the folder with the program. Those who put
the first time - you can just run the file you get from the archive.
 
 In case of questions or wishes, we are always glad to hear from you on the following contacts:
 Jabber: dev.tenebris@jabber.calyxinstitute.org
 Telegram: @devtnbrs, @devtenebriseng (Telegram-channel), @spherechateng (Telegram-group)
 E-mail: sphere@tenebris.cc

tenebris - July 29, 2018, 2:55 pm 
28/07/18
 
 Greetings, friends!
 
 We recommend getting an update to all users using the free version of the browser The Sphere to
version 1.1
 
 
 
 Changelog:
 
 - updated TOR to version 0.3.3.7
 - Fixed bug with mass deleting cookies
 - Added changes to cookies in connection with amendments to euro legislation
 - Added hotkeys in the tools menu
 - installed own fake-detector as default anonymity checker
 
 To get the updated version you need to download it from the official site
 : The Sphere
 
 We recommend that you join the telegram of the users of The Sphere to receive prompt replies
from the developer: @thesphere
 
 We wish you safe and anonymous surfing!
 
 ----------------------------------------
 
 And that's not all!
 
 We bring to your attention the world's first public fake-detector of the new generation, incorporating
all the best and most advanced technologies for checking the quality of the substitution of the
person on the Web.
 
 We are sure that now you will forget about the need to use a lot of different checkers, services and
sites to check the necessary parameters of substitutions and will be able to get the best quality and
useful information in only one place!
 
 
 
 What is the difference from existing solutions?
 

https://sphere.tenebris.cc/


 All the usual checkers for checking anonymity (such as whoer.net / browseleaks.com /
whatleaks.com, etc.) are able to see only primitive mismatches in the headers and browser settings.
The visibility of a qualitative browser setting when checking on these resources is sufficient for
normal anonymization, but it is not an indicator of a quality substitution for AF systems using many
of their own algorithms.
 
 In addition, many known anonymity checkers have direct relevance directly to companies that
develop AF systems, which makes it possible to compromise the addresses and configurations from
which such resources were visited.
 
 If your work is related to the need to substitute browser settings and fingerprints, then it is the
likelihood that Antifrod will notice the site or service these changes and is fundamental to success.
 
 Fake Vision - The world's first public fake detector, built using the technologies of the most common
AF systems. 
 
 Thanks to the use of a lot of advanced technologies and tests used in the modern AF systems
studied by us, the detector will informively show the probability of fake of your browser or IP and will
indicate the weaknesses. This will help to fix the problem as quickly as possible and significantly
improve the results of your work.
 
 
 
 Using Fake Vision, you no longer have to visit many resources to perform separate checks - the
fake detector combined a huge amount of verifiable information related to both browser settings and
connection parameters.
 
 How it works?
 
 By accessing Fake Vision, you can independently select the necessary checks associated with the
connection based on the need (some tests require additional time - an approximate expectation is
written next to a specific test). For the most accurate picture of the fake, we recommend performing
the maximum possible list of checks.
 
 After launching the test, Fake Vision performs browser validation and connection tests using
specific algorithms and technologies aimed at detecting spoofing.
 
 In addition to special tests, the following basic parameters are checked:
 
 Common: ip4 / WebRTC ??????, Timezone, Zip, Geolocation, Useragent
 
 Browser: Scripts, Audio, Screen, Canvas, Navigator, Plugins, Fonts, WebGL, Timezone,
clientRects, Modernizr, Java, Ubercookie, Hashes 
 
 Connection: Open ports,  Nmap, DNS, Double ping, Black List, Proxy headers, Timezone ? ??.
 
 
 
 Based on the results of the tests conducted, you will get visual information in the form of
percentages of the likelihood that the browser or connection to the Network has been subjected to
interferences from the user. In addition, the fake detector will point red at the main problem points so
that you can eliminate the shortcomings in your configuration as quickly and comfortably as
possible.



   
 Fake Vision is free for use by a public project, which from now on also becomes a default fake
detector in the browsers The Sphere and Linken Sphere. Our team strongly recommends its use for
daily work in order to increase the comfort and quality of your work!
 
 At the moment the project has the status of "Beta", and there may be minor problems that will be
promptly corrected and updated. We are grateful to all users for help in improving the project!
 
 Official address of the detector: Fake Vision
 
 If you have questions or wishes, you can use the following contacts to contact the development
team:
 
 Jabber: dev.tenebris@jabber.calyxinstitute.org
 Telegram: @devtnbrs, @devtenebriseng (Telegram-channel), @fakevision (Telegram-group)
 E-mail: fvision@tenebris.cc
 
 ----------------------------------------------------------
 
 Also today we want to present you the results of the painstaking work of our team, aimed at
significantly improving the quality of training and interaction with the browser. The result of constant
monitoring of your questions in topics and chats led us to the need to drastically change the public
documentation on the use of the program, simultaneously completely updating it to match the
current version of the Linken Sphere.
 
 As a result, we not only updated and significantly deepened the list of described properties, but also
created a completely new structure that will allow you to understand the instruction to the program
much more clearly and effectively.
 
 
 
 Now, in order to explore the features of a particular function, you need to use the convenient
navigation on the left side of the menu, then just click on the required number in the screenshot - all
information will be displayed directly in the visibility area, without losing focus and need scrolling the
page. Some sections are animated for even better perception of information.
 
 
 
 We invite you to visit the updated documentation: https://ls.tenebris.cc/documentation/introduction/
 
 We remind you that in case of questions or requests we are always glad to hear from you on the
following contacts:
 Jabber: [EMAIL]dev.tenebris@jabber.calyxinstitute.org[/EMAIL]
 Telegram: @devtnbrs, @spherechateng (Telegram-group)
 E-mail: [EMAIL]sphere@tenebris.cc[/EMAIL]
 
 We wish you successful and productive work!

Mandator - July 31, 2018, 10:28 am 
Very very nice product going to check your website

int - July 31, 2018, 12:47 pm 
Damn this is interesting. Looks like the new TOR

http://f.vision
https://ls.tenebris.cc/documentation/introduction/


tenebris - July 31, 2018, 2:24 pm 
31/07/18
 
 Friends, today we would like to please you with the long-awaited release, and not one, but two at
once. We have long emphasized the importance of choosing the optimal working environment for
each user, but due to huge changes in quality and capabilities between the 6th and 7th line, the
output of these updates was constantly delayed, which led users to use outdated versions.
 
 We are always very attentive to your requests and wishes, therefore we have done a great job for
all people who prefer an alternative to Windows and MacOS.
 
 Meet - The Sphere 1.1 and Linken Sphere 7.81 (beta) for Linux! 
 
 
 
 We have done our best to preserve the enormous capabilities of the programs and to achieve their
high-quality work on the following systems:
 
 - Ubuntu
 - Linux Mint
 - Kali Linux
 - Gentoo (Calculate Linux)
 - Fedora
 - Debian
 - OpenSUSE
 - Slackware
 - Mageia
 - PCLinux
 - Kubuntu
 
 
 
 Sincerely we thank all users who took part in the early testing of published versions! Despite
stability and positive results in real work, we save Beta status of Linken Sphere for Linux with the
goal of 100% making sure of the same quality work of all available functions of the program, as is
the case with other systems.
 
 In case of problems, questions or requests, we are always glad to hear from you on the indicated
contacts:
 
 Jabber: dev.tenebris@jabber.calyxinstitute.org
 Telegram: @devtnbrs, @devtenebriseng (Telegram-channel), @spherechateng (Telegram-group)
 E-mail: sphere@tenebris.cc 
 
 We wish you pleasant, successful and high-quality work!

tenebris - August 16, 2018, 3:46 pm 
17/08/2018
 
 Friends, we want to bring to your attention an updated version of the free browser for anonymity - 
The Sphere v1.2! 
 
 



 
 We listen attentively to the wishes expressed in chats and themes devoted to our developments
with the goal of creating products that best meet the high expectations of the people using them.
Our team is grateful to all users for feedback and ideas on further improving your favorite work tools!
 
 In this version, a number of bugs have been fixed, and several improvements have been made to
improve the quality of the program's use - a short list of fixes is available in the changelog.
 
 But I would especially like to note a separate point - the browsers Linken Sphere and The Sphere
are widely used among audiences speaking different languages. Previously, the only available
interface language was English. We have done a great job - now meet The Sphere in the five most
popular world languages: English, German, Chinese, Spanish and Russian!
 
 
 
 Surf anonymously, safely and comfortably, being in the native language environment!
 
 Changelog:
 
 - Added: Warning when deleting bookmarks
 - Added: Ability to disable uploading images for a particular identity
 - Added: Readable display of headers with a large number of tabs
 - Added: Multilanguage support
 - Fixed: Clear session session cookies
 - Fixed: Current minor bugs
 
 To get the updated version you need to download it from the official website: The Sphere
 
 We recommend that you join the telegram of the users of The Sphere to receive prompt replies
from the developer:
 @thesphere
 
 We wish you pleasant use!

tenebris - August 21, 2018, 4:56 pm 
22/08/18
 
 Greetings, friends!
 
 We recommend you to get an update to all users who using the free version of The Sphere browser
to 1.3
 
 
 
 Changelog:
 
 - Fixed bug with inability to save the parameter Use dynamic fingerprint
 - Added option Use GPU OpenGL (allows you to use the real resources of the video card to
increase performance and speed, it also helps with problems with built-in graphics cards Intel)
 - Added import and export of bookmarks
 - Added option "Temporary session". When this option is activated, the cookies and localStorage
are not saved, and the session is terminated when the browser exits.
 

https://sphere.tenebris.cc/


 To get the updated version you need to download it from the official site: The Sphere
 
 We recommend you join the telegram of the users of The Sphere to receive prompt replies from the
developer:
 @thesphereeng
 
 We wish you safe and anonymous surfing!

Junx - August 27, 2018, 11:02 pm 
Is it possible for my sessions to store cookies for multiple days? 
 Also can we change MAC address in each session?

tenebris - August 29, 2018, 2:11 pm 
 (Aug 27, 2018 11:02 PM)Junx Wrote: [CITE] Is it possible for my sessions to store cookies for
multiple days? 
 Also can we change MAC address in each session?
 1) Is it possible for my sessions to store cookies for multiple days? 
 
 You mean autosave cookie everytime when you work with it? it works exactly like this
 
 2) Also can we change MAC address in each session?
 
 You can't get MAC-address though browser without Flash, ActiveX, Java. And they all disabled at
our browser

int - August 29, 2018, 4:23 pm 
This looks very nice but also very expensive.

GNUUNG - August 29, 2018, 11:33 pm 
Bump GLWS tenebris, HQ code right here.

tenebris - September 2, 2018, 4:43 pm 
 (Aug 30, 2018 10:09 AM)Junx Wrote: [CITE] Okay thank you for the reply, I have purchased and
been using. I tried contacting for support in jabber but no reply. In a new session the history from my
old session is appearing, like recently traveled websites. Are my cookies being shared between
sessions or just the history?
 1) please write your jabber in PM.
 2) it's just a URL-helper, you don't leak anything, it's safe. Working for whole browser. If you don't
need it - you can disable it here: Menu -> Preferences -> Disable Url-helper

tenebris - September 16, 2018, 3:26 pm 
16/09/2018
 
 Updated config database at configshop, added 90000 fresh configurations 
 
 In case of questions or wishes, we are always glad to hear from you on the following contacts: 
 Jabber: dev.tenebris@jabber.calyxinstitute.org  
 Telegram: @devtnbrs, @spherechat (Telegram-group)  
 E-mail: sphere@tenebris.cc

tenebris - September 20, 2018, 4:23 pm 
21/09/2018
 

http://
https://hackforums.net/showthread.php?pid=57530054#pid57530054
https://hackforums.net/showthread.php?pid=57539935#pid57539935


 The starting post is updated, installed a screenshot of the current version of the program and a new
advertising video
 
 In case of questions or wishes, we are always glad to hear from you on the following contacts: 
 Jabber: dev.tenebris@jabber.calyxinstitute.org  
 Telegram: @devtnbrs, @spherechat (Telegram-group)  
 E-mail: sphere@tenebris.cc

MrSpyrO - September 26, 2018, 1:30 pm 
Vouch for tenebris, a very professional boy, a top quality product, offers what it says, is one or
perhaps the most complete modified browser in our world.

EngineerMe - September 27, 2018, 1:01 am 
saving to come back to. Looks VERY promising

tenebris - September 30, 2018, 5:16 pm 
01/10/2018
 
 Friends, today we are glad to welcome you with wonderful news!
 
 The ability to bypass the most complex checks of anti-fraud systems is a key necessity for products
that are aimed at working with multi-account, anonymity and protection. AF-systems do not stand
still, constantly improving all possible ways of revealing substitutions - from quite banal, but from no
less effective, to really complex and interesting. We are committed to ensuring that Linken Sphere
proudly bears the title of the most high-quality, convenient, friendly and functional antidetect in the
world. Most of the latest updates have been globally aimed at improving the user experience, and
only minor edits have concerned the most important part of your favorite browser.
 
 At the time of the creation of the product, which took already a year and a half (oh, how time flies
..), we put the most advanced at that time ideas and knowledge in the implementation of the highest
quality substitution. We studied competitors and AF-systems under a microscope, spent sleepless
nights testing and fine-tuning all the necessary and most important mechanisms. The accumulated
ideas turned out to be so much that we simply could not put them into the very first release,
continuing to create updates with a frequency that any developer could even envy much less
complicated software.
 
 But the world does not stand still, and all the best must go with the times. A constant analysis of the
progress of anti-fraud led us to the conclusion that the old developments are losing their relevance,
and their refinement will no longer yield the necessary effect. As a result, for several months we
worked hard to create a tool for circumventing the anti-fraud of a completely new level, and now we
are at the finish line. The newest anti-fraud bypass system is built taking into account all the
requirements for successful work with grand AF-systems, including Google, Facebook, PayPal,
Amazon and Ebay.
 
 We did not just finish the built-in Anti-Detect - we created it from scratch, taking into account all our
experience, working on bugs and research experience. Meet - Linken Sphere 7.9 beta!
 
 
 
 In this release, you will not see the usual change log - it is truly huge and worthy to decorate with
version 7.9, which we can confidently call stable.
 
 Now we offer everyone to try out the latest beta-version of the program, available under Windows



and MacOS. This beta can contain certain bugs and problems (not related to the network) that will
be quickly corrected, but we are sure that the result of using it will meet the most bold expectations.
 
 To download the latest beta-version of the program you can click on the link: 
https://dropmefiles.com/7kPqt (In the archive version under Windows and MacOS, you can
download separately).
 
 Successful work, thank you for being with us!
 
 In case of questions or wishes, we are always glad to hear from you on the following contacts:
 Jabber: dev.tenebris@jabber.calyxinstitute.org
 Telegram: @devtnbrs, @spherechateng (Telegram-group)
 E-mail: sphere@tenebris.cc

tenebris - October 2, 2018, 6:14 pm 
03/10/2018
 
 Friends, we are grateful to you for using the beta version 7.9 and quality feedback! Thanks to you,
we have found and quickly resolved serious problems in its functionality. In particular, problems
associated with black screens, crashes and the inability to select fields, plus some important errors
in antidetect (WebGL, clientRects, Resolution) were fixed.
 
 We invite all beta-testers and just those who want to be the first to try out the most progressive
developments to download the updated release - 7.91 beta. We hope you like it!
 
 
 
 Link to download the updated program: https://dropmefiles.com/Fbkr1 (Installers for Windows and
MacOS, can be downloaded separately)
 
 We are ready to thank users for each bug found in the updated version. In addition, all users
participating in testing will receive +7 days of bonus work.
 
 In case of detection of problems or if you have any wishes, please contact us at the indicated
contacts:
 Jabber: dev.tenebris@jabber.calyxinstitute.org
 Telegram: @devtnbrs, @spherechateng (Telegram-group)
 E-mail: sphere@tenebris.cc

tenebris - October 15, 2018, 1:03 pm 
15/10/2018
 
 Hello, friends!
 
 File-sharing services periodically delete downloaded data, so we want to provide a link to the
reloaded archive - Linken Sphere 7.91a
 
 We remind you that this is still a beta version, but we are working hard to provide a modified and
stable version of the program in the near future. Please stay tuned.
 
 In case of questions or requests, we are always happy to hear you on the following contacts:
 Jabber: dev.tenebris@jabber.calyxinstitute.org
 Telegram: @devtnbrs, @spherechateng (Telegram-group)

https://dropmefiles.com/7kPqt
https://dropmefiles.com/Fbkr1
https://dropmefiles.com/0ePdZ


 E-mail: sphere@tenebris.cc

tenebris - October 24, 2018, 5:10 pm 
Dear friends, in the past 48 hours we were busy transferring sites to more powerful servers in order
to increase the stability and quality of their work. We did our best to make this process as smooth
and comfortable for each of the users as possible, taking into account the work in runtime mode. We
want to assume that it was possible. We thank you for the understanding shown in connection with
the temporary unavailability of personal accounts and the confidential shop, and we are pleased to
announce that the full functionality of the usual functionality and all related sites has been restored.
In order to compensate for possible problems and inconveniences, we add a week of use for all
active users of the program.
 
 We continue to support older versions of the software in order to ensure you the maximum freedom
of choice - at the moment all users using older versions can continue to work as usual.
 
 In addition, we want to inform you that the cracked versions of the software stop their work. We
offer to those who have used the crack to go over to our side - we have cookies :-)
 
 We wish you a pleasant, successful and stable work - we make every effort for this every day.
Thank you for being with us!

tenebris - November 20, 2018, 5:26 pm 
-25% for all licenses of Linken Sphere for Black Friday - only 3 days of crazy discounts!
 
 
 
 This happens only once a year! Friends, we are pleased to announce a week of crazy discounts on
licenses for Black Friday - only three days in order to significantly save money when you buy Light,
PRO and Premium licenses. You do not need to perform any additional actions - simply purchase or
renew a license with discount of 25% automatically on the official website: https://ls.tenebris.cc/
 
 This offer is valid from Wednesday 21.11.2018 to Friday 23.11.2018 inclusive. Do not miss the best
offer!

tenebris - December 31, 2018, 9:19 am 
Friends, another difficult, but intense and important year has come to an end - a year of hard work
and pleasant rest, a year of receiving new knowledge and moving to new perspectives - we hope
that at least he brought everyone closer to his dream!
 
 
 
 Our team heartily congratulates you on the upcoming 2019 year and wishes not to stop at what has
been achieved - we have many new heights, goals, desires, achievements and victories ahead of
you!
 
 We traditionally wish you a wonderful New Year holidays. And in order for you to do everything that
was planned after a great holiday - we give all active users 14 days of bonus use of the Sphere!
 
 We love you! Thank you for being with us!
 
 Happy New Year 2019!

tenebris - January 10, 2019, 10:59 am 

https://ls.tenebris.cc/


 (Jan 1, 2019 08:40 AM)Junx Wrote: [CITE] Is it possible to import cookies with .json format to Linken
Sphere?
 Or to import  Netscape format cookies into Linken Sphere?
 Yes, it possible.
 
 -------------------------------------------
 
 09/01/2019
 
 Updated configs at the configshop, added 30,000 fresh configurations
 
 In case of questions or wishes, we are always glad to hear from you on the following contacts
 
 Telegram: @devtnbrs, @spherechateng (Telegram-group)
 E-mail: sphere@tenebris.cc

tenebris - August 8, 2019, 12:54 am 
04/08/2019
 
 Hello friends! Since the last major update, which was greeted with warmth and impatience, we have
received a huge amount of feedback from you, our users. Without stopping the constant painstaking
work on improving the browser, we carefully examined your requests and wishes, as well as reports
on possible problems.
 
 We carefully studied all the possible problems and solutions to the wishes and bring to your
attention the most perfect and stable version of Linken Sphere - 7.995!
 
 
 
 In addition to fixed problems and a significant increase in stability, a key feature of this version is an
amazing solution that allows you to bypass one of the most advanced methods of identifying users
over the network: TLS Fingerprint. We also continued the development of product network modules,
which will undoubtedly significantly improve the quality of your work.
 
 And now in more detail:
 
 The antidetect that protects against identifying browser parameters can be infinitely good, but
modern AF systems have the ability to determine your activity by carefully analyzing the network
fingerprint using a handshake SSL detection. This type of detection began to be used relatively
recently, but at the moment it is increasingly common. The combination of browser/OS parameters
and SSL handshake in some cases allowed AF systems to link your activity, which could
significantly affect the productivity of your work. The latest version solves this problem thanks to the
powerful functionality of replacing the necessary parameters!
 
 Check the operation of TLS Fingerprint and the protection of the Linken Sphere by the example of
the service https://ja3er.com
 
 
 
 Due to the fact that a significant part of modern AF systems is paying more and more attention
precisely to the user's network activity, carefully analyzing any possible deviations, it becomes
extremely important that, with all the huge capabilities of the built-in proxy, the direct operation of the
compounds is as transparent as possible for possible analysis. We are consistently working on

https://hackforums.net/showthread.php?pid=58077068#pid58077068
https://ja3er.com


improving the network module both in terms of speed and correct display of web pages, and in order
to minimize the risk of identifying unusual network activity, therefore, we have made significant
changes to the DNS operation mechanism. In the latest version, we present asynchronous DNS
operating in multithreaded mode! Now, the search engine mechanism for the optimal server is
completely identical to the operation of a regular browser, which can significantly speed up page
loading, and also improves the quality of network antidetect in general. Also, in the new version, the
network functionality of the Mac was updated - the version of the program, which will significantly
improve the comfort and quality of use for users who prefer Apple systems.
 
 Changelog:
 
 - Added: TLS Fingerprint bypass (verification using the example https://ja3er.com)
 - Added: new asynchronous DNS engine
 - Added: Network Module Update for Mac
 - Fixed: tabs crash when searching on amazon.com with non-Chrome configs
 - Fixed: various crashes when deleting a session or closing in the left menu
 - Fixed: possible incorrect display of device-width and device-height on some checkers
 - Fixed: WebRTC bug when changing connection to Tor
 
 The most current version of Linken Sphere is already available for download in your personal
cabinet!
 
 We are very grateful to our users for the quality feedback and thank you for your choice! In the near
future, we plan to introduce the revolutionary 8th version of our favorite product - please stay with us
and stay tuned!
 
 Our team is always happy to receive feedback on the following contacts:
 
 Telegram: @devtnbrs, @devtenebriseng (Telegram-channel), @spherechateng (Telegram-group)
 Forum: forum.tenebris.cc
 E-mail: sphere@tenebris.cc

tenebris - September 13, 2019, 2:18 pm 
13/09/2019
 
 Friends, we highly recommend getting the Linken Sphere update to version 7.996!
 
 
 
 This is an ongoing update aimed at optimizing the program and fixing current bugs and problems.
Significantly improved browser stability in a variety of modes and working conditions. The latest
version is already available in your account.
 
 Also, the configshop has been updated - added 80,000 fresh configurations.
 
 We wish you a pleasant and successful work!
 
 Our team is always happy to receive feedback on the following contacts:
 Telegram: @devtnbrs, @devtenebriseng (Telegram-channel), @spherechateng (Telegram-group)
 Forum: forum.tenebris.cc
 E-mail: sphere@tenebris.cc

tenebris - November 27, 2019, 5:04 am 

https://ja3er.com


 
 27/11/2019
 
 You were waiting for this day and it has arrived - this happens only once a year! Friends, we are
pleased to announce a week of incredible discounts on Black Friday products — just three days to
purchase Light, PRO and Premium licenses at a fantastic price! There is no need to take any
additional actions - just purchase or renew your license with a 25% discount automatically on the
official website: https://ls.tenebris.cc
 
 The holiday discount is available from Wednesday 11/27/2019 to Friday 11/29/2019 inclusive. Do
not miss the best offer!

tenebris - July 4, 2020, 7:08 am 
04/07/2020
 
 Hello friends! On this day, exactly three years ago, Linken Sphere's first commercial theme was
released. It was so recently, and at the same time a very long time - over the years we have
observed around us the global changes in the world, technology and game rules. Over the past
1095 days, a lot of things around us have changed beyond recognition, but the basic values for us
have remained unchanged: we are also striving to create the best of its kind product, and users of
the Sphere are our family, our circle. And we will continue to make every effort to ensure that while
working with the products of our team you feel our care and responsibility.
 
 
 
 And in order to express our appreciation and solidarity, we accrue bonus three weeks of work to all
active users of the product. Thank you for being with us all these years - we work for you!

tenebris - June 3, 2021, 11:10 am 
09/09/2020
 
 The database of built-in configurations and the configshop has been updated with the use of an
improved principle of selection and filtering of material obtained when collecting traffic. More than
120,000 new high-quality configs have been added, outdated configurations have been removed
from databases and configshop.
 
 We wish you successful and productive work!
 
 Our team is always happy to receive feedback on the following contacts:
 
 Telegram: @devtnbrs2020, @devtenebriseng (Telegram-channel), @spherechateng
(Telegram-group)
 Forum: forum.tenebris.cc
 E-mail: sphere@tenebris.cc
  27/11/2020
 
 Hello friends!  We wanted to write a lot of introductory text here, and we really wrote it, but,
perhaps, there is nowhere to pull, and it is worth identifying the answers to the most important
questions:
 
 Why so long?
 
 This update differs from the others in that a lot of time has passed between stable releases, which

https://ls.tenebris.cc


is not typical for our product.  We regularly realized multiple alpha versions to get feedback from
users in real-time so that we can pay attention to essential things in the work of a completely new
engine as accurately as possible. At the beginning of the year, we were faced with a number of
problems with resource authorizations, which were due to massive updates to the security policies
of leading web services.  These problems have led to the need to recreate our software from scratch
and make a truly powerful and modern solution. Monumental work led to excellent results, and we
are ready to share with you!
 
 What has changed?
 
 We had to do a lot of work to provide the most potent working tool in 2020, despite the rapid
development of AF systems and the latest identification methods.  We have created a new level of
quality, a product capable of performing a wide variety of functions in a wide variety of tasks.
 
 Now let us introduce the long-awaited update - Linken Sphere 8.4 beta!
 
 
 
 Traditionally, the most important element for performance is the competent performance of basic
tasks because, without them, no additional functions and decorations make sense.  The current
situation in the world of the development of detection systems has led to the need to use completely
new approaches to development to preserve and increase the browser's capabilities.
 
 Meet Antidetect 3.0!
 
 
 
 In this version, the mechanism for replacing configurations sent by the browser has been
completely redesigned. This is because in this version we do not use deleting or adding prototypes,
as it was before, now we work with web class templates directly. This gives a higher level of
substitutions, which undoubtedly increases the throughput of all kinds of detections:
 
 1. Developed full-fledged configs, copying their features, the list includes the following: Chrome,
Safari, Firefox, Opera, IE, Edge. This was done in order to improve the performance of methods that
act as generating fingerprints, in particular:
 - Added CSS-features of browsers, custom style rules inherent only to certain types, methods for
handling styles, such as MatchMedia, ComputedStyle, cssText, etc.
 - Added browser features for string representations of web classes
 - Added graphical features of browser types, namely support for certain graphical formats
corresponding to this type
 - Modernized substitution of WebRTC for the impossibility of defining native DNS through pseudo
stun-servers that are involved in extracting data from webrtc (example of such a check:
browserleaks)
 - The mechanism for generating the ClientRects fingerprint has been redesigned, in this
functionality the uniqueness is achieved by changing the matrix of DOM objects, which made it
possible not to use scaling, which is fixed by AF systems
 - Added "smart" salt to Canvas fingerprints, which allows not to affect the work of tracking images
used to collect marketing data and is generated in case of collecting fingerprints
 - Added customization of browser types when collecting parameters from Modernizr
 - Added correspondence of the main objects to their real prototypes for each type of browser, such
as Navigator, Window, Document, Element
 - Added event correspondences for each type of browsers, including their customizations
 - Added custom web classes inherent in different types of browser



 - Added SpeechSynthesis module with appropriate substitutions depending on useragent data
 - Added support for string representations of js-objects, depending on the data of the useragent
 - Added full emulation of window.chrome object for Chrome settings without any leaks when using it
 - Randomized navigator.deviceMemory parameter when creating a new session
 - The battery is set to true by default
 - DoNotTrack is set to null by default
  
 2. Updated WebGL:
 - Added a full-fledged WebGL engine with all the capabilities that regular browsers have, with
appropriate substitutions
 - Added the ability to use native WebGL without spoofing
 - Redesigned the mechanism for substitution of parameters from fingerprints, which allows using
WebGL without losing functionality - Improved salt in pixel generation, which allows you to bypass a
number of tests for its detection
  
 3. Updated screen emulation:
 - Added the ability to emulate any screen of fingerprints, regardless of what screen is on the
physical computer. In the case when the Viewport goes beyond the physical screen, all content is
placed in a container with scrolls, similar to the implementation of this functionality in virtual
machines
 - Added the ability to change the pixel density, color depth, screen orientation at the physical level
 - Added adaptation of CSS parameters to screen emulation
 - Updated and stabilized the touchscreen emulator
  
 4. Updated network module, improved socket work, improved DNS module:
 - The network logic has been completely moved to the Chromium network engine, which made it
possible to remove the Proxificator network helper application, which previously served as a local
proxy server and created a ping that could be identified
 - Modified socks-classes of the Chromium engine, adapted for LinkenSphere network tasks
 - Improved DNS module, added DNS bindings
 - Improved and optimized SSL fingerprint generators
 
 5. Updated cookie engine:
 - Redesigned CookieMonster module, in accordance with the tasks of LinkenSphere
 - Fixed bugs in setting cookies when using asynchronous methods
 - Added events for setting, deleting, adding Cookies for multi-profile systems
 - Reduced timing between saving Cookies on the server, which will reduce the risk of possible loss
of Cookies
  
 6. Updated LinkenSphere engine:
 - Fixed a bug with the completion of profiles, when deleting it, a crash could occur
 - Improved performance of interaction with Chromium threads
 - Improved rendering performance when using graphics acceleration
 - Improved mechanism for checking network connections
 - Fixed bugs related to cookies
 
 7. Updated framework to the latest up-to-date version:
 - Updated Chromium engine
 - Updated TOR
 
 In addition, all this time we have been carefully collecting feedback from users and consistently
fixing bugs and software bugs, increasing its versatility, reliability and stability. This is a work
invisible at first glance, behind which there is a huge amount of tests and communication with



clients. In the updated version, more than 100 various bugs and problems were fixed, and below is a
changelog with only the most significant points:
 
 Fixed:
 - Bug with saving LocalStorage to a folder available for recording when starting the first session.
Now the recording is stable without the need to manually launch the program as administrator
 - Bug with saving old config parameters when changing UserAgent
 - Problems at high resolutions
 - Bug with changing Language (after the changes made, the old language parameters of the
session are saved)
 - Bug with loading Cookies via Session setup
 - Bug with the impossibility of direct login to Gmail
 - Bugs with huge extra fields when opening drop-down lists on the page
 - Bug with Service Worker performance
 - Problems with the WebEmulator
 - Bug with double downloads
 - Bugs with WebVR, speech, touch on Windows
 - Possible crash when deleting session with cleanup
 - Bug with deleting from list of Automator
 - Bug with websocket work, in particular DNS customization for them
 - Bug with displaying special characters when outputting speech (for example, hieroglyphs and
Arabic script)
 - Bug with the inoperability of Jivosite
 - Bug with windows when importing Cookies
 - Bug with loading Cookies for a new session
 - Bug with incorrect vendor
 - Bug with windows export/import cookies
 - Bug with the Automator (cleaning of tables)
 - Bugs in Modernizr: localizedNumber (added for Opera, Chrome), web, webpalpha,
webpanimation, webplossles (removed for safari, ie, edge), exiforientation (added for chrome, safari,
opera, firefox), htmlimports (removed for chrome ), hairline (removed for chrome macOS),
csstransformlevel2, (added for Firefox), shapes, datachannel (removed for Edge)
 - Bug with the appearance of the Default session (empty tabs) when deleting sessions, sending to
the archive, etc.
 - Bug with dropbox.com when viewing photos
 - Bug with eternal loading on web.skype.com
 - Bug with the sms input field and transaction history in money.yandex.com
 - Bug when logging into vk.com account
 - Bug with chaotic movements on en.zalando.de when pressing the sort buttons
 - Bug with not working blocking Canvas (Block canvas output)
 - Bug with clipboard on alligator.io
 - Bug with packetstream.io proxy inoperability
 - Bug with endless loading of search results on lastminute.com
 - Bug with broken captcha slider on www.coinbene.com
 - Bug with infinite redirect and crash on www1.ticketmaster.com
 - Bug with a constant request to update the browser on music.amazon.com
 - Problem with True Browser Core and Private Browsing Mode settings on www.deviceinfo.me
 - Bug with parameters Inner/Outer Width/Height
 - Bug with battery detection on www.deviceinfo.me
 - Problem with Airsocks Proxy inoperability in Socks5 mode
 - Bug with saving localStorage when creating a session with the same name
 - Bug with a possible crash when creating backups
 - Problem with Outlook mail functionality

http://www.coinbene.com
http://www.deviceinfo.me
http://www.deviceinfo.me


 - Bug with displaying the "Security" tab in Dev.Tools
 
 - Bug with displaying content and sound in pokerstars.com
 - Bug with registration on gamestop.com
 - Bugs with filters in Google Mail (Gmail)
 - Bugs with huge extra fields when opening drop-down lists on the page
 - Bugs with changing the DevicePixelRatio parameters
 - Bug with long loading of the store.google.com website and increased load on the system
 - Bug with Manual time setting from the drop-down list
 - Bugs with notification windows when downloading Cookies
 - Bug with outlining elements on some types of configurations
 - Bug with WebRTC leak when it is disabled
 - Bug with browser crash when contextual clicking on Network Pattern Manager
 - Bug with a random change in Custom Plugins when using configurations from the configshop
 - Bug with the inability to select a folder when saving a page
 - Bugs with import and autologin by Cookies after successful import of Cookies and the need to
double-load Cookies
 - Bug with browser crash (gray screen) with Russian characters in the session name
 - Bug with possible virus detection in the installer when using Virustotal
 - DNS leak bug during DNS Leak Test (display of real DNS in addition to DNS proxy)
 - Bug with downloading/opening PDF files
 - Bugs with the performance and display of Youtube
 - Bug with LocalStorage performance after browser restart
 - Bug with saving Password Autofill when logging in/registering on sites
 - Bug with leaking LocalStorage when starting the first session
 - Bug with the resolution of the working window when opening "Clone Tab in New Window"
 - Bug with proxy performance proxy-cheap.com
 - Bug with changing Language by checker
 - Bug with Check Proxy/GEO freezing on sequential click
 - Bug with camera emulation
 - Bug with GeoSurf proxy functionality
 - Bug with loading pages on StubHub.com
 - Bugs with eternal loading and the impossibility of login on the site parimatch.ru
 - Bugs with the substitution of AudioFingerprint on the configs of MacOS Safari, iPad Safari, iPhone
Safari
 - Bug with the performance of the proxy stellarproxies.com
 - Bugs with downloads on cex.io website
 - Bugs with the launch of some onion sites when using TOR
 - Bug with the performance of the Alert command in Inspect This Page—> Console
 - Bug with clearing localStorage via Menu -> Session manager -> Clear cookies, localStorage
 - Bug with possible leak of UserAgents of the QtWebEngine engine
 - Bug with displaying parameters [api] webvr and activeVRDisplays
 - Bug with the performance of the proxy astroproxy.com
 - Bug with the substitution of the navigator.vendor parameter when it is changed
 - Mismatch of Service Worker parameter in Navigation Checks
 - Bug with the mechanism of substitution of ServiceWorker parameters when using them for
identification by js parameters
 - Bug with performance on help.walmart.com
 - Bug with WebRTC tests on popular browsers of various versions by Whoer, Whatleaks,
Browserleaks
 - Improved Safari profile in the context of fixing the problem with the audiomodule and other
incorrectly working js components
 - Fixed a bug with Bluetooth, in particular, added new methods for the correct display of data



 - Fixed bug with quick cleaning menu on Windows
 - Bug with saving data to the Automator on closing the window. Initially, the mechanism was
designed to save tasks after activating the automator, so they were not saved when creating tasks
and closing the window.
 
 Also, we have completely updated the built-in and paid configurations, as well as the MaxMind
geobase - everything that is necessary for maximum quality and efficiency of your work! We
responsibly declare that today Linken Sphere is the most powerful boxed antidetect solution in the
world.
 
 What's next?
 
 The version presented today is an intermediate between test alpha builds and a full-fledged stable
release with updated usability and interface, which was announced a year ago. The need to
preserve and enhance the basic performance of the product has led to the postponement of the
release of a version with an updated design, but this release gives the green light to a new product
that is on the home stretch.
 
 
 
 Due to the large number of test versions, we have moved away from the usual and logically
understandable version numbering, so we do not plan a global release in line 8, and the version with
the updated design will receive number 9. We are currently working on optimizing the frontend for its
smooth and harmonious work.
 
 The new release is already available in your personal accounts for both Windows and MacOS.
 
 We wish you the most productive use of the new version's features! In case of problems or
questions, everyone is also happy to hear you in the ticket system or at the specified contacts:
 
 Telegram: @devtnbrs2020, @devtenebriseng (Telegram-channel), @spherechateng
(Telegram-group)
 Email: sphere@tenebris.cc
  04/12/2020
 
 Hello friends! We offer to get a browser update to version 8.5 beta
 
 
 
 The previous version, which was published a week ago, has incorporated a huge number of
changes. Despite our efforts in deep testing, in the real world, we encountered performance
problems for a number of users. Thanks to the feedback, we found and fixed errors that led to
undesirable manifestations in the program. As a result, the new version is more stable, efficient and
faster for both Windows and MacOS.
 
 Here is a short changelog of the changes made:
 
 - Fixed a possible crash due to lack of resources (could manifest itself in users using virtual
machines)
 - Fixed a possible crash when importing Cookies
 - Fixed possible DNS leak during DNS Leak Test (it was announced in the last release, but in some
cases it was inoperable)
 - Added DNS to Preferences (by default, using a universal address without geo-location)



 - The battery parameter is set to true by default (it was announced in the last release, but was
inoperative)
 - The deviceMemory is set to 2,4,8 by default (was random)
 - Fixed a bug with the archive of sessions, when after actions a list of regular sessions was
displayed instead of archived ones
 - Increased the speed of the program by optimizing the resources used
 
 Considering that the last release was executed simultaneously with the start of the Black Friday
sale, and many users renewed or purchased a license a week ago, during which they encountered
difficulties in work, and we cannot establish the exact number of customers with problems, we made
a decision add 7 bonus days of work to all active users of the product.
 
 We are confident that the performed work on the errors will make the work with the browser more
stable and of high quality. If after the update you continue to encounter problems or errors, please
write to us - we will make every effort to resolve each issue individually.
 
 The new version is already available in personal accounts. We wish you successful work, we are
always glad to hear from you at the following contacts:
 
 Telegram: @devtnbrs2020, @devtenebriseng (Telegram-channel), @spherechateng
(Telegram-group)
 Email: sphere@tenebris.cc
  Friends, due to temporary technical problems, the official @devtnbrs account is currently
unavailable. New telegram account for communication: @devtnbrs2020. Please carefully check both
bio and username while contacting to avoid possible scams. All users with incomplete dialogs can
write to the new login. We are sorry for the inconvenience. If the original account is restored, we will
inform you additionally.
  15/05/2021
 
 Hello friends!
 
 We have not published global updates for a long time, but all this time the work continued to boil,
which was expressed in a large number of intermediate versions that were issued to those wishing
to help us test the product. Your help and feedback has helped us make significant progress in
solving a large number of old and new bugs. The testing results of the latest version are very
encouraging, so we thought it was time to bring you a big new update.
 
 Meet the powerful and reliable - Linken Sphere 8.74 beta!
 
 
 
 In this version of the program, a lot of attention was paid to correcting errors, increasing the stability
and quality of the program components. Dozens of hours of testing and operational changes made it
possible to create a version that should work stably and quickly on most popular systems. We have
solved problems with displaying elements and layout on a number of sites, made the built-in proxy
faster and more reliable thanks to a complete update of the network module - this will also allow us
to use a sufficiently large number of SSH tunnels and proxy services that were previously
unavailable. Also, problems with windows, scrolls, buttons, interface elements and others have been
fixed - the changelog presented below sufficiently demonstrates the amount of work that has been
done since the last release.
 
 Work on the built-in antidetect did not stop either. Modern AF systems constantly pose new
challenges, and in order to maintain an acceptable bypass quality, regular improvements of the



built-in modules are required, and in order to preserve the relevance of the technologies used for as
long as possible, starting with this version, we decided to move away from their detailed description,
limiting ourselves to general ones. So, along with the global update of the browser engine, we have
completely updated all built-in antidetect models: Fonts, Canvas, WebGL, and a large number of not
so global, but no less important things. In addition, a new system for filtering configs in real time was
launched, which significantly improved their quality. Also, the necessary changes were made to the
work of the old modules in order to make it possible for them to work correctly with the updated
configuration collector.
 
 The volume of improvements is impressive, and the presented version, according to our intention, is
the latest beta in this line, and based on your global feedback, we plan to present the official stable
version of the program.
 
 Short changelog:
 
 - The engine has been updated to match the modern parameters of Chrome, the stability and
speed of the program has been significantly increased
 - Completely updated network module, which led to an increase in the speed and reliability of the
connection
 - Changes have been made to speech
 - Made a number of improvements in the DOM and HTML modules
 - Modified and updated Canvas substitution module
 - Improved and updated webaudio substitution module
 - Improved and updated Fonts substitution module
 - Improved and updated module for spoofing WebSocket
 - Improved and updated WebGL substitution module
 - Redesigned WebRTC substitution method
 - Randomized the depth value of the resOverflow parameter
 - Improved work of profiles and communication of updates in sessions
 - Updated js objects for Safari and Firefox profiles
 - Adjusted configs for passing a number of new tests used in AF systems
 - Updated a number of CSS3 profiles
 - Improved window.chrome object in configs for Chrome
 - Updated OpenGL libraries on Windows
 - Fixed and improved PDF Chrome plugin
 - Fixed presence and order of various navigator objects to match modern versions of Chrome
 - Fixed iFrameChrome parameter, displaying window.chrome object in iframes with empty
preloaded content
 - Fixed a bug with using the "Use fake wRTC" checkbox and activating the "wRTC off" mode
 - Fixed and improved parameters Storage: IndexedDB
 - Fixed bugs with the performance and display of a number of sites, for example: Youtube, Gmail
 - Fixed inconsistencies in Navigation Checks parameters (web worker and shared worker)
 - Fixed problems with the proxy-cheap.com proxy
 - Fixed problems with the packetstream.io proxy
 - Fixed problems with Service Worker and endless redirects in search (example: on mail.ru on
mobile configs)
 - Fixed crash when deleting session via Session Manager
 - Fixed a bug with clearing localStorage via Clear data
 - Fixed bug with Gmail and Cookies Mismatch
 - Fixed a bug with the indentation of the physical screen
 - Fixed a bug with displaying buttons and interface elements on a number of sites
 - Fixed a number of bugs with saving Cookies, optimized Cookies
 - Fixed string display of js functions for different types of browser in v8 engine



 - Fixed possible bug with extra screen padding on mobile configs
 - Fixed display of the page when using the connection type "No proxy" or "SSH"
 - Fixed bug with password autofill
 - Fixed a possible crash when trying to enter the Session archive
 - Fixed a possible bug with the lack of horizontal scrolling
 - Fixed work in touchscreen mode
 
 Together with the launch of the update, we also completely update the built-in and paid
configurations - for maximum results, we recommend to use new sessions with updated configs!
 
 We hope that this update will significantly improve your work results and be as reliable as possible!
In case of problems or questions, everyone is also happy to hear you in the ticket system or at the
specified contacts:
 
 Telegram: @devtnbrs2020, @devtenebriseng (Telegram-channel), @spherechateng
(Telegram-group)
 Email: sphere@tenebris.cc
  05/28/2021
 
 Hello friends!
 
 We recommend getting a browser update to version 8.77
 
 
 
 This is an interim update aimed at improving the stability of the program. After the publication of the
last major update with the new engine, we received feedback on a number of problems with the
performance of some sites and built-in functions, resulting from which we made hotfixes.
 
 Brief changelog:
 
 - Fixed: possible problems with the "Paste like human print" function
 - Fixed: bugs with adding products to the cart on several sites (for example, Apple.com)
 - Fixed: possible bugs in the functioning of functions on some sites (for example, Victoria's Secret)
 - Fixed: possible bugs with authorization on several sites (for example, Binance.com,
Microsoft.com)
 - Fixed: problem with setting Aliased Point Size Range value in WebGL 1.0
 - Fixed: bug with randomization of Custom Plugins on some configs from Configshop and Config
Manager
 - Fixed: residual data of identical sessions when deleting without clearing data
 
 The update is already available in your personal accounts. In case of problems or questions,
everyone is also happy to hear you in the ticket system or at the specified contacts:
 
 Telegram: @devtnbrs2020, @devtenebriseng (Telegram-channel), @spherechateng
(Telegram-group)
 Email: sphere@tenebris.cc

mrbones2015 - June 3, 2021, 12:24 pm 
In my opinion, some options should be added.
 
 For example, the MAC change between each session and it also leaks Internal ips.
 



 To see if you have Internal Ips leaks, you just have to use the browser and on the web 
www.check2ip.com, in the Internal IP section, N / S should appear

HUIU - June 4, 2021, 6:54 pm 
Ever since i used this SW back in 2019, my life changed
 
 +1

RAMADHAN HUSSEIN - August 23, 2021, 1:04 pm 
This looks very nice but also very expensive.

 

http://www.check2ip.com

