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Thread: priv escalation for Linux ubuntu 3.2.0-107-generic #148

lazy_kasi - July 26, 2017, 9:26 pm
I'm desperately in need of help in this issue.

www-data@ubuntu PHP> system_info
[-][cd] Failed cd ".": no such directory or permission denied

R —— s +
| Cllent_lp | *kkkkkkkkkkkkkkkkkkkkkk |

| max_execution_time | 30 |

| script | images/avatars/k_backdoor.php |

| open_basedir | |

| hostname | ubuntu |

| php_self | images/avatars/k_backdoor.php |

| script_folder | lvarlwww/images/avatars |

| uname | Linux ubuntu 3.2.0-107-generic #148-Ubuntu SMP Mon Jul 18 20:22:08 UTC
2016 x86_64 |

| pwd | /'var/www/images/avatars |

| safe_mode | True |

| php_version | 5.3.10-1ubuntu3.26 |

| dir_sep |/ |

| os | Linux |

| whoami | www-data |

| document_root | /var/www |
R — o +

Tried meterpreter also

meterpreter > Is
[-] stdapi_fs_stat: Operation failed: 1

meterpreter > shell
Process 8158 created.

Channel O created.
[-] core_channel_interact: Operation failed: 1

pls help

Thanks??
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