Forum:Hack Forums

Thread: [SOURCE CODE] AutolT runtime crypter source [public stub]

CleanCarrot - July 31, 2017, 1:29 pm

Hello everyone, today I'll give you out the source code of my first crypter written in autolT. The stub
source is a public one, | keep the private one, but still the builder and everything is functional and
fully written by me. Every function is written by me too, so here it is:

The builder:

Spoiler (Click to View)

The public Stub:
Spoiler (Click to View)

The junk code funtion:
Spoiler (Click to View)

Okay, this is it.

This script includes:

-junk code generation

-icon changer

-file informations randomizing

-randomizing the stubs variables and function names

This crypter works with aut2exe.exe.

So | hope | helped out some of you, and now I'm finally rid of this source ;)

Cheers ?

Mr.DoomHead - July 31, 2017, 2:14 pm
Pretty cool of you to release the source for this.. ?
I'm sure a lot of people will benefit from you doing this

AdmiralHere - July 31, 2017, 2:16 pm
That's super awesome of you sharing it, if we have any questions would you be cool if we came to
you? Thank you.

CleanCarrot - July 31, 2017, 2:32 pm

(Jul 31, 2017 02:14 PM)Mr.DoomHead Wrote: [CITE] Pretty cool of you to release the source for
this.. ?

I'm sure a lot of people will benefit from you doing this

Thank you ;D That's actually the purpose :)

(Jul 31, 2017 02:16 PM)AdmiralHere Wrote: [CITE] That's super awesome of you sharing it, if we
have any questions would you be cool if we came to you? Thank you.
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Hey, sure you can ask every question you want but please ask them on this thread , so that | can
answer it one time only

?

SMS4VERIF - July 31, 2017, 4:51 pm
Yeah very good source, clean.
Thanks you!

CleanCarrot - August 1, 2017, 2:00 am

(Jul 31, 2017 04:51 PM)BeRich Wrote: [CITE] Yeah very good source, clean.

Thanks you!

You're welcome. If you have any question about it don't hesitate to ask me, I'll try to explain it as
clear as | can.

Cheers

WOOF - August 2, 2017, 5:15 pm
You the bomb dude!! Thank you!

LordBed - August 3, 2017, 2:47 am
seem's good release thanks :=)

Uiqueblhats - August 3, 2017, 2:50 am
Good release thanjs for releasing it for free instead of selling it

CleanCarrot - August 7, 2017, 3:31 am

(Aug 3, 2017 02:50 AM)Uiqueblhats Wrote: [CITE] Good release thanjs for releasing it for free
instead of selling it

Yeah | only hope that some skidds wont copy this code and sell it..

This is why | wanted to sell it, but finally here I just gave up, and here it is for everyone.

V3rmlsCool - August 7, 2017, 3:53 am
Thanks! Will learn from this alot

currentlytheradersbn - August 11, 2017, 8:44 am
Thank you but

These errors are occurring. Would you give me some advice?

http://prntscr.com/g7a9i0

http://prntscr.com/q7aa6f

Vitani - August 11, 2017, 8:48 am
Nice release. Saving this thread for later. You should probably put the code in some spoilers though.

Code [sp] code here [/sp]

CleanCarrot - August 12, 2017, 11:24 am
(Aug 11, 2017 08:48 AM)Vitani Wrote: [CITE] Nice release. Saving this thread for later. You should
probably put the code in some spoilers though.
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Code [sp] code here [/sp]
Yeah, thank you I'll do this

shadowmythdude - August 12, 2017, 6:03 pm
Woah! Thx! I'll use this to study programming

currentlytheradersbn - August 13, 2017, 5:03 am
Thank you for everytinhg can anyone help me?

masterpill - August 13, 2017, 5:53 am
Very good source code and awesome release. Keep it up!

Also, it would be better if you could host your project on Github :)

CleanCarrot - August 28, 2017, 3:01 am
(Aug 13, 2017 05:03 AM)currentlytheradersbn Wrote: [CITE] Thank you for everytinhg can anyone
help me?Yeah sure, post your questions bellow I'll try to answer them.

(Aug 13, 2017 05:53 AM)masterpill Wrote: [CITE] Very good source code and awesome release.
Keep it up!

Also, it would be better if you could host your project on Github :)
Yeah, I'll do this I think, so | can get some credits ;)

Marriot170 - August 29, 2017, 8:43 am

(Aug 7, 2017 03:31 AM)Cleancarrot Wrote: [CITE] Yeah | only hope that some skidds wont copy this
code and sell it..

This is why | wanted to sell it, but finally here I just gave up, and here it is for everyone.Im giving it a
month (or even less) before someone starts selling this rethemed here.

Anyways, thank you for the share.

991z3r0 - August 29, 2017, 8:55 am
Damn awesome release man great work. I'll check back to this later.

asmy - August 29, 2017, 9:43 am
thanks for good work and share us your work

CleanCarrot - August 29, 2017, 11:32 am

(Aug 29, 2017 08:43 AM)Marriot170 Wrote: [CITE] Im giving it a month (or even less) before
someone starts selling this rethemed here.

Anyways, thank you for the share.

Maybe yeah, | hope not...

worldreborn - August 30, 2017, 9:11 am
nice source. seem's great contribution.

blackdark22 - August 31, 2017, 7:36 am
best thread i have come across. pls answer ur PM

krysOft - September 15, 2017, 2:23 am

Hi, first of | thanks for share this code, because | love autoit and its good to see someone that doing
something serious in this language like this :) Can you someone explain me what doing the last line
of code after crypted
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Code $SDER = _Crypt_DecryptData($bBinary, "XXXXXXXXXxXxxx', 26128)

yYyyyyyyyyy($SDER)
Okey, $SDER variable loaded by the original binary code using the crypt library, but what doing the

unknown function under this? Compiler says that is unknown function and | can't found some
connection with it and analyze what doing. Thanks for asnwers.

EDIT: x and y presenting random string for sure :D

CleanCarrot - September 15, 2017, 10:09 am

(Sep 15, 2017 02:23 AM)krysOft Wrote: [CITE] Hi, first of | thanks for share this code, because | love
autoit and its good to see someone that doing something serious in this language like this :) Can
you someone explain me what doing the last line of code after crypted

Code $SDER = _Crypt_DecryptData($bBinary, 'XXxxXxxxxxxxxx', 26128)

yyYyyyyyyyyy($SDER)
Okey, $SDER variable loaded by the original binary code using the crypt library, but what doing the

unknown function under this? Compiler says that is unknown function and | can't found some
connection with it and analyze what doing. Thanks for asnwers.

EDIT: x and y presenting random string for sure :D

Hey,

This "yyyyyyyy()" function like you have is the function to run the source code of your encrypted file
in memory.

But there is a problem with it's name, it should be random and not just "yyyyyyyyyyy".

Make sure you made a folder "includes" with "Junkcode.au3" in it.

If it still doesn't work, give more details.

Cheers ??

krysOft - September 15, 2017, 10:47 am

Thanks for fast response. | just use the "yyyyyyy" for example but in fact there is some random
generated string. Compiler giving me unknown function name and | try to search in code but nothing
was found that compiler was right, where it should be this function? If | understand well that can be
some func to doing in-memory execuiton? Thanks :)

Vexixi - September 15, 2017, 12:34 pm

| don't understand all these people saying this is a good release...

I mean thank you for this source but... a crucial file named "crypt.au3" is missing, I've seen it's used
in the source code of the builder and it's correlated to the stub too, so why you didn't release this
file? What's written inside crypt.au3? Without that file this crypter can't work.

krysOft - September 16, 2017, 12:37 am

(Sep 15, 2017 12:34 PM)Vexixi Wrote: [CITE] | don't understand all these people saying this is a
good release...

I mean thank you for this source but... a crucial file named "crypt.au3" is missing, I've seen it's used
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in the source code of the builder and it's correlated to the stub too, so why you didn't release this
file? What's written inside crypt.au3? Without that file this crypter can't work.

| used the basic crypt.au3 from autoit include folder in system because | found the same func name
_Crypt_DecryptData there, but probably bad idea because the random function that | asking above,
have ability to run binary code inside of autoit code and this is must be inside crypt.au3, the runtime
engine, its my idea and you'll right with don't understanding why it is so buggy. All people there
probably doesn't trying to use this crypter because it is not working out-of-the-box or just simple bug
that is not worth to mentioning :D Thanks for people that figure out the problem and share here
solution :)

Vexixi - September 16, 2017, 1:34 am

(Sep 16, 2017 12:37 AM)krysOft Wrote: [CITE] | used the basic crypt.au3 from autoit include folder in
system because | found the same func name _Crypt_DecryptData there, but probably bad idea
because the random function that | asking above, have ability to run binary code inside of autoit
code and this is must be inside crypt.au3, the runtime engine, its my idea and you'll right with don't
understanding why it is so buggy. All people there probably doesn't trying to use this crypter
because it is not working out-of-the-box or just simple bug that is not worth to mentioning :D Thanks
for people that figure out the problem and share here solution :)

Alright , I've laughed at my question ... :/ that was just a standard include library inside autoit
includes folder ... (didn't remember that).

So you've helped me, now I'll help you...

You need to have an include folder (in the same directory of the builder) with inside:
AZERR.au3 (which is the first sourcecode)

Junkcode.au3 (which is the third sourcecode)

crypt.au3 (which you can find it inside the autoit includes folder)

In the builder check the checkbox saying Manual compiling, then you'll have the sourcecode and
compile it manually because standard compilation for me doesn't work probably because of

compatibility problems with the aut2.exe compiler.

CleanCarrot - September 16, 2017, 11:42 am
(Sep 16, 2017 01:34 AM)Vexixi Wrote: [CITE] Alright , I've laughed at my question ... :/ that was just
a standard include library inside autoit includes folder ... (didn't remember that).

So you've helped me, now I'll help you...

You need to have an include folder (in the same directory of the builder) with inside:
AZERR.au3 (which is the first sourcecode)

Junkcode.au3 (which is the third sourcecode)

crypt.au3 (which you can find it inside the autoit includes folder)

In the builder check the checkbox saying Manual compiling, then you'll have the sourcecode and
compile it manually because standard compilation for me doesn't work probably because of
compatibility problems with the aut2.exe compiler.

Okay | will try to make you an organisation:

You have one main folder : "name_whatever_you_want"
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In this folder you:
- create a folder: "includes"
- Put "builder.au3" and "aut2Exe.exe"

In the "includes" folder you :
- "AZERR.au3", "Crypt.au3" (what is a main function of autolT, you can
find it in your autoiT files", "File constants.au3", another main
function of autoiT, and "JunkCode.au3"

And now, everything sould work. You can also add an "icon" folder and a "Aut2Exe" where you put
all the compiler files in. These 2 last folder aren't crucial but you can do this, so that the crypter
works well.

Cheers

krysOft - September 20, 2017, 7:43 am
Okay thank you guys! I finally figured out and working good now :)

CleanCarrot - September 20, 2017, 12:26 pm

(Sep 20, 2017 07:43 AM)krysOft Wrote: [CITE] Okay thank you guys! | finally figured out and working
good now :)

Nice to know! If you still have any questions feel free to ask me ;)

Cheers

learnnow - September 20, 2017, 7:30 pm
Hi, im looking for a crypter that works on a pc, that has "toolwiz time freeze" so it can remain even
there after reboot? would this one work or its there another one? thank you

3xpl01ts - September 22, 2017, 10:52 am
Awsome thanks for this release!

CleanCarrot - February 15, 2018, 12:03 pm

Hey

Still working on it | hope | will release a new update soon ;)
Cheers

HORRORCORE - February 26, 2018, 10:35 pm
thank you for relase source of this

shamssayied - March 22, 2018, 3:03 pm
Please Help
https://imgur.com/a/NXYqU

CleanCarrot - March 22, 2018, 11:19 pm

Are you reading my replies sometimes? Just think a little and you'll find....
(Mar 22, 2018 03:03 PM)shamssayied Wrote: [CITE] Please Help

https://imgur.com/a/NXYqU

johnk1966 - March 24, 2018, 8:20 am
Thanks for releasing dude! Amazing job!
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Disterso - March 24, 2018, 2:04 pm
Nice release, looks amazing.

BORU70 - March 25, 2018, 7:56 am
Yeah very good source, clean.
Thanks youl!

foosaa - April 26, 2018, 4:54 am
Yep! Thanks for posting and releasing the code. It sure serves as a inspiration and a learning tool.
Thanks again!

CleanCarrot - April 26, 2018, 5:23 am

(Apr 26, 2018 04:54 AM)foosaa Wrote: [CITE] Yep! Thanks for posting and releasing the code. It
sure serves as a inspiration and a learning tool. Thanks again!

Feel free to ask anything you want to know if you have problems wih it ;)

Cheers

Arkoon - May 7, 2018, 8:03 am
thanks for release the code

compressedair - May 11, 2018, 10:24 am
five star thread!!
can u please PM me, i cant yet send PMs

lost_bro - June 9, 2018, 4:50 pm

Good day CarrotCrypter

First | want to say thanks for the great job and for actually posting the code for all to experiment
with.

| have been looking for something like this for a while now.............

Well | downloaded the source code (Autoit) and compiled it.

| do get the GUI but have to run in manual compile mode for some reason the GUI will not produce
the .exe output file.

{{l could not find the AZERR.au3 file that everyone is talking about. It is not in the Autoit include
folder nor here. (hope | am mistaked).}}

EDIT: OK, now | understand that the "stubs".au3 is actually the AZERR.au3 file....................

It still does not produce a working .exe. After | manually compile the output.au3 from the
CarrotCrypter GUI, the resulting .exe is corrupted. It does not work.

What version of AutolT are you using?

Would greatly appreciate any suggestions.

Thanks

take care, peace

EDIT:
Here is the output from the 'syntax check prod": | get 11 errors................

>"C:\Program Files (x86)\Autolt3\SciTE\..\au3check.exe" -q
"C:\Users\lost_bro\Desktop\CarrotCrypter\builder.au3"
"C:\Users\lost_bro\Desktop\CarrotCrypter\builder.au3"(317,4) : error: missing EndSwitch.
Func

N

"C:\Users\lost_bro\Desktop\CarrotCrypter\builder.au3"(159,14) : REF: missing EndSwitch.
Switch $nMsg
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N

"C:\Users\lost_bro\Desktop\CarrotCrypter\builder.au3"(317,4) : error: missing Wend.
Func
N
"C:\Users\lost_bro\Desktop\CarrotCrypter\builder.au3"(157,1) : REF: missing Wend.
While
N
"C:\Users\lost_bro\Desktop\CarrotCrypter\builder.au3"(363,4) : error: syntax error
Case
~N
"C:\Users\lost_bro\Desktop\CarrotCrypter\builder.au3"(363,4) : error: Statement cannot be just an
expression.
Case
~N
"C:\Users\lost_bro\Desktop\CarrotCrypter\builder.au3"(363,17) : error: Statement cannot be just an
expression.
Case $Button2
N
"C:\Users\lost_bro\Desktop\CarrotCrypter\builder.au3"(366,4) : error: syntax error
Case
N
"C:\Users\lost_bro\Desktop\CarrotCrypter\builder.au3"(366,4) : error: Statement cannot be just an
expression.
Case
N
"C:\Users\lost_bro\Desktop\CarrotCrypter\builder.au3"(366,19) : error: Statement cannot be just an
expression.
Case $Checkbox3
~— e\
"C:\Users\lost_bro\Desktop\CarrotCrypter\builder.au3"(372,2) : error: syntax error
EndSwitch
N
"C:\Users\lost_bro\Desktop\CarrotCrypter\builder.au3"(372,2) : error: Statement cannot be just an
expression.
EndSwitch
N
"C:\Users\lost_bro\Desktop\CarrotCrypter\builder.au3"(373,2) : error: Statement cannot be just an
expression.
WEnd
~N
C:\Users\lost_bro\Desktop\CarrotCrypter\builder.au3 - 11 error(s), 0 warning(s)
>Exit code: 2 Time: 0.3676
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OK, so after finding all the correct files, (which are deleted by NOD32 antivirus) | managed to get
the GUI running.

| can 'crypt' simple native windows executables and some Autoit .exe also. These will function
normally when subsequently executed.

No luck w/ the PS .exes nor larger Windows .exe files.

Also, the AZERR.au3 is deleted by Antivirus.

And ALL ‘crypted’ .exes are deleted by Antivirus also, " Autolt...Windows injector trojan"..............



This is directly related to the AZERR.au3 source code.
The antivirus does not like the fact that the script injects a running process to memory.

Maybe encrypting the AZERR.au3 source code so the Antivirus can'tread it..............
but, what bothers me is that | cannot get a larger .exe to operate correctly once 'crypted'.

I would like to know the largest file size anyone has had success 'crypting' with this code?
Take care, peace

CleanCarrot - June 12, 2018, 4:55 am

(Jun 9, 2018 04:50 PM)lost_bro Wrote: [CITE] Good day CarrotCrypter

First | want to say thanks for the great job and for actually posting the code for all to experiment
with.

I have been looking for something like this for a while now.............

Well | downloaded the source code (Autoit) and compiled it.

| do get the GUI but have to run in manual compile mode for some reason the GUI will not produce
the .exe output file.

{{I could not find the AZERR.au3 file that everyone is talking about. It is not in the Autoit include
folder nor here. (hope | am mistaked).}}

EDIT: OK, now | understand that the "stubs".au3 is actually the AZERR.au3 file....................

It still does not produce a working .exe. After | manually compile the output.au3 from the
CarrotCrypter GUI, the resulting .exe is corrupted. It does not work.

What version of AutolT are you using?

Would greatly appreciate any suggestions.

Thanks

take care, peace

EDIT:
Here is the output from the 'syntax check prod": | get 11 errors................

>"C:\Program Files (x86)\Autolt3\SciTE\..\au3check.exe" -q
"C:\Users\lost_bro\Desktop\CarrotCrypter\builder.au3"
"C:\Users\lost_bro\Desktop\CarrotCrypter\builder.au3"(317,4) : error: missing EndSwitch.
Func

N

"C:\Users\lost_bro\Desktop\CarrotCrypter\builder.au3"(159,14) : REF: missing EndSwitch.
Switch $nMsg

N

"C:\Users\lost_bro\Desktop\CarrotCrypter\builder.au3"(317,4) : error: missing Wend.
Func

N

"C:\Users\lost_bro\Desktop\CarrotCrypter\builder.au3"(157,1) : REF: missing Wend.
While

N

"C:\Users\lost_bro\Desktop\CarrotCrypter\builder.au3"(363,4) : error: syntax error
Case

~N

"C:\Users\lost_bro\Desktop\CarrotCrypter\builder.au3"(363,4) : error: Statement cannot be just an
expression.

Case

~N
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"C:\Users\lost_bro\Desktop\CarrotCrypter\builder.au3"(363,17) : error: Statement cannot be just an
expression.
Case $Button2
N
"C:\Users\lost_bro\Desktop\CarrotCrypter\builder.au3"(366,4) : error: syntax error
Case
N
"C:\Users\lost_bro\Desktop\CarrotCrypter\builder.au3"(366,4) : error: Statement cannot be just an
expression.
Case
N
"C:\Users\lost_bro\Desktop\CarrotCrypter\builder.au3"(366,19) : error: Statement cannot be just an
expression.
Case $Checkbox3
~—~——N\
"C:\Users\lost_bro\Desktop\CarrotCrypter\builder.au3"(372,2) : error: syntax error
EndSwitch
N
"C:\Users\lost_bro\Desktop\CarrotCrypter\builder.au3"(372,2) : error: Statement cannot be just an
expression.
EndSwitch
N
"C:\Users\lost_bro\Desktop\CarrotCrypter\builder.au3"(373,2) : error: Statement cannot be just an
expression.
WENd
~N
C:\Users\lost_bro\Desktop\CarrotCrypter\builder.au3 - 11 error(s), O warning(s)
>Exit code: 2 Time: 0.3676
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OK, so after finding all the correct files, (which are deleted by NOD32 antivirus) | managed to get
the GUI running.

| can 'crypt' simple native windows executables and some Autoit .exe also. These will function
normally when subsequently executed.

No luck w/ the PS .exes nor larger Windows .exe files.

Also, the AZERR.au3 is deleted by Antivirus.

And ALL ‘crypted' .exes are deleted by Antivirus also, " Autolt...Windows injector trojan"..............
This is directly related to the AZERR.au3 source code.

The antivirus does not like the fact that the script injects a running process to memory.

Maybe encrypting the AZERR.au3 source code so the Antivirus can't read it..............
but, what bothers me is that | cannot get a larger .exe to operate correctly once 'crypted'.

I would like to know the largest file size anyone has had success ‘crypting’ with this code?

Take care, peace

hmmmm | wouldn't encrypt the AZERR script. If your antivirus see's this as a virus make an
exception on it. It's beacuse of little skiddies who uploaded this crypter on virustotal or shit's like
this..

| can not give you more help than that, or try to refud it.

If you still have some problems PM me, | would be glad to anwser



cheers

nvacc2018 - June 14, 2018, 7:32 am
can u still these days make it FUD?

CleanCarrot - June 14, 2018, 8:19 am
(Jun 14, 2018 07:32 AM)nvacc2018 Wrote: [CITE] can u still these days make it FUD?
Sure you can!

nvacc2018 - June 14, 2018, 8:22 am
can u pm me ur jabber? have some questions, i am willing to pay for more info..

Hydralisca - June 24, 2018, 3:50 pm
Thanks for the sharing! HQ for studing the code.

Just a question, how can you make the stub undetected?

kokt321 - June 25, 2018, 1:51 pm
when i ran builder for the first time everything was working fine..after some time i ran again and | get
this error(even when | copy bulder code again from thread,still same error)
Spoiler (Click to View)"C:\Users\User\Desktop\prb\builder.au3"(159,14) : REF: missing EndSwitch.
Switch $nMsg
N

"C:\Users\User\Desktop\prb\builder.au3"(317,4) : error: missing Wend.
Func
N

"C:\Users\User\Desktop\prb\builder.au3"(157,1) : REF: missing Wend.

While

N

"C:\Users\User\Desktop\prb\builder.au3"(363,4) : error: syntax error
Case

~N\

"C:\Users\User\Desktop\prb\builder.au3"(363,4) : error: Statement cannot be just an expression.
Case

~N\

"C:\Users\User\Desktop\prb\builder.au3"(363,17) : error: Statement cannot be just an expression.
Case $Button2

N

"C:\Users\User\Desktop\prb\builder.au3"(366,4) : error: syntax error
Case

N

"C:\Users\User\Desktop\prb\builder.au3"(366,4) : error: Statement cannot be just an expression.
Case

N

"C:\Users\User\Desktop\prb\builder.au3"(366,19) : error: Statement cannot be just an expression.
Case $Checkbox3

~——\

"C:\Users\User\Desktop\prb\builder.au3"(372,2) : error: syntax error

EndSwitch

N

"C:\Users\User\Desktop\prb\builder.au3"(372,2) : error: Statement cannot be just an expression.
EndSwitch
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"C:\Users\User\Desktop\prb\builder.au3"(373,2) : error: Statement cannot be just an expression.
WEnd

~N

MarshallDiablox - July 17, 2018, 7:48 am

Hello,

I would like to thank you for sharing such a source. | want to get to know how work a Runpe and
this help me a lot :) Especially that most offer it paying

However, | encounter a problem ..
| followed all the steps to solve the bugs; so | realized this:

Create a folder "includes”, in which | placed:

The script "AZZER.au3", which represents "The public Stub" in your post.

The script "Crypt.au3" that | found in "C: \ Program Files (x86) \ Autolt3 \ Include”
The script "Junkcode.au3" which represents "The junk code funtion:" in your post.
Of course, | also placed in the root folder "builder.au3".

Then | used these options to encrypt a malware: prntscr.com/k7jmk4
And | have it build manually.

However, | encounter this error:  prntscr.com/k7jo8d

Even when | uncheck "x64", | get her ..
Did you have a track to fix this? :)

wiwiky - August 30, 2018, 3:50 pm
Thanks for releasing this source, it will help me a lot to learn.

CleanCarrot - July 4, 2019, 1:54 pm
(Jun 24, 2018 03:50 PM)Hydralisca Wrote: [CITE] Thanks for the sharing! HQ for studing the code.

Just a question, how can you make the stub undetected?Rewrite the code i would say !
Make some changes

There are plenty of ways to do the same thing with code

gintex - February 1, 2020, 1:55 pm

hello please can you help me on how to crypt my file using the old phantom crypter, it's really

confusing me. i saw your replies that is why i come to you for help please

ZrankY13 - July 20, 2020, 11:38 am
tesekkirler ne zamandir bunu ariyodum sayenizde buldum

thanks how long have i been looking for this

FallenSkjy - May 29, 2021, 11:44 pm
thank you very much. Sadpooper ding dong


https://hackforums.net/showthread.php?pid=57261100#pid57261100




