Forum:Hack Forums

Thread: "Where to start" malware development

Linux™ - August 17, 2017, 11:36 am

I'm a C# beginner most of my experience is with VB.NET, or the two month bootcamp | took offered
by an outsourcing company that taught me the whole "basics of C# programming”, I've got a general
understanding.

What I'd like to do is study how "Builders" are made. I've thought about starting simple and making
a basic keylogger. But my interest is in developing an interface for the application settings. Any
pointers, or github projects would be appreciated. ?

To all that read this thank you for your time, and answers.

ForceJew - August 17, 2017, 4:05 pm
This is a source that | made to show people the way to "build"(compile) a program that will show a
messagebox(can change the options in builder).

https://github.com/MrMuttl4/msgboxcreator

This is basically what you need.

M?xim - August 17, 2017, 4:31 pm

(Aug 17, 2017 04:05 PM)FORCSFI3LD Wrote: [CITE] This is a source that | made to show people
the way to "build"(compile) a program that will show a messagebox(can change the options in
builder).

https://github.com/MrMutt1l4/msgboxcreator

This is basically what you need.
That's a nice way of teaching others. Great share.

Ninja - August 18, 2017, 12:01 am

(Aug 17, 2017 04:05 PM)FORC3FI3LD Wrote: [CITE] This is a source that | made to show people
the way to "build"(compile) a program that will show a messagebox(can change the options in
builder).

https://github.com/MrMuttl4/msgboxcreator

This is basically what you need.
You spawn a form instance just to spawn a MessageBox from there? Wif..?

vaiperboy - August 18, 2017, 1:00 am

(Aug 17, 2017 04:05 PM)FORCSFI3LD Wrote: [CITE] This is a source that | made to show people
the way to "build"(compile) a program that will show a messagebox(can change the options in
builder).

https://github.com/MrMutt1l4/msgboxcreator
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This is basically what you need.jesus christ learn how to use switch statement

also, bool done;
done = Compilier.CompileFromSource(stub,save.FileName,null,null);
just do bool done = Compilier.CompileFromSource(stub,save.FileName,null,null);

ForceJew - August 18, 2017, 1:57 am

(Aug 18, 2017 12:01 AM)Ninja Wrote: [CITE] You spawn a form instance just to spawn a
MessageBox from there? Wif..?

(Aug 18, 2017 01:00 AM)vaiperboy Wrote: [CITE] jesus christ learn how to use switch statement

also, bool done;
done = Compilier.CompileFromSource(stub,save.FileName,null,null);
just do bool done = Compilier.CompileFromSource(stub,save.FileName,null,null); This was code
that i made when | was much less experienced.
Notice the date.
Of course | learnt from the mistakes a long time ago and | wouldnt do stuff like that now.

Ninja - August 23, 2017, 9:04 am

(Aug 23, 2017 08:58 AM)Trafalgar Wrote: [CITE] learn how to make a builder and stub cause you'll
use it alot ?

Did you even read the thread?

Hawk HF - August 23, 2017, 5:45 pm
The answer on where to start learning about malware is simple. Don't.

Linux™ - August 24, 2017, 6:57 am

(Aug 23, 2017 05:45 PM)Hawk HF Wrote: [CITE] The answer on where to start learning about
malware is simple. Don't.

No, no unhelpful statements. Malware development is a must. ?

Ninja - August 24, 2017, 7:17 am

(Aug 24, 2017 06:57 AM)Linux™ Wrote: [CITE] No, no unhelpful statements. Malware development
is a must. ?

If your goal is to develop malware, probably for resale purposes, then you will end up like %99 of
the people and just copy and paste code. Most people on here are not fond of malware developers
so | doubt you will get much help here if that is your goal.

kevy42 - August 24, 2017, 12:31 pm

(Aug 17, 2017 04:05 PM)FORC3FI3LD Wrote: [CITE] This is a source that | made to show people
the way to "build"(compile) a program that will show a messagebox(can change the options in
builder).

https://github.com/MrMuttl4/msgboxcreator

This is basically what you need.
My eyes.. the IF STATEMENT SPAM, this is worse than that time i had a vietnam flashback

(Aug 23, 2017 05:45 PM)Hawk HF Wrote: [CITE] The answer on where to start learning about
malware is simple. Don't.
Ordoc:

Ninja - August 25, 2017, 4:04 am
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(Aug 25, 2017 01:13 AM)Friedrich Nietzsche Wrote: [CITE] Agreed since this is the .NET section,
and .NET is for anything but malware.

| feel like the only reason you come in this section is to discourage people from writing in .NET and
tell us its shit and we are not real programmers. Correct?

Hawk HF - August 25, 2017, 5:03 am

(Aug 24, 2017 06:57 AM)Linux™ Wrote: [CITE] No, no unhelpful statements. Malware development
is a must. ?

It's not an unhelpful statement. How much do you plan to make selling your shitty RAT on HF? I'd
bet it's much less than the average salary of an actual software developer.

kevy42 - August 26, 2017, 1:06 pm

(Aug 26, 2017 12:53 PM)FORCS3FI3LD Wrote: [CITE] Aren't u the guy that can magiclly do an anti
meme scanner but can't do a runpe?

Your eyes were blind from before, you didn't see the resp's age

are u that guy that cant take a joke?

Narwin - August 26, 2017, 2:50 pm

(Aug 25, 2017 05:03 AM)Hawk HF Wrote: [CITE] It's not an unhelpful statement. How much do you
plan to make selling your shitty RAT on HF? I'd bet it's much less than the average salary of an
actual software developer.

Totally agree, developing malware stuff is kinda fun , but it takes developer nowhere, sooner or
later the developer finds himself/herself in the Dark Side if he/she keep it on.

kevy42 - August 26, 2017, 3:24 pm

(Aug 26, 2017 02:50 PM)Narwin Wrote: [CITE] Totally agree, developing malware stuff is kinda fun ,
but it takes developer nowhere, sooner or later the developer finds himself/herself in the Dark Side if
he/she keep it on.

whats so bad about the dark side? ?

Narwin - August 26, 2017, 3:34 pm
(Aug 26, 2017 03:24 PM)WeedmasterOG Wrote: [CITE] whats so bad about the dark side? ?
Prison.

kevy42 - August 26, 2017, 3:59 pm

(Aug 26, 2017 03:34 PM)Narwin Wrote: [CITE] Prison.

depends on how tf u do it, yes find a Oday and infect 100k comps in 3 days.. JAIL, but getting into
some site, finding exploits here and there, spreading some malware, making/selling some Bnets,
explots.. etc, the chances are low. also depends on what methods u use to stay anon, no im not
saying that u will be 100% anon.. not even close, but use some common sence and tools, will
reduce ur rists by alot

Narwin - August 26, 2017, 4:31 pm

(Aug 26, 2017 03:59 PM)WeedmasterOG Wrote: [CITE] depends on how tf u do it, yes find a Oday
and infect 100k comps in 3 days.. JAIL, but getting into some site, finding exploits here and there,
spreading some malware, making/selling some Bnets, explots.. etc, the chances are low. also
depends on what methods u use to stay anon, no im not saying that u will be 100% anon.. not even
close, but use some common sence and tools, will reduce ur rists by alot

| have 4 years experience in malicious, so that | know a lot in that field and trying to be anonymity,
but wait we're in 2017 and you still think there is a way to get into anonymity ?!, I'm hilghly on doubt
that you even anon from your government, I'm not on telling you what you do but the fact is trying to
be anon even for %60 is semi-impossible these days especially when even you're in HF.
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kevy42 - August 26, 2017, 6:27 pm

(Aug 26, 2017 04:31 PM)Narwin Wrote: [CITE] | have 4 years experience in malicious, so that | know
a lot in that field and trying to be anonymity, but wait we're in 2017 and you still think there is a way
to get into anonymity ?!, I'm hilghly on doubt that you even anon from your government, I'm not on
telling you what you do but the fact is trying to be anon even for %60 is semi-impossible these days
especially when even you're in HF.

Thats why i said that u cant be fully anon.. its like trying to prevent a bee sting, i mean u can take
some precautions to greatly reduce ur risks, but its gonna happen eventually

Xogg - August 26, 2017, 10:08 pm
If you want to learn something and not just use others code go research EOF.

Manifest122 - August 27, 2017, 10:39 am
| don't understand questions like these. C# is a fairly simple language to pick up and once you know
a decent amount of it it becomes obvious how to make malware.

_mas - August 27, 2017, 11:03 am

You want to develop malware? You first have to ask what seperates malware from non-malware
software. For example, a tool that let's you access and manage your systems remotely. Malware or
not? It depends on one's intent. If you plan on using that tool on your own computer systems that
you own, it's not malware. If you intend to put it on other people's machines without their permission,
then it can be said to be malicious.

Malware is software which a human being intends to be used maliciously. Therefore, there's
nothing technically different between software and malware. The same skills are required.

Your interest in "builders" is not inherently malicious. There are ample uses for them without
malicious intent. So, where do you start? The same way any other budding software developer
starts. By being interested in a particular issue, a builder in your case, then researching, thinking,
trying to understand other people's code, and trying to build your own; fixing all errors that occur.
Move onto something else, or continue to improve it as you learn more. Rinse and repeat.

Washi - August 27, 2017, 5:12 pm

(Aug 26, 2017 03:59 PM)WeedmasterOG Wrote: [CITE] depends on how tf u do it, yes find a Oday
and infect 100k comps in 3 days.. JAIL, but getting into some site, finding exploits here and there,
spreading some malware, making/selling some Bnets, explots.. etc, the chances are low. also
depends on what methods u use to stay anon, no im not saying that u will be 100% anon.. not even
close, but use some common sence and tools, will reduce ur rists by alot

Sometimes | really wonder: do people here not realize spreading malware is actually a serious
crime? It has already happened before that people from this forum got arrested, even the ones that
might not have intentionally developed a program for malicious purposes, and sold it with the
greatest intentions (RIP Aeonhack). Why are people still so thrilled about it?

Is it just me or what?

Hawk HF - August 27, 2017, 7:01 pm

(Aug 27, 2017 05:12 PM)Washi Wrote: [CITE] Sometimes | really wonder: do people here not realize
spreading malware is actually a serious crime? It has already happened before that people from this
forum got arrested, even the ones that might not have intentionally developed a program for
malicious purposes, and sold it with the greatest intentions (RIP Aeonhack). Why are people still so
thrilled about it?

Is it just me or what?
What happened to Aeon? ? Fill me in here.
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Mobe - August 27, 2017, 7:04 pm

(Aug 17, 2017 04:05 PM)FORC3FI3LD Wrote: [CITE] This is a source that | made to show people
the way to "build"(compile) a program that will show a messagebox(can change the options in
builder).

https://github.com/MrMuttl4/msgboxcreator

This is basically what you need.
This post changed my life.
Thank you.

maldevO - August 27, 2017, 10:05 pm

(Aug 27, 2017 05:12 PM)Washi Wrote: [CITE] Sometimes | really wonder: do people here not realize
spreading malware is actually a serious crime? It has already happened before that people from this
forum got arrested, even the ones that might not have intentionally developed a program for
malicious purposes, and sold it with the greatest intentions (RIP Aeonhack). Why are people still so
thrilled about it?

Is it just me or what?
fun fact: FBI only cares about skidware written in code virtualized languages or based on scripting
languages .. what about dridex and other bigger malware operations?

people will never learn anything about proper malware development without understanding this
joke:

"Users running a 32 bit OS can't go to heaven" - stdio

Washi - August 28, 2017, 3:00 am

(Aug 27, 2017 07:01 PM)Hawk HF Wrote: [CITE] What happened to Aeon? ? Fill me in here.
He developed and sold NanoCore. It was then pirated and used for malicious purposes. He
therefore was arrested for distributing malware.

https://www.aeonhack.com/arrest.php
https://hackforums.net/showthread.php?tid=5588534

But yea Aeonhack wasn't the only one that got arrested. There are more people here that got
arrested for distributing keyloggers and the like.

Ninja - August 28, 2017, 6:07 am
(Aug 28, 2017 03:00 AM)Washi Wrote: [CITE] He developed and sold NanoCore. It was then pirated
and used for malicious purposes. He therefore was arrested for distributing malware.

https://www.aeonhack.com/arrest.php
https://hackforums.net/showthread.php?tid=5588534

But yea Aeonhack wasn't the only one that got arrested. There are more people here that got
arrested for distributing keyloggers and the like.

People advertising RATs know VERY well that their clients have malicious intend. They just pretend
they don't know and ban anyone mentioning words like slave, bot, victim, etc. and think they are
safe. You actually believe he had no idea it would be used maliciously? He marketed it on
Hackforums; home of the skids.

Washi - August 28, 2017, 10:07 am
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(Aug 28, 2017 06:07 AM)Ninja Wrote: [CITE] People advertising RATs know VERY well that their

clients have malicious intend. They just pretend they don't know and ban anyone mentioning words
like slave, bot, victim, etc. and think they are safe. You actually believe he had no idea it would be
used maliciously? He marketed it on Hackforums; home of the skids.

I am not saying that he did not have a clue about his audience on HackForums. | am simply stating
what Aeonhack developed, what had happened and how he got arrested. And while it may be that
what | think Aeonhack's intentions were are false, a remote administration tool is definitely not
always created for the sole purpose of hacking into someone's computer.

The point of my post, however, was not to start an argument about a specific piece of software, and
whether Aeonhack was judged correctly or not. In my reply | am warning other users here about the
consequences distributing malware can have, because it is actually a serious crime. So let's not get
on a too huge tangent here, because that is simply irrelevant to the thread.

Ninja - August 28, 2017, 12:24 pm

(Aug 28, 2017 10:07 AM)Washi Wrote: [CITE] | am not saying that he did not have a clue about his
audience on HackForums. | am simply stating what Aeonhack developed, what had happened and
how he got arrested. And while it may be that what | think Aeonhack's intentions were are false, a
remote administration tool is definitely not always created for the sole purpose of hacking into
someone's computer.

The point of my post, however, was not to start an argument about a specific piece of software, and
whether Aeonhack was judged correctly or not. In my reply I am warning other users here about the
consequences distributing malware can have, because it is actually a serious crime. So let's not get
on a too huge tangent here, because that is simply irrelevant to the thread.

True. | thought you jumped on the bandwagon of "aeon is innocent he dindu nuffin wrong". My bad.

Glock 17 - August 28, 2017, 1:26 pm
If you have to ask, you probably shouldn't be trying.
The marketplace has enough

Hawk HF - August 29, 2017, 6:10 pm
(Aug 28, 2017 03:00 AM)Washi Wrote: [CITE] He developed and sold NanoCore. It was then pirated
and used for malicious purposes. He therefore was arrested for distributing malware.

https://www.aeonhack.com/arrest.php
https://hackforums.net/showthread.php?tid=5588534

But yea Aeonhack wasn't the only one that got arrested. There are more people here that got
arrested for distributing keyloggers and the like.

Aeon was a cool guy. Sucks that happened to him.

On the bright side this is a good example of why OP should avoid malware development...

Linux™ - August 29, 2017, 8:12 pm

(Aug 29, 2017 06:10 PM)Hawk HF Wrote: [CITE] Aeon was a cool guy. Sucks that happened to him.
On the bright side this is a good example of why OP should avoid malware development...

What if it's all for PoC purposes, and | didn't want to market or distribute it? ?

daymon - August 29, 2017, 8:17 pm

(Aug 28, 2017 12:24 PM)Ninja Wrote: [CITE] True. | thought you jumped on the bandwagon of "aeon
is innocent he dindu nuffin wrong". My bad.

Well, | don't think he did anything wrong. Marketing malicious (and legal) software shouldn't make
you the bad guy; you're only filling the niche that you saw potential in. Honestly, that may be a
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flawed ideology, but | guess | just perceive it differently.

(Aug 29, 2017 06:10 PM)Hawk HF Wrote: [CITE] Aeon was a cool guy. Sucks that happened to him.
On the bright side this is a good example of why OP should avoid malware development...

No one said he was gonna market it though. And plus, theres more to learn from malware
development than anything.

Ninja - August 30, 2017, 1:05 pm

(Aug 29, 2017 08:17 PM)Sin+ Wrote: [CITE] Well, | don't think he did anything wrong. Marketing
malicious (and legal) software shouldn't make you the bad guy; you're only filling the niche that you
saw potential in. Honestly, that may be a flawed ideology, but | guess | just perceive it differently.
Giving monkeys a loaded gun in a zoo seems a good idea by that logic as well. If they pay me in
bananas, who cares?

In case you didn't catch on to the analogy, the monkeys represent the skids who saw Anonymous
on the news and read about malware on HF. The loaded gun is a standard (skidded) RAT. And the
bananas represent money.
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