Forum:Hack Forums

Thread: Account compromised.

Purple Kief - August 23, 2017, 8:41 am
This is for another HF user who's account got comprimised, apparently also his G2A.

https://hastebin.com/oneneqizih.tex
https://hastebin.com/ojulahacig.tex

5chn4pp - August 23, 2017, 12:19 pm
Tell this guy to run potentially malicious files in a virtual machine only. If | remember correctly, this is
also the same guy with that sality infection.

I'm gonna delete some of his legit rats, this is because they are together with the malicious ones, so
| cant really choose the ones to remove:

Download fixlist.txt file and save it to the Desktop.

NOTE: It's important that both files, FRST/FRST64 and fixlist.txt are in the same location or the fix
will not work.

NOTICE: This script was written specifically for this user, for use on that particular machine.
Running this on another machine may cause damage to your operating system

Run FRST/FRST64 and press the Fix button just once and wait.

If for some reason the tool needs a restart, please make sure you let the system restart normally.
After that let the tool complete its run.

When finished FRST will generate a log on the Desktop (Fixlog.txt). Please post it to your reply.

Purple Kief - August 23, 2017, 1:56 pm
https://hastebin.com/axediwufaz.tex

Relayed all info back to him.

Esme - August 23, 2017, 2:46 pm
| guess this is what happens when you just don't give a fuck.

Spoiler (Click to View)

Hatchet - August 23, 2017, 2:54 pm
(Aug 23, 2017 02:46 PM)Esme Wrote: [CITE] | guess this is what happens when you just don't give a
fuck.

Spoiler (Click to View)
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wow seeing those comments he made and then looking at the post again is cringe ?

5chn4pp - August 24, 2017, 2:21 am
(Aug 23, 2017 01:56 PM)BlazeHg?en Wrote: [CITE] https://hastebin.com/axediwufaz.tex

Relayed all info back to him.
Looks better.

Please download RogueKiller and save it to your desktop.Quit all running programs.

Right-click on the program and select Run as Administrator to start and when prompted allow it to
run.

Read and accept the EULA (End User License Agreement)

Click Scan to scan the system.

When the scan completes select "Report"”, a log will open. Close the program > Don't Fix anything!
Post the contents of the log in your next reply.

(Aug 23, 2017 02:46 PM)Esme Wrote: [CITE] | guess this is what happens when you just don't give
a fuck.

Spoiler (Click to View)

Fucking Imao.

Black Cat - August 24, 2017, 5:01 am
Using Avast for protection ?

NeverForgotten. - August 24, 2017, 5:51 am
(Aug 24, 2017 05:01 AM)BIlack Cat Wrote: [CITE] Using Avast for protection ?What? | really don't
understand the joke here.

5chn4pp - August 24, 2017, 11:28 am
(Aug 24, 2017 05:01 AM)BIlack Cat Wrote: [CITE] Using Avast for protection ?
| don't see why this is a problem.

Purple Kief - August 27, 2017, 4:24 am
(Aug 24, 2017 02:21 AM)Bromo-DragonFLY Wrote: [CITE] Looks better.

Please download RogueKiller and save it to your desktop.Quit all running programs.

Right-click on the program and select Run as Administrator to start and when prompted allow it to
run.

Read and accept the EULA (End User License Agreement)
Click Scan to scan the system.

When the scan completes select "Report"”, a log will open. Close the program > Don't Fix anything!
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Post the contents of the log in your next reply.

Fucking Imao.
https://hastebin.com/utoyeqipiy.md

DelziumTheProudWhale_temp - August 27, 2017, 4:30 am
(Aug 24, 2017 11:28 AM)Bromo-DragonFLY Wrote: [CITE] | don't see why this is a problem.
avast is the problem

5chndpp - August 27, 2017, 7:14 am
(Aug 27, 2017 04:24 AM)BlazeHg?en Wrote: [CITE] https://hastebin.com/utoyeqipiy.md
Make him delete everything it found, after that please provide new FRST logs.

(Aug 27, 2017 04:30 AM)DelziumTheProudWhale_temp Wrote: [CITE] avast is the problem
| don't see how Avast is worse than for example Avira, AVG or Sophos.

DelziumTheProudWhale_temp - August 27, 2017, 8:08 am
(Aug 27, 2017 07:14 AM)Bromo-DragonFLY Wrote: [CITE] Make him delete everything it found, after
that please provide new FRST logs.

| don't see how Avast is worse than for example Avira, AVG or Sophos.
theyre all shit and thats nothing new

5chn4pp - August 27, 2017, 9:49 am

(Aug 27, 2017 08:08 AM)DelziumTheProudWhale_temp Wrote: [CITE] theyre all shit and thats
nothing new

Looks like a biased opinion to me, provide some proof and | might consider otherwise.

DelziumTheProudWhale_temp - August 27, 2017, 1:00 pm

(Aug 27, 2017 09:49 AM)Bromo-DragonFLY Wrote: [CITE] Looks like a biased opinion to me, provide
some proof and | might consider otherwise.

nearly every crypter on this forum bypasses avast while eset and kaspersky detect everything, you
can check it out yourself

Prawnster - August 27, 2017, 1:05 pm

(Aug 27, 2017 01:00 PM)DelziumTheProudWhale_temp Wrote: [CITE] nearly every crypter on this
forum bypasses avast while eset and kaspersky detect everything, you can check it out yourself
Basically every crypter on this forum is copypasta and fails runtime, not a great example.

5chn4pp - August 27, 2017, 1:21 pm

(Aug 27, 2017 01:00 PM)DelziumTheProudWhale_temp Wrote: [CITE] nearly every crypter on this
forum bypasses avast while eset and kaspersky detect everything, you can check it out yourself

| don't consider that a source, you are just assuming that a lot of them bypass avast.

Last time | checked, Avast was one of the best anti-viruses in detection rates:

https://chart.av-comparatives.org/chartl.php

Better than avira, bitdefender, emsisoft and even ESET, stop spreading dumb shit and do some
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research please.

DelziumTheProudWhale_temp - August 27, 2017, 1:32 pm

(Aug 27, 2017 01:05 PM)Mazl Wrote: [CITE] Basically every crypter on this forum is copypasta and
fails runtime, not a great example.

well most of the famous ones, we are on hackforums it's normal to have a shitload of scam
products

(Aug 27, 2017 01:21 PM)Bromo-DragonFLY Wrote: [CITE] | don't consider that a source, you are
just assuming that a lot of them bypass avast.

Last time | checked, Avast was one of the best anti-viruses in detection rates:

https://chart.av-comparatives.org/chartl.php

Better than avira, bitdefender, emsisoft and even ESET, stop spreading dumb shit and do some
research please.
damn dude avast has more detection than every antivirus it must make it the best av out there

5chn4pp - August 27, 2017, 1:35 pm

(Aug 27, 2017 01:32 PM)DelziumTheProudWhale_temp Wrote: [CITE] damn dude avast has more
detection than every antivirus it must make it the best av out there

Not my point, no anti-virus is best, but Avast is definitely not "shit" like you claim.

DelziumTheProudWhale_temp - August 27, 2017, 1:35 pm

(Aug 27, 2017 01:35 PM)Bromo-DragonFLY Wrote: [CITE] Not my point, no anti-virus is best, but
Avast is definitely not "shit"

avast is not shit but it's not good either

5chn4pp - August 27, 2017, 1:37 pm

(Aug 27, 2017 01:35 PM)DelziumTheProudWhale_temp Wrote: [CITE] avast is not shit but it's not
good either

Yet you fail to explain why? You said "crypters bypass it" but thats not a valid argument, SHOW
ME.

DelziumTheProudWhale_temp - August 27, 2017, 1:39 pm

(Aug 27, 2017 01:37 PM)Bromo-DragonFLY Wrote: [CITE] Yet you fail to explain why? You said
"crypters bypass it" but thats not a valid argument, SHOW ME.

crypters bypassing it is more than a valid argument, no one spreads malwares without crypting it

5chn4pp - August 27, 2017, 1:40 pm

(Aug 27, 2017 01:39 PM)DelziumTheProudWhale _temp Wrote: [CITE] crypters bypassing it is more
than a valid argument, no one spreads malwares without crypting it

ESET and every other anti-virus can also be bypassed, what makes Avast different?

DelziumTheProudWhale_temp - August 27, 2017, 2:23 pm

(Aug 27, 2017 01:40 PM)Bromo-DragonFLY Wrote: [CITE] ESET and every other anti-virus can also
be bypassed, what makes Avast different?

eset detects more malwares than avast that's the difference

5chn4pp - August 27, 2017, 2:25 pm
(Aug 27, 2017 02:23 PM)DelziumTheProudWhale_temp Wrote: [CITE] eset detects more malwares
than avast that's the difference
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Again, do you have a source? From what I've seen, Avasts detection rate is better than ESET as
shown in post #17.

DelziumTheProudWhale_temp - August 27, 2017, 2:27 pm

(Aug 27, 2017 02:25 PM)Bromo-DragonFLY Wrote: [CITE] Again, do you have a source? From what
I've seen, Avasts detection rate is better than ESET as shown in post #17.

every single crypter i have ever used has always been detected by eset and always bypassed
avast, unless it had a bad icon/assembly

5chn4pp - August 27, 2017, 2:32 pm

(Aug 27, 2017 02:27 PM)DelziumTheProudWhale_temp Wrote: [CITE] every single crypter i have
ever used has always been detected by eset and always bypassed avast, unless it had a bad
icon/assembly

Right, because your experience with HF crypters is more credible than independent non-biased
anti-virus testers, you could be lying. | could even counter that with "Well in my experience, crypters
have always bypassed ESET and got detected by Avast"

Nobody will believe you if you have nothing to prove it with.

DelziumTheProudWhale_temp - August 27, 2017, 2:48 pm

(Aug 27, 2017 02:32 PM)Bromo-DragonFLY Wrote: [CITE] Right, because your experience with HF
crypters is more credible than independent non-biased anti-virus testers, you could be lying. | could
even counter that with "Well in my experience, crypters have always bypassed ESET and got
detected by Avast"

Nobody will believe you if you have nothing to prove it with.
buy a crypter and check it out yourself then

5chn4pp - August 27, 2017, 2:54 pm

(Aug 27, 2017 02:48 PM)DelziumTheProudWhale_temp Wrote: [CITE] buy a crypter and check it out
yourself then

Lol I'm not going to waste my money on this argument, you know you are wrong and just jumped on
the "Avast is bad" bandwagon, you have no proof therefore you lost.

bzr? - August 27, 2017, 2:56 pm
This thread has gotten derailed.

Has OP's situation been resolved?

5chn4pp - August 27, 2017, 2:57 pm
(Aug 27, 2017 02:56 PM)bzr? Wrote: [CITE] This thread has gotten derailed.

Has OP's situation been resolved?
No, waiting for a reply to post #12.

Purple Kief - August 27, 2017, 5:23 pm
(Aug 27, 2017 02:57 PM)Bromo-DragonFLY Wrote: [CITE] No, waiting for a reply to post #12.
FRST https://hastebin.com/lomavoluza.tex

ADD https://hastebin.com/reganaxone.tex

He was away from his PC.
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5chn4pp - August 28, 2017, 12:14 am
(Aug 27, 2017 05:23 PM)BlazeHg?en Wrote: [CITE] FRST https://hastebin.com/lomavoluza.tex

ADD https://hastebin.com/reganaxone.tex

He was away from his PC.
Looks way better, he is almost clean:

Please download HitmanPro and save it to your desktop.Quit all running programs.

Right-click on the program and select Run as Administrator to start and when prompted allow it to
run.

Click the settings tab and go into Advanced, then enable Early Warning Scoring.
Click OK and Next then select No, | only want to perform a one-time scan to check this computer.
Click Next and it should start the scan, please be patient.

When the scan completes click "Save log", and save it to your desktop. Close the program > Don't
Fix anything!

Post the contents of the log in your next reply.

Black Cat - August 28, 2017, 6:22 am

(Aug 27, 2017 01:21 PM)Bromo-DragonFLY Wrote: [CITE] Last time | checked, Avast was one of the
best anti-viruses in detection rates:

https://chart.av-comparatives.org/chartl.php

Better than avira, bitdefender, emsisoft and even ESET
| don't see it compared against new AV that has more detection rates than avast and it has option
to find all posible shit while scanning by its own and with integrated avira and bitdefender scanners

5chn4pp - August 28, 2017, 11:11 am

(Aug 28, 2017 06:22 AM)Black Cat Wrote: [CITE] | don't see it compared against new AV that has
more detection rates than avast and it has option to find all posible shit while scanning by its own
and with integrated avira and bitdefender scanners

| have no idea what this post means??
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