
Forum:Hack Forums 

 Thread: [WiP] DotSigner alpha | Create certificates & Sign assemblies!
 

 gigajew - November 12, 2017, 3:35 pm 
This is an early release, which features a basic operational build. DotSigner will allow you to
generate pfx certificates and sign assemblies. Currently it's using signtool.exe in order to sign the
assembly, but hopefully in the future it can sign on it's own. It does not currently allow specifying
certificate contact information, or any publisher details. I haven't yet seen many crypters that are
able to sign their stubs. Maybe that will change with tools like these readily available. Please do
report any possible bugs here in this thread.
 
 Usage:
 Code using com.gigajew.DotSigner.Core;
 public static class Crypter {
  public static void Main(string[] argv) {
   Signer.Sign("stub.exe", "password", DateTime.Now.AddYears(3));
  }
 }
 Download:
 http://rgho.st/8S4Y8tsWC
 
 This was intended for proof-of-concept and studying purposes only. I, nor Hack Forums as separate
entities are responsible for how you choose to use this information.

byteArray - November 13, 2017, 1:14 pm 
I don't know if it's good or not for FUD but thanks for this release

gigajew - November 13, 2017, 2:31 pm 
 (Nov 13, 2017 02:14 PM)byteArray Wrote: [CITE] I don't know if it's good or not for FUD but thanks
for this release
 It could be. It should certainly be better than stealing certificates at least

0xDEAD10CC - November 14, 2017, 2:09 pm 
Even if you looked at the IAT for the tool you should be able to discover some of the functions that it
calls and easily do it all manually rather than relying on a tool which already has command line
options.

gigajew - November 14, 2017, 3:25 pm 
 (Nov 14, 2017 03:09 PM)0xDEAD10CC Wrote: [CITE] Even if you looked at the IAT for the tool you
should be able to discover some of the functions that it calls and easily do it all manually rather than
relying on a tool which already has command line options.
 I didn’t think about that, thanks. Anyway I was primarily focusing on generating a PFX

Ninja - November 14, 2017, 6:08 pm 
No Github. Makes me sad. :^(

gigajew - November 14, 2017, 6:14 pm 
 (Nov 14, 2017 07:08 PM)Ninja Wrote: [CITE] No Github. Makes me sad. :^(
 The code is kinda messy atm, I was mainly focusing on getting it to work
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Autist - November 16, 2017, 6:17 pm 
Why do you have anti-sandboxie? this is very sketchy

gigajew - November 16, 2017, 7:16 pm 
 (Nov 16, 2017 07:17 PM)Bart Allen Wrote: [CITE] Why do you have anti-sandboxie? this is very
sketchy
 I don't. What makes you think that?

Ninja - November 18, 2017, 7:10 am 
 (Nov 14, 2017 07:14 PM)gigajew Wrote: [CITE] The code is kinda messy atm, I was mainly focusing
on getting it to work
 Why release it before cleaning it up tho?

gigajew - November 18, 2017, 10:00 am 
 (Nov 18, 2017 08:10 AM)Ninja Wrote: [CITE] Why release it before cleaning it up tho?
 Early release for crypter developers to test results

Ninja - November 18, 2017, 10:07 am 
 (Nov 18, 2017 11:00 AM)gigajew Wrote: [CITE] Early release for crypter developers to test results
 You never should write bad code though. Strive to write good code from the start.

Autist - November 18, 2017, 10:17 am 
When i open it it just closes? why is that

gigajew - November 18, 2017, 3:28 pm 
 (Nov 18, 2017 11:17 AM)Bart Allen Wrote: [CITE] When i open it it just closes? why is that
 What does? The library file?

kevy42 - November 19, 2017, 8:41 am 
Srry if im being a noob but whats the point of this?, it wont bypass anything

gigajew - November 19, 2017, 11:11 am 
 (Nov 19, 2017 09:41 AM)WeedmasterOG Wrote: [CITE] Srry if im being a noob but whats the point of
this?, it wont bypass anything
 Some anti viruses in the past have skipped scanning the file if they had a valid signature, but yeah
idk

kevy42 - November 19, 2017, 7:47 pm 
 (Nov 19, 2017 12:11 PM)gigajew Wrote: [CITE] Some anti viruses in the past have skipped scanning
the file if they had a valid signature, but yeah idk
 But it isnt ”valid”, u need to buy a 300$ cert from bill the money hungry bastard gates

Pim Fortuyn - November 25, 2017, 4:57 pm 
cant we spoof certs somehow maybe.
 probably not though...

kevy42 - November 26, 2017, 3:34 am 
 (Nov 25, 2017 05:57 PM)Lil Uzi Vert. Wrote: [CITE] cant we spoof certs somehow maybe.
 probably not though...
 Neit, sadly. But if u wana bypass smartscreen alone u can simply remove the file ZoneID and rar it
up to prevent it from being re-added

Leo Mikaelson - November 26, 2017, 3:37 am 
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Either way good effort, nice to see people making an effort. Criticism isn't hard to find but
productivity is.
 If I could rep you would have received. Keep it up.
 
  (Nov 19, 2017 08:47 PM)WeedmasterOG Wrote: [CITE] But it isnt ”valid”, u need to buy a 300$ cert
from bill the money hungry bastard gates
 Yeah its alot but depends a lot on your scale i guess.
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