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Thread: [HELP]Fun things to do on a local network with Kali?

SecurityCult - November 29, 2017, 5:41 pm

Hey guys relatively new to the whole real hacking/E-hack scene, mainly a huge skid that's been
using paid programs on HF for the past billion years ever since I've gotten both my Security
CompTIA Sec+ and CEH: Certified Ethical Hacker Certifications (Got my CEH earlier this afternoon
?) I've been craving things to do to practice and keep myself up to date can anyone here
recommend me some fun things to do on my spare time?

Edit: realized my title was very misleading changed sorry if i got anyone's hopes up.

CyberStrike - November 29, 2017, 6:17 pm

First off congrats!! | am guessing that your project went well! You should setup an active directory
lab with maybe on client and one firewall then compromise the client as a un-privileged user then
get local admin then go for domain admin go get em .

-Claudius- - November 30, 2017, 4:12 am

Solve CTFs and root vulnhub boxes. Mix your lab's network architecture as well. Don't get stuck in
the classic 1vsl scenario where both attacker and target are in the same network.

Be creative.

Nyx - November 30, 2017, 12:22 pm

All of my CompTia certs expired.

| got them in 2011 for a science credit within my college prep school.

| had to get my A+ Network+ Sec+ in order to pass HS due to failing bio and geometry.

You could look into hackerone's bug bounty program.
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