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Thread: Is it possible to make a BAT to EXE that can't be reversed?

Inferosum - December 2, 2017, 4:11 am
| want to make a Bat.exe which can't be turned back into BAT by others. Is this possible?
Thanks! ?

Hackoo - December 2, 2017, 4:35 am

(Dec 2, 2017 05:11 AM)Inferosum Wrote: [CITE] | want to make a Bat.exe which can't be turned back
into BAT by others. Is this possible?

Thanks! ?

Did you want the truth ?

The answer is just here (Click to View)You can't ? and here is the proof with code to extract the
code from any converted batch file to an exe

Release [BAT] Bat2Exe Files_Catcher by Hackoo

PolymorphHF - December 2, 2017, 6:29 am

Yup it's possible, just don't use a shitty compiler and obfuscate your code so it can't be easily
reversed.

Run a custom DOS command rather than make a simple .bat and compiling

Hackoo - December 2, 2017, 6:34 am

(Dec 2, 2017 07:29 AM)PolymorphHF Wrote: [CITE] Yup it's possible, just don't use a shitty compiler
and obfuscate your code so it can't be easily reversed.

Run a custom DOS command rather than make a simple .bat and compiling

Can you post us a converted example , just for trying ?

Thank you ?

PowerslavePA - December 7, 2017, 1:48 pm

| used to use a regular BAT to EXE, then there was a PKzip for EXE files, that
compressed the EXE, and that could not be uncompressed. Then again, |
wasn't dealing with hard core hackers...

DarkCart - December 11, 2017, 5:04 pm
Why are people so obsessed with obfuscating/compiling their batch files? No one cares about your
shitty text-based minecraft clone enough to decompile it.

Sneakybae - December 11, 2017, 5:07 pm
There will always be a way, but if you need a fast and easy way to compress and use something
unusual. Look up MPRESS, it also has a graphical interface but you will have to search for it.

Anyway, good luck!

Inferosum - December 17, 2017, 8:43 am

(Dec 11, 2017 06:07 PM)Sneakybae Wrote: [CITE] There will always be a way, but if you need a fast
and easy way to compress and use something unusual. Look up MPRESS, it also has a graphical
interface but you will have to search for it.
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Anyway, good luck!

Thanks for all your information!!
??

Lor?d - December 17, 2017, 8:44 am
Or you could learn Java or C#... Or something...

Sajuuk - December 18, 2017, 6:08 pm

(Dec 17, 2017 09:44 AM)That One Random Wrote: [CITE] Or you could learn Java or C#... Or
something...

Or C or C++... or something...

Keep in mind that anything on a computer can be solved. Time span and effort are irrelevant in this
picture. The fact is that computers run on zeros and ones, otherwise noted as true and false
statements. If you go down far enough, you get one or the other: true or false.

Now, bringing in time span and effort: no one is going to spend hours trying to "decompile” a Batch
script even if it were a complex and time consuming process. The effort they'd put in wouldn't be
worth the reward.

In conclusion, any computer program, password, whatever can be cracked/solved. Since hardly
anyone if anyone would go through so much trouble for such a simple and insignificant task, you
don't need to make the scripts "uncrackable".

anonCicero - January 7, 2018, 4:49 pm

(Dec 2, 2017 05:35 AM)Hackoo Wrote: [CITE] Did you want the truth ?

The answer is just here (Click to View)You can't ? and here is the proof with code to extract the
code from any converted batch file to an exe

Release [BAT] Bat2Exe_Files_Catcher by Hackoo

Does this work even with a byte order mark?

Hackoo - January 8, 2018, 12:08 am
(Jan 7, 2018 05:49 PM)anonCicero Wrote: [CITE] Does this work even with a byte order mark?Yep,
you can catch it if the file is located on temporary folder and for byte order mark, you can read its
contents by an HexEditor. ? or you can do it with this batch file ?
_UnObfuscate_.bat
_UnObfuscate_.bat (Click to View)
Code @echo off
Title UnObfuscate the Byte Order Mark trick to show code in plaintext by Hackoo
Color OA
Rem if the we execute by double clic or if there is no file to drag and drop
:» We go to the error to exit this batch script
if "%~1"=="" goto error
Rem we should drag and drop just *.bat or *.cmd files
if /i "%~x1" neq ".bat" if /i "%~x1" neq ".cmd" goto error
Rem We delete any previous old generated file
if exist "%~nl__ %~x1" del "%~nl__ %-~x1"
Rem in this loop we skip the first line and we edit
.2 our file with unicode with this comand CMD /U /C Type ....
for /f "skip=1 delims=" %%L in (CMD /U /C Type "%~1") do (
echo %%L
echo %%L >>"%~n1__ %-~x1"
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)

pause>nul & Exit
::****************************************************************************

:Error

Mode con cols=80 lines=3

cls & color OC

echo(

echo You must drag and drop your ".bat" or your ".cmd" over this batch script
Timeout /T 5 /NoBreak>nul & exit /b
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From this post

gogglebot - January 12, 2018, 6:16 am

Your best bets are to just make your script horribly non-human readable (junk variable names that
make it painful to read like ####, ######)and slap the byte order mark in there for good measure.
Of course these things can be counteracted fairly easily but at the end of the day there's little
motivation to do it and furthermore you should have little motivation to make these obfuscated files
to begin with.

bat2exe converters just store the file inside the exe that just drops it into a temp directory and then
runs it for you

Mr.MOTO - January 14, 2018, 11:41 am

well in my opinion or in my case since | already have this program called 7-zip....
use the SFX (SelF eXtractor) option to bundle and execute the batch file.

SIM-3717028 - January 14, 2018, 11:50 am

No, you can not make it 100% irreversible, there are tools to monitor commandlines but encrypting
the string may help.

b00st3d - January 15, 2018, 7:55 am

Your best bet is security through obscurity. That is, write a batch to exe converter that stores the
batch file somewhere other than the temp folder. Everyone knows that the script gets dropped in
the temp folder so change that behavior and the pre-made scripts and software that catches those
batch files wont be able to see it.

That said, bat to exe are for people that don't know how to use batch files. If you make something
for your grandma to do something in her computer, bat to exe is probably a good choice. If you
write something and attempt to hide it here on this forum, | would never run it because | don't
know/dont care what it does. If | did care, | would run it on a VM or using sandboxie but never in
production.

PSA: If you run any bat2exe in sandboxie, you'll be able to see the batch file while the script is
running regardless of where the bat2exe drops the script.
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