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 Thread: Crack EAP or identity WPA
 

 Shiiza - January 16, 2018, 12:45 pm 
I am not sure what exactly do they call it, I am in college nd my college has this private WiFi network
that asks for identity nd pretty sure says EAP on some field.
 
 I know how to hack WPA using reaver but I am not sure how do you hack this type of security, I
couldn't find any thread, is it even possible?.

Vikhedgehog - January 17, 2018, 11:14 pm 
I believe it's called 802.11X or WPA Enterprise and uses a RADIUS server for authentication. It's
different from WPA2-PSK because apart from a key it also requires a username and a valid
certificate. Now I don't have any experience with such type of networks since I haven't come across
any... but I would advise you to be more careful because corporate networks are usually well
monitored and logged. Spoof your MAC address, etc. This is quite an advanced level of hacking so
you'll have to figure out most of the stuff on your own.
 
 And read this: https://hackforums.net/showthread.php?tid=3347360

Shiiza - January 18, 2018, 1:54 pm 
 (Jan 18, 2018 12:14 AM)Vikhedgehog Wrote: [CITE] I believe it's called 802.11X or WPA Enterprise
and uses a RADIUS server for authentication. It's different from WPA2-PSK because apart from a
key it also requires a username and a valid certificate. Now I don't have any experience with such
type of networks since I haven't come across any... but I would advise you to be more careful
because corporate networks are usually well monitored and logged. Spoof your MAC address, etc.
This is quite an advanced level of hacking so you'll have to figure out most of the stuff on your own.
 
 And read this: https://hackforums.net/showthread.php?tid=3347360
 Thank you so much, I read about it and its really an interesting topic, I keep wondering why no one
is talking about it and thank you, I will make sure to spoof my network.

CyberStrike - January 23, 2018, 6:23 pm 
Generally when it comes to these types of wifi's mana-framework will be your friend and you have to
edit the configs to reflect similar to the target network.
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