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 Cicada 3302 - January 27, 2018, 3:56 am 
Hi
 What are the attacks in the lan network? Any list?

Uose - January 27, 2018, 6:42 am 
What are the attacks in the lan  network any list?
 I dont know what u mean Ip attack(person) or Website
 
 For the attack(ddos) you must  have VPS + BOOTNET script  + use VPN/PROXY
 
 if you don't have this buy or try on the internet any botnet online(i do  not recommend it)

CyberStrike - January 27, 2018, 1:59 pm 
Some of these are post exploitation as well but it's a very complete list
 
 https://attack.mitre.org/wiki/Main_Page

jay1994 - January 27, 2018, 7:15 pm 
 (Jan 27, 2018 04:56 AM)Cicada 3302 Wrote: [CITE] Hi
 What are the attacks in the lan network? Any list?
 depending on what you want to accomplish and what the network environment looks like are the
two main things to figure out to know what you can do to try and exploit it for anything.

Baud - January 28, 2018, 4:30 am 
 (Jan 27, 2018 07:42 AM)Uose Wrote: [CITE] What are the attacks in the lan  network any list?
 I dont know what u mean Ip attack(person) or Website
 You know every device has an IP address, right? Most of the times the IP address of a "person" is
actually the address of their router.

CyberStrike - January 28, 2018, 9:46 am 
 (Jan 28, 2018 05:30 AM)Baud Wrote: [CITE] You know every device has an IP address, right? Most
of the times the IP address of a "person" is actually the address of their router.
 rofl .. we should have asked if maybe he is a cyborg or has a router implanted or something.  ?

JohnG0tti - January 28, 2018, 11:23 am 
what OS do u use?
 u can do pent testing but its not attacking its info gathering.

Baud - January 28, 2018, 11:52 am 
 (Jan 28, 2018 12:23 PM)Hack it or Crack it Wrote: [CITE] what OS do u use?
 u can do pent testing but its not attacking its info gathering.
 Actually pentesting involves attacking too, information gathering is only the very first phase of a full
pentesting session.

JohnG0tti - January 28, 2018, 11:58 am 
 (Jan 28, 2018 12:52 PM)Baud Wrote: [CITE] Actually pentesting involves attacking too, information
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gathering is only the very first phase of a full pentesting session.
 Thats true, thank you =)

[BLANK] - January 28, 2018, 12:08 pm 
 (Jan 27, 2018 02:59 PM)sirru5h Wrote: [CITE] Some of these are post exploitation as well but it's a
very complete list
 
 https://attack.mitre.org/wiki/Main_Page
 This is probably the best answer. Though the OP is probably very new and would get confused by
the depth of ATTACK. OP what you are asking for is very complicated so maybe you can provide us
with more details.

CyberStrike - January 28, 2018, 12:30 pm 
I know that giving that link is just throwing someone out into the ocean while chumming, but then
they can see that a strong foundational know how is probably going to be the best course of action,
instead of going off an attacking a live or non-safe environment they may get confused and
reconsider, maybe a bit of time also they can change their mindset as well after gaining some
knowledge and respect for the people doing their job in good faith and having to deal with
unauthorized attackers.
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