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Thread: TIPS Remain anonymous 95% Part 1

Thelazygeek - March 22, 2018, 7:37 am
Hello here some advise i will give you all who is starting hope it can help out

Quote:First thing you need to know being 100 % Untraceable is something which i would consider
Impossible but taking the maximum | precautions is kinda Important
Using a vpn ?

Using a vpn is recommended by everybody but the big question is what type of VPN to use ?
Free VPN !

| would not recommend using free one most of them are being Host on dedicated server which
saves Logs, means all you activity you has been doing using the VPN is Log

Here is an example : Sorry i cant post Picture

(YOUR PC) --------------- (Your Modem)------------ (FREEVPNSERVER )----------- (logs)
----------- (INTERNET)

Mean if you done something lllegal or trying to Hide Under a free Vpn its not a good idea at all , if
Police try to trace , at first they will come to the vpn server source and get a court order to the
company and with all your logs saves guess what is going to Happen ? ?

Now one thing you need to Know , this does not mean you are safe with Paid One , i would
recommend to anyone before buying a VPN

PS : Read the TOS everything which is written small ,

Look for Vpn which :

1: ANTI DNS-LEAK

2 :NO LOGS SAVES

3 : Never buy with paypal or direct CC They keep logs of your payment and know who you are
4

: Using payment method like BTC or other forms of payment, dont give them chance to track you
Back due to your payment

5 : Choose VPN Where server location is Offshore
So here some Information about it , Each country got its own specific laws about cyber crime so
sometime its good to know so for example if country x cyber law say this is allow and your vpn

server location is their mean :P what you done is not illegal puff good to know .

6 : don't use emails like Gmail , Hotmail , yahoo , we all know why ? i don't need to explain


https://hackforums.net
https://hackforums.net/showthread.php?tid=5814695

Here a good one you can use this is an example :
Check : protonmail.com their is many more make some research about it ,

Concerning Public mail it just my personal thinking if the FBI or whoever want to trace you these
company will surely Collaborate to trace you Back so you know what to do .

Quote:? Using a VPN is not Enough ! for sure

Here some others tips which is very Important specially if you going on Black hat activity

Rules to Follow

1:DontFUCKING Open your mouth in Public about what you know --

(Most of time people get caught due to this something strange happen nearby by example at school
and all student will start talking you know this guy is good at Hacking i am sure its him and Bang
you are suspect number 1)

2 : For Hacking and others activity you do keep it just for that, dont use it for Personal use like
checking your personal emails, Social network or dont make the mistake of logging to your direct
bank login on these device Because - of

WebRTC

Mozilla has integrated WebRTC in Firefox 22 and Google in Chrome 23. While Firefox users can
toggle a preference to disable WebRTC in the browser, Chrome users cannot disable it natively.

Certain website like paypal use the webRTC Which collect information using your browser like
others connection leaks in your machine and you can get burst using that . if you using a Laptop
for Hacking keep it for that don't use it for personal use .

3 : Payment method bear in mind that using Cryto is not enough to keep your Safe with anonymous
payment best way to do that is

- : When you buy BTC Dont use direct Credit cards or paypal
Here is whatido :

| go to Local shop , buy Real Giftscards

Then go to : paxful.com/ Find someone for BTC ,

Now Once you got the BTC Please use Mixing services

Fore more Information check :

coinmixer.se/en/

Quote:Remember make things Harder



DONT GIVE THEM A CHANCE TO TRACK YOU BACK SINGLE DETAILS COUNT ONLINE
Now you can use them for for payment, try to use escrow services

Quote:YOUR INTERNET CONNECTION

When ever you making research you can use your local connection Under VPN - Proxy
But if you making Other activity ? | would advise doing it on others wifi
Use Public wifi under your VPN

Make sure you are not Under camera -__- Don't be stupid , you should be good enough to do your
stuff ,

I'am feeling tired for today
Will Make part 2 soon ?

SIM-3790223 - March 22, 2018, 10:33 pm

Pretty comprehensive guide you have here, | didn't expect it to go this in depth. Definitely a good
read. Thanks for compiling all of this together and sharing. :)

Thelazygeek - March 23, 2018, 12:24 am
Thanks will to part 2 soon :)

Trayton - March 29, 2018, 6:00 pm
Thanks for these tips :P. It has some really useful information

Thelazygeek - March 30, 2018, 2:14 pm
1) 1 will write the part 2 soon



