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 UnicornMAN - April 13, 2018, 4:48 pm 
Hi, I was messing around with cryptography and tried out steganography hiding but noticed a
problem with figuring out hidden file's format for example .pdf, .doc, or .exe. If the hidden file is for
example a file format .SKB which is Google SketchUp backup file and the person who is trying to get
the hidden file and knows the password doesn't know it is a .SKB file and will have to guess all file
formats.
 That is inefficient and time consuming, is their a way to figure out what the hidden file's file format is
without guessing?
 Here is a video I made that might explain it better:
 [Video: 
https://www.facebook.com/100006233295035/videos/2033890610162029/?id=100006233295035]
 
 Thank you in advance!

UnicornMAN - April 14, 2018, 11:44 pm 
Anyone know if this is possible?
 
 Did I post this in the wrong forum page? If so where should I post this questing because no one is
replying.

mehtevas - April 16, 2018, 10:12 am 
i guess you could try looking for the Magic number.
 
 https://en.wikipedia.org/wiki/Magic_number_(programming)

UnicornMAN - April 18, 2018, 10:08 pm 
 (Apr 16, 2018 10:12 AM)mehtevas Wrote: [CITE] i guess you could try looking for the Magic number.
 
 https://en.wikipedia.org/wiki/Magic_number_(programming)
 Can you please elaborate I have been researching about this magic number programming but don't
know if it is even possible to use that to find hidden file extension. Their must be a way to figure this
out.
 This magic number would work to find the file extension but not hidden file within.

0x0F0C - April 19, 2018, 12:50 am 
most of the files have an identifier at the first  bytes (MZ for exe, %PDF for pdf files , ‰PNG for png
pictures ... ) .
 you just have to look for them

UnicornMAN - April 19, 2018, 4:59 pm 
 (Apr 19, 2018 12:50 AM)0x0F0C Wrote: [CITE] most of the files have an identifier at the first  bytes
(MZ for exe, %PDF for pdf files , ‰PNG for png pictures ... ) .
 you just have to look for them
 Yes that is true for the file that you already have, I am talking about a hidden file withing a .jpg
image but figured it out, you can delete the file extension and then use hex editor to identify the
hidden file format thank you!
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0x0F0C - April 20, 2018, 2:36 am 
 (Apr 19, 2018 04:59 PM)UnicornMAN Wrote: [CITE] Yes that is true for the file that you already have,
I am talking about a hidden file withing a .jpg image but figured it out, you can delete the file
extension and then use hex editor to identify the hidden file format thank you!
 extract the hidden file form the image and look for identifiers in it . if the identifier is removed it won't
work properly, because it used by programs to identify that file.

 

https://hackforums.net/showthread.php?pid=56983055#pid56983055

