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 Thread: [TUTORIAL] ENCRYPT YOUR WINDOWS COMPUTER USING VERACRYPT
 

 Juffar - June 3, 2018, 8:37 am 
In today's tutorial I'm going to teach you how to do a FDE (Full Disk Encryption) using a program
called VeraCrypt.
 
 First step. Download and install the latest version of VeraCrypt from their official website.
 
 
 Next step. Start VeraCrypt and head over to System -> Encrypt System Partion/Drive...
 
 
 Once you come to the "Encryption Options" section it's time to choose the encryption method and
Hash method.
 I recommend the same encryption method as Edward Snowden which is Serpent(TwoFish(AES)).
 
 
 Now it's time to enter a password. A STRONG password is the "key" when it comes to encryptions.
 
 
 When you have entered a password press next and you shall see the next section which is
"Collecting Random Data".
 All you have to do here is move your mouse over the numbers/symbols until the green progress bar
is filled to 100%.
 
 Now you will have to create a rescue disk.
 
 Finally we have to restart our computer. On the boot you should now see the VeraCrypt Boot
Loader.
 
 
 Once you are logged in, Vera Crypt will popup saying that it's okey to encrypt now so let's press
"Encrypt".
 
 Congratulations! You have now successfully encrypted your computer. Make sure to never share
your encryption key!

Juffar - June 4, 2018, 12:09 pm 
I don't see lot of interested in tutorials like this. Would you like me to post a tutorial on setting up
Whonix?

Juffar - June 5, 2018, 4:49 am 
 (Jun 4, 2018 02:05 PM)Koenigsegg_ Wrote: [CITE] Yeah, I am very intressed in a tutorial about
Whonix. I don't think most of the people need these kind of tutorials but there are some people who
does and they are happy for them.
 I'll think about that tutorial then. I'm kinda busy at the moment

j4ck552009 - September 1, 2018, 4:47 pm 

https://hackforums.net
https://hackforums.net/showthread.php?tid=5844126
https://veracrypt.codeplex.com/wikipage?title=Downloads
https://hackforums.net/showthread.php?pid=57164444#pid57164444


I liked the tutorial. Great job!

TOM - September 1, 2018, 5:10 pm 
Good job! Useful Tutorial and great Contribution

Last_viking - September 2, 2018, 1:24 pm 
Good tutorial. 
 well written.
 Easy to understand

Ililillillilill - September 2, 2018, 1:26 pm 
Curious, what are the side effects of doing this when it comes to gaming? Does it slow read/write
performance?

Juffar - September 2, 2018, 2:12 pm 
 (Sep 2, 2018 01:26 PM)CxxC Wrote: [CITE] Curious, what are the side effects of doing this when it
comes to gaming? Does it slow read/write performance?
 You will not notice any remarkable difference.

Juffar - September 7, 2018, 9:19 am 
Whonix tutorial is being written as promised.

R A Z - September 8, 2018, 2:31 pm 
good job nice tutorial...

Juffar - September 10, 2018, 8:19 am 
 (Sep 8, 2018 02:31 PM)Root Crypter Wrote: [CITE] good job nice tutorial...
 Thank you buddy.

evilzone62 - September 11, 2018, 12:47 am 
Will it protect my hard disk from being forensic recovery ?

Juffar - September 11, 2018, 2:03 am 
 (Sep 11, 2018 12:47 AM)evilzone62 Wrote: [CITE] Will it protect my hard disk from being forensic
recovery ?
 Depends on a few things such as if your computer is running when they get their hands on it, how
strong your password is etc etc.

evilzone62 - September 11, 2018, 3:31 am 
 (Sep 11, 2018 02:03 AM)Juffar Wrote: [CITE] Depends on a few things such as if your computer is
running when they get their hands on it, how strong your password is etc etc.
 If they get hard disk from computer case then can they do forensic recovery on my disk if i
encrypted my whole hard disk?

Juffar - September 11, 2018, 4:44 am 
 (Sep 11, 2018 03:31 AM)evilzone62 Wrote: [CITE] If they get hard disk from computer case then can
they do forensic recovery on my disk if i encrypted my whole hard disk?
 Did you even read my post?

Bob_Ross - September 12, 2018, 6:47 pm 
Good job. More people need to use this.

Juffar - September 13, 2018, 2:49 am 

https://hackforums.net/showthread.php?pid=57551483#pid57551483
https://hackforums.net/showthread.php?pid=57575391#pid57575391
https://hackforums.net/showthread.php?pid=57585491#pid57585491
https://hackforums.net/showthread.php?pid=57585647#pid57585647
https://hackforums.net/showthread.php?pid=57585844#pid57585844


 (Sep 12, 2018 06:47 PM)Bob_Ross Wrote: [CITE] Good job. More people need to use this.
 Indeed, it's so easy but yet so important.

 

https://hackforums.net/showthread.php?pid=57591953#pid57591953

