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Thread: Shell Via WordPress Image Uploading?

focuss - June 13, 2018, 6:15 pm

Is it possible to upload a shell via WordPress image upload?

I know wordpress re-creates the image which will remove any malicious code but was wondering if
there was any other way?

0xB9 - June 14, 2018, 8:15 am
Of course not... Unless you find a new method.

ernestmiller - June 14, 2018, 8:25 am
Unless they are running a version of Wordpress that has that known vulnerability then a big fat nope

inbox02 - June 15, 2018, 10:18 am
THANKS YOU SO MUSH BROTER

bravetoaster - June 17, 2018, 9:59 am

(Jun 13, 2018 06:15 PM)focuss Wrote: [CITE] IS it possible to upload a shell via WordPress image
upload?

I know wordpress re-creates the image which will remove any malicious code but was wondering if
there was any other way?

| actually poked around playing with bad input a few months back. | was contracted for some web
dev work and they INSISTED on using WP. Was kinda on a spiteful quest to show how garbage it is.
So I'm interested in any additional answers to this topic, as | was unable to find any submission
methods that dont in some way validate or sanitize input.

CryptoLs - June 27, 2018, 7:32 pm

As long as the WordPress is up to date you can't upload a shell via the uploads folder, try using a
tool such as wpscan and you might be able to find outdated add-ons or ways to brute Force the
login with say open xmlrpc
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