Forum:Hack Forums

Thread: (Reported to Staff) Discord Data/Database Breach

Quanzo - August 26, 2018, 3:33 pm
Hi.

I'm wondering if anyone else here has been seeing some unusual discord activity on your account...
things such as DM/PMs messages you've sent to other users that you never sent? | think some
hacker is targeting me even though i been real careful about things i leak or reveal about myself and
my online activity. | been using Quebes OS and set up a real anonymity system and scanned
everything that goes in and out of my customized firewall, i have even setup a backup [censored] to
protect and encrypt all my data. Still i have been seeing some unusual discord activity on MY
account. | have a real complex password for all my account's, i use secure email and i scan my
network and computer system on a weekly basis to check for vulnerbility, intrusion attempts or
anything malicious, and nothing of that kind has been logged which makes me think either my
security has failed OR discord has been hacked. I've done some researching and doxing, i know the
discord userID and server ID of the person who's targeting me, and i know this person is also a
member here on HF...

Can someone here help me out with getting more info about this person, | know it's a very skilled
person and he/she probably have a overkill anonymity and security system setup, i believe he/she
has either hacked discord or have a discord database setup that automatically sends out
customized advertising information to his/her own discord server, but make it look like it comes from
me. | know he/she logs IP, ISP, DNS, Hostname and Name Server information, and he/she has
access to my discord activity and my DM/PM inbox and outbox, even though he/she says he/she
doesn't log it. | don't believe he/she has much sensetive information about me though, i don't know. |
have been leaking information about myself, but only on discord and only to someone i trust which
he/she obviously would have access to if he/she looked..

Imgur: https://imgur.com/a/bScIMGc

CyberStrike - August 27, 2018, 1:34 am
Are you using 2fa? If not start also change your passwords now rather than later.

SysAdmin - August 27, 2018, 2:04 am
| doubt Discord would be compromised. I'm guessing your security is at fault here because | haven't
seen anything like that.

bobsakino - August 27, 2018, 2:08 am

Install Malwarebytes and activate windows defender

run sfc /scannow on cmd

check your registery startup entries. You might see a strange stuff there

your pc might be compromised not discord lol

yea activate 2fa . all accounts like paypal , coinbase, steam whatever is important to you
update your browser dont use microsoft browsers. You can uninstall the built in browser from
control panel

also use ccleaner to clean up your privacy traces

always download torrent/warez from reliable website

| use repack.me, sanet.st to donload software


https://hackforums.net
https://hackforums.net/showthread.php?tid=5878410
https://imgur.com/a/bScIMGc

CyberStrike - August 27, 2018, 3:14 am

(Aug 27, 2018 02:08 AM)bobsakino Wrote: [CITE] also use ccleaner to clean up your privacy traces
always download torrent/warez from reliable website

Geez gotta be shitting me so if someone says there is compatibility issues and said use sdbinst to
install you'd do that ..

Edit: | wanted to add that discord mines your conversations, | dunno about you but | do value my
privacy.

ProtectNull™ - August 27, 2018, 6:01 am

(Aug 27, 2018 02:08 AM)bobsakino Wrote: [CITE] Install Malwarebytes and activate windows
defender

run sfc /scannow on cmd

check your registery startup entries. You might see a strange stuff there

your pc might be compromised not discord lol

yea activate 2fa . all accounts like paypal , coinbase, steam whatever is important to you
update your browser dont use microsoft browsers. You can uninstall the built in browser from
control panel

also use ccleaner to clean up your privacy traces

always download torrent/warez from reliable website

| use repack.me, sanet.st to donload software

It's good your trying to help but you're contradicting yourself.

OP, if you are infected by any kind, the best thing you can do is unplug your internet then do scans.
If you need further assistance, let me know. | will use FRST to search for entries.

Quanzo - August 27, 2018, 10:53 am

| guess people didn't read the whole text. My computer is CLEAN. There's no malicious activity,
keylogger, rat or anything like that on my PC. My password is extremely complex, i also use secure
email and i scan and analyze everything that goes in and exit my firewall, and also encrypt all traffic
so there's no way of any middle-man-attacks. It would also take years to crack my password and
even if someone somehow would be able to access my account, my guess is they would use a
VPN, which Discord Login windows would register as someone trying to access my Discord Account
from a new location and that would automatically email me a verification mail and force me to verify
the new location login, before being signed in... and which i havent done.
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