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 Thread: OpenSSL or Schanel for SSL
 

 Keat - September 9, 2018, 11:52 am 
Trying to setup some SSL on a socket connection for a RAT. Anyone used Schannel before? Or
recommend using OpenSSL? Seems like OpenSSL documentation sucks.

0xDEAD10CC - September 9, 2018, 6:24 pm 
OpenSSL is the way to go in my opinion, what have you tried with these libraries so far?

PerfectStorm - September 9, 2018, 6:32 pm 
 (Sep 9, 2018 11:52 AM)Keat Wrote: [CITE] Trying to setup some SSL on a socket connection for a
RAT. Anyone used Schannel before? Or recommend using OpenSSL? Seems like OpenSSL
documentation sucks.
 Hmm I never used that feature. Which RAT are you working with?

Auriana - September 10, 2018, 3:13 am 
I wouldn't use OpenSSL, it's too bulky and there are better libraries now. I use ARMBedTLS.

3DES - September 10, 2018, 6:53 am 
Coding a rat with openssl is way, way too bulky. Use winapi, no need for external libs.

Keat - September 11, 2018, 5:02 pm 
 (Sep 10, 2018 03:13 AM)Auriana Wrote: [CITE] I wouldn't use OpenSSL, it's too bulky and there are
better libraries now. I use ARMBedTLS.
 Any good documentation on it or examples?
 
  (Sep 10, 2018 06:53 AM)3DES Wrote: [CITE] Coding a rat with openssl is way, way too bulky. Use
winapi, no need for external libs.
 
 Any good examples? I tried to find SChannel examples and its terrible. I am still elarning.

Auriana - September 11, 2018, 6:28 pm 
Yes check out these to websites.
 tls.mbed.org/api/index.html
 tls.mbed.org/kb

Keat - September 11, 2018, 7:18 pm 
 (Sep 11, 2018 06:28 PM)Auriana Wrote: [CITE] Yes check out these to websites.
 tls.mbed.org/api/index.html
 tls.mbed.org/kb
 Hell yeah. Thanks man. This looks good.

3DES - September 11, 2018, 10:01 pm 
 (Sep 11, 2018 07:18 PM)Keat Wrote: [CITE] Hell yeah. Thanks man. This looks good.
 
 Search winapi wininet http request, still not sure why we need external libs for malware

HiddenEyE - September 12, 2018, 8:39 am 
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 (Sep 11, 2018 10:01 PM)3DES Wrote: [CITE] Search winapi wininet http request, still not sure why
we need external libs for malwareactually we do in some situations. especially when you are not
rooted in a particular aspect of programming.
 am not a fan of external libraries most my code is not based on it, but i got stock when i was coding
a licensing system so opted in for external library. thats it.
 i would recommend openssl
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